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Introduction

Welcome to ownCloud: your self-hosted file sync and share solution.

ownCloud is an open source file sync and share software for everyone from individuals
operating the free ownCloud Server edition, to large enterprises and service providers
operating the ownCloud Enterprise Subscription. ownCloud provides a safe, secure,
and compliant file synchronization and sharing solution on servers that you control.

You can share one or more files and folders on your computer, and synchronize them
with your ownCloud server. Place files in your local shared directories, and those files
are immediately synchronized to the server and to other devices using the ownCloud
Desktop Sync Client, Android app, or iOS app. To learn more about the ownCloud
desktop and mobile clients, please refer to their respective manuals:

¥ ownCloud Desktop Client

¥ ownCloud Android App

¥ ownCloud iOS App
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https://doc.owncloud.com/desktop/latest/
https://doc.owncloud.com/android/
https://doc.owncloud.com/ios/

WhatOs New in ownCloud

¥ Option to hide or expose hidden files in the Web GUI

¥ Requires to use at least desktop client version 2.6 by default.
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WebUI Overview

Introduction

You can access your files with the ownCloud Web interface, as well as: create, preview,
edit, delete, share, and re-share files.

Your ownCloud administrator has the option to disable these features. If
any of them are missing on your system ask your server administrator.

00 e < in] ® N 0O O localhost:B080index.php/appsifiles/Zdir=(&filsid=2 2 LY ER=D

| Allfiles L +
W Favorites Name Size Modified
Shar ith
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=, Shared with others
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& Shared by link
Photos Shared
Tags
Documents Shared

(# External storage

Deleted files

G Settings

File Controls

When you mouseover, or hover over, a file in the Files view, as in the image below,
ownCloud displays three file controls. These are:

1. Marking Favorites

2. Sharing Files

3. The Overflow Menu

Marking a Favorite Sharing Options
The Overflow Menu

| Documents -+

N
2

Name

% Example.odt ( a month ago
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Marking Favorites

Click the star to the left of the file icon to mark it as a favorite. You can quickly find all
of your favorites with the Favorites filter on the left sidebar.

L Documents +
By default, a file will not be B senpe
a favorite.
= Documents +

First, hover over the file's ¥y E Example.odt
row to see the favorite star,

Documents +

Then click the star to mark E EERE
the file as a favorite.

v

Sharing Files

The sharing files control is a shortcut to the file and folder sharing functionality within
ownCloud. ownCloud sharing supports:

¥ Sharing files and folders with users or groups

¥ Creating public link shares with hyperlinks

¥ Listing recipients of existing shares

¥ Deleting existing shares
The Overflow Menu

The Overflow Menu  allows you to:

¥ Display File Details
¥ Rename Files

¥ Download Files

¥ Delete Files
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Display File Details
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When you display details about a file, by clicking
set of tabs (or views) are available. These are:

View

Details

Activity

Sharing

Version

Description

«} Shared
1 Details
# Rename

<+ Download

Delete
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[ Det ai | s] inthe Overflow Menu, a

This shows details about a file, such as its name, size, and when it was
created or last updated. To know more, refer to the Details section.

This shows a history of activity on the file, such as when it was

created, updated, and shared. To know more, refer to the Activity
section.
ItOs here that shares are managed. To know more, refer to the Sharing

Files section.

This shows a history of all the versions of the file. This is not available

for folders. To know more, refer to the

Version Control  section.

You can see an example of the Activity view in the image below.
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Rename Files

To rename a file, click Rename inthe Overflow Menu . The fileOs current name will be
displayed in an editable text box. Change the name, click Ent er, and the file will be
renamed. If you donOt want to rename it, click esc and the file name will be left as is.

Download Files

To download a file, click Download inthe Overflow Menu

Delete Files

To delete a file, click Delete inthe Overflow Menu

The Web Interface

You can connect to your ownCloud server using any Web browser; just point it to your
ownCloud server and enter your username and password. Supported Web browsers
are:

¥ Edge (current version on Windows 10)

¥ |E11 or newer (except Compatibility Mode)

¥ Firefox 60 ESR or newer

¥ Chrome 66 or newer

¥ Safari 10 or newer

n Some apps like files_external or encryption will disable the  Stay logged
in checkbox.

Navigating the Main User Interface

By default, the ownCloud Web interface opens to your Files page. You can add,
remove, and share files, and make changes based on the access privileges set by you
(if you are administering the server) or by your server administrator.

The ownCloud user interface contains the following fields and functions:
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¥ Apps Selection Menu . Located in the upper left corner, click the arrow to open a
dropdown menu to navigate to your various available apps.

¥ Apps Information Field . Located in the left sidebar, this provides filters and tasks
associated with your selected app. For example, when you are using the Files apps
you have a special set of filters for quickly finding your files, such as files that have
been shared with you, and files that you have shared with others. YouOll see
different items for other apps.

¥ Application View : The main central field in the ownCloud user interface. This field
displays the contents or user features of your selected app.

¥ Navigation Bar : Located over the main viewing window (the Application View),
this bar provides a type of breadcrumbs navigation that enables you to migrate to
higher levels of the folder hierarchy up to the root level (home).

¥ New Button : Located in the Navigation Bar, the [ New] button enables you to
create new files, new folders, or upload files.

You can also drag and drop files from your file manager into the

n ownCloud Files Application View to upload them to ownCloud.
Currently, the only Web browsers that support drag-and-drop folders
are Chrome and Chromium.

¥ Search Field :Clickonthe [magnifier] inthe upper right hand corner of to
search for files.

¥ Personal Settings Menu : Click on your ownCloud [ user nane], located to the
right of the Search field, to open your Personal Settings dropdown menu. Your
Personal page provides the following settings and features:

I Links to download desktop and mobile apps
I Re-run the First Run Wizard

I Server usage and space availability

I Password management

I Name, email, and profile picture settings

I Manage connected browsers and devices
' Group memberships

I Interface language settings

I Manage notifications

I Federated Cloud ID

I Social media sharing buttons

I SSL certificate manager

I ownCloud Version information

See userpreferences section to learn more about these settings.

Personal Settings
As a user, you can manage your personal settings. To access them:

1. Click on your username in the top, right-hand corner of the WebUI of your
ownCloud instance.

The Personal Settings Menu opens.
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Q t:; -

; Personal

Personal Settings Menu

2. Then, click Personal from the drop down menu.

You are using 698 KB of Unlimited

Profile picture Full name

bernie madhatter

Email

bernie@example.com

Groups

You are member of the following groups:
graphics, users, video

Password

Change password

The options listed in the Personal Settings page depend on the
applications that are enabled by the administrator.

Some of the features you will see include the following:

¥ Usage and available quota
¥ Manage your profile picture

¥ Full name You can make this anything you want, as it is separate from your
ownCloud login name, which is unique and cannot be changed

¥ Email address
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Lists your Group memberships

Manage your password

Choose the language for your ownCloud interface
Links to desktop and mobile apps

Manage your Activity stream and notifications
Default folder to save new documents to

Your Federated sharing ID

Social sharing links

K K K K K K K K K

ownCloud version

General Settings
In the general settings, you can do the following:

¥ Set:
I Your profile picture
I The language for your user account
¥ Update your personal data:
I Full name
I Email address
I Password
¥ View:
I The amount of storage you have used
I The groups that you are a member of
I Your federated cloud id
I The current version of ownCloud

¥ Download the desktop, android, and iOS app

Managing Your Profile Picture
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Profile picture

Profile picture

Upload a + - | Remove profile
profile picture - picture

Select a profile
picture

Changing Your Profile Picture

There are two options to set your profile picture:

¥ You can upload an image; or

¥ Select an existing profile picture

Upload a Profile Picture

" x>

To upload an image click the " Upload new button, which opens a file browser,
through which you can choose an image to upload. After youOve chosen an image, you
will then be able to crop the uploaded image, if required, to just the segment of the

image that you want to use for your profile picture. You can see an example in the
screenshot below.
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Profile picture Full name

-
@),

Products Private Cloud

Store. Share. Work.

OWNCLOUD TOUR

Choose as profile picture
+hange password

Figure 1. Crop the new profile picture

When youOre happy with the image, click [ Choose as profile picture],andthe
image will be set as your profile picture.

! the image can be a maximum of 20MB in size.

Select a Profile Picture

To select a profile picture, click the Select from Files ™ putton and the profile
picture chooser will open. From there, pick the profile picture that you want and click
[ Choose] .
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’rofile picture Full name

—_

Select a profile picture

Set email

I+
[

2assworg

i

anguage

English

Choose

-ederatel
‘our Federated Cloud ID: admin@owncloud.localdomain
Figure 2. Choose a new profile picture

Remove Your Profile Picture

To remove a custom profile picture, click the Remove Profile ¥ button. After that,
the image will revert to the default image, present when you first logged in.

Update Your Full Name

To update (or change) your full name, amend the existing text in the text box below
OFull nameO. After a few seconds, your full name will be auto-saved.

Full name

John Your full name has been changed.

Figure 3. Successfully updated full name

If the full name cannot be changed, you will see a natification, as in the example
below.
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Full name

Matthevd Unable to change full name

Figure 4. Problem updating full name

Update Your Email Address

To update your email address, change the address in the text box below OEmailO and
click [Set email].

Update Your Password

Password

Change password

Figure 5. Update current password.

To change your password, under Password, enter your current password in the first
password field (with the placeholder text OCurrent passwordO) and your new password
in the second password field (with the placeholder text ONew passwordO), and then
click [ Change password].

n Password changes automatically log out all connected
browsers/devices.

Set the Language

Language
English * Help translate

Figure 6. Change profileOs language

To change the language for your user account, pick the desired language from the
dropdown under Language. The new language will be auto-saved shortly after you
select it.

External Storage

If your ownCloud administrator has enabled External Storage, and how they have
configured external storage, then in this section you will be able to add one or multiple
external storages.

Personal External Storage

4 General Folder name External storage Authentication Configuration
Add storage -
I Storage
=, Sharing
Figure 7. User Storage Settings
To configure one or more external storages, please refer to the External Storage
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documentation

Sharing
Personal Sharing
4 General % Automatically accept new incoming local user shares
¥ Allow finding you via autocomplete in share dialog. If this is disabled the full username needs to be entered.
Storage
) Federated Cloud Sharing
=, Sharing

Nothing to configure.

Security
Figure 8. User Sharing Settings
This section allows you to set whether or not you want to:

¥ Automatically accept new incoming local user shares

¥ Allow finding you via autocomplete in share dialog.

To enable either, check the respective checkbox. This section also allows for
configuring Federated Cloud Sharing

Security
The security settings page allows for:

¥ Managing CORS white-listed domains
¥ Viewing and deleting user sessions

¥ Creating new app passcodes

CORS White-listed Domains
CORS
Cross-Origin Resource Sharing
White-listed Domains
Mo Domains.

Add Domain

Add

Figure 9. CORS (Cross-origin Resource Sharing) configuration section

The CORS (Cross-origin resource sharing) white-listed domains section lists zero or
more domains which the ownCloud instance is allowed to request resources from, in
addition to the current domain, for your user account.

By default, as in the screenshot above, no domains will be listed. If you want to add
one, or more, add them, one at a time, in the Domain text field, and click [ Add] . You
will then see them listed, as in the screenshot below.
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Valid records:
Record Scheme
protocol + domain

protocol + domain
+ port

' protocol + ip

protocol + ip +
port

Example
https://example.com

https://example.com:80

http://127.0.0.1
http://127.0.0.1:8080

CORS entries follow strict rules, only http

allowed.

and https protocols are

To remove one, or more, click the trashbin icon next to the relevant domain name.

CORS

Cross-Origin Resource Sharing

White-listed Domains

http://localhost

Add Damain

Add

Figure 10. CORS Configuration Section with white-listed domains

You will then be prompted to confirm if you want to remove the domain. If you do,

click [ Yes] . If you do not, click

Sessions

Figure 11. Sessions section

[ No] .

The sessions section, which you can see an example of below, lists all your current
user sessions, across web, desktop, and mobile clients. Specifically, it lists the browser
user agent string and the time of the most recent activity. If you want to log a session
out, then click the Disconnect button at the far right of the relevant session.
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