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Introduction

Welcome to the ownCloud Server Administration Guide. This guide describes
administration tasks for ownCloud, the flexible open source file synchronization and
sharing solution. ownCloud includes the ownCloud server, which runs on Linux, client
applications for Microsoft Windows, Mac OS X and Linux, and mobile clients for the
Android and Apple iOS operating systems.

Current editions of ownCloud manuals are always available online at
doc.owncloud.com

ownCloud server is available in three editions:

¥ The free community-supported server. This is the core server for all editions.

¥ The Standard Subscription for customers who want paid support for the core
Server, without Enterprise applications.

¥ The Enterprise Subscription provides paid support for the Enterprise Edition. This
includes the core Server and Enterprise apps.

ownCloud Videos and Blogs

See the official ownCloud channel and ownClouders community channel on YouTube
for tutorials, overviews, and conference videos. Visit News to stay up to date.

Target Audience

This guide is for users who want to install, administer, and optimize their ownCloud
servers. To learn more about the ownCloud Web user interface, and desktop and
mobile clients, please refer to their respective manuals:

¥ ownCloud User Manual

¥ ownCloud Desktop Client

¥ ownCloud Android App

¥ ownCloud iOS App

Unresolved directive in <stdin> -
include::modules/admin_manual/pages/release_notes.adoc[leveloffset=+1]
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Frequently Asked Questions

| want to upgrade from Community Version to
Enterprise Version. What are the changes?

In ownCloud Enterprise you will get access to new apps and features, mainly targeted
towards enterprises; apps and features that ensure security, for example.

You can upgrade to the Enterprise version without concern, as your existing files,
shares, and users remain as they are.

How do | transfer files from one user to another?

See transferring files to another user

How do | deal with problems caused by using self-
signed SSL certificates?

See the security section of the OCC command

IOm the admin and | lost my password! What do | do
now!

See the reset admin password documentation

What is a Federated System?

A Federated System is another ownCloud or OpenCloudMesh  supporting cloud
service.

Platform-wide known limitations, excluded files
There are known file names that can not be synced with ownCloud, these are:

¥ Folders and files with a trailing space.
.htaccess.

* part files.

client/sync-exclude.list

¥
¥
¥ File names that exceed 253 characters.
¥
¥ Desktop.ini in the root directory.

¥

UNIX/Linux hidden files (files whose names have a leading dot, e.g., .12345.pdf ).
Users must activate " sync hidden files " to sync them.

2 | want to upgrade from Community Version to Enterprise Version. What are the changes?


configuration/files/file_sharing_configuration.pdf#transferring-files-to-another-user
configuration/server/occ_command.pdf#security
configuration/user/reset_admin_password.pdf
https://oc.owncloud.com/opencloudmesh.html
https://github.com/owncloud/client/blob/master/sync-exclude.lst

Installation

You can install ownCloud in multiple ways, here are our trusted guides:

Manual Installation

This is a thorough guide to installing ownCloud, containing all the information needed
for the prerequisites, the dependencies, the actual installation and the configuration
afterwards.

Installing With Docker

This guide will show you how to install ownCloud with Docker Compose using our
YAML file.

Example Installation on Ubuntu

This is an example installation on an Ubuntu Server. This guide takes you from a clean
Ubuntu server to a finished ownCloud installation in the minimal steps required. All
commands are written down and are easy to copy and paste in to your terminal.

Linux Package Manager

This guide shows you how to install ownCloud with the Ubuntu Package Manager.

Deployment Considerations

Hardware

¥ Solid-state drives (SSDs) for 1/O.
¥ Separate hard disks for storage and database, SSDs for databases.

¥ Multiple network interfaces to distribute server synchronisation and backend
traffic across multiple subnets.

Single Machine / Scale-Up Deployment
The single-machine deployment is widely used in the community.
Pros:

¥ Easy setup: no session storage daemon, use tmpfs and memory caching to enhance
performance, local storage.

¥ No network latency to consider.

¥ To scale buy a bigger CPU, more memory, larger hard drive, or additional hard
drives.

Cons:

¥ Fewer high availability options.

¥ The amount of data in ownCloud tends to continually grow. Eventually a single
machine will not scale; 1/0O performance decreases and becomes a bottleneck with
multiple up- and downloads, even with solid-state drives.
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Scale-Out Deployment
Provider setup:

DNS round robin to HAProxy servers (2-n, SSL offloading, cache static resources)
Least load to Apache servers (2-n)

Memcached/Redis for shared session storage (2-n)

K K K K

Database cluster with single primary, multiple replicas and proxy to split requests
accordingly (2-n)

¥ GPFS or Ceph via phprados (2-n, 3 to be safe, Ceph 10+ nodes to see speed
benefits under load)

¥ In case of clustering, your cluster nodes must have the same ownCloud
configuration including an identical config.php to avoid any potential issues.

Pros:

¥ Components can be scaled as needed.
¥ High availability.

¥ Test migrations easier.
Cons:

¥ More complicated to setup.
¥ Network becomes the bottleneck (L0GB Ethernet recommended).

¥ Currently DB filecache table will grow rapidly, making migrations painful in case
the table is altered.

A Single primary DB is Single Point of Failure, Does Not Scale

When primary fails another replica can become primary. However, the increased
complexity carries some risks: Multi-primary has the risk of split brain, and deadlocks.
ownCloud tries to solve the problem of deadlocks with high-level file locking.

Software

Operating System

We are dependent on distributions that offer an easy way to install the various
components in up-to-date versions. ownCloud has a partnership with RedHat and
SUSE for customers who need commercial support. Canonical, the parent company of
Ubuntu Linux, also offers enterprise service and support. Debian and Ubuntu are free
of cost, and include newer software packages. CentOS is the community-supported
free-of-cost Red Hat Enterprise Linux clone. openSUSE is community-supported, and
includes many of the same system administration tools as SUSE Linux Enterprise
Server.

Web server

Apache with mod_php is currently the best option. Mod_php is recommended instead
of PHP_FPM, because in scale-out deployments separate PHP pools are not necessary.

Relational Database

More often than not the customer already has an opinion on what database to use. In
general, the recommendation is to use what their database administrator is most
familiar with. Taking into account what we are seeing at customer deployments, we
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recommend MySQL/MariaDB in a primary-replica deployment with a MySQL proxy in
front of them to send updates to primary, and selects to the replica(s).

The second-best option is PostgreSQL (alter table does not lock table, which makes
migration less painful) although we have yet to find a customer who uses a primary-
replica setup.

What about the other DBMS?
¥ Sqlite is adequate for simple testing, and for low-load single-user deployments. It is
not adequate for production systems.

¥ Microsoft SQL Server is not a supported option.

¥ Oracle DB is the de facto standard at large enterprises and is fully supported with
ownCloud Enterprise Edition only.

File Storage

While many customers are starting with NFS, sooner or later that requires scale-out
storage. Currently the options are GPFS or GlusterFS, or an object store protocol like
S3. S3 also allows access to Ceph Storage.

Session Storage

¥ Redis is required for transactional file locking Transactional File Locking , provides
session persistence, and graphical inspection tools available.

¥ If you need to scale out Shibboleth you must use Memcached, as Shibboleth does
not provide an interface to Redis. Memcached can also be used to scale-out shibd
session storage (see  Memcache StorageService ).

Deployment Recommendations

Introduction

This document is a guide for technical measures to size your physical environment
regarding some general setups described in the scenarios below. It focuses on the
software stack and may include some hardware recommendations. You can use any
hardware as long the software is capable of running on it and delivers performance
that meets your needs.

| Independent of the technical measures, you can decide at any time the
. ownCloud licensing model - the ownCloud Edition

General Recommendations

"™ What is the best way to install and maintain ownCloud?
The answer to that is, as always: it depends' . ™

This is because every ownCloud customer has their own particular needs and IT
infrastructure. However, both ownCloud and the LAMP stack are highly configurable.
Given that, in this document we present a set of general recommendations, followed
by three typical scenarios, and finish up with making best-practice recommendations
for both software and hardware.
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configuration/files/files_locking_transactional.pdf
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The recommendations presented here are based on a standard

ownCloud installation, one without any particular apps, themes , or code
I changes . But, server load is dependent upon the number of clients ,

files , and user activity , as well as other usage patterns. Therefore, these

recommendations are only rules of thumb based on our experience and

customer feedback.

¥ Operating system: Linux.
¥ Web server: Apache 2.4.

¥ Database: MySQL/MariaDB with InnoDB storage engine (MyISAM is not supported,
see: MySQL / MariaDB storage engine )

¥ And a recent PHP Version. See System Requirements

¥ Consider setting up a scale-out deployment, or using Federated Cloud Sharing to
keep individual ownCloud instances to a manageable size.

Whatever the size of your organization, always keep one thing in mind:
The amount of data stored in ownCloud will only grow - plan
ahead.

ownCloud Administrators Must Have Command Line or Cron Access
We only recommend using hosts that provide the following to ownCloud administrators

¥ command-line access or
¥ Cron access

¥ ideally both of the above

for three key reasons:

1. Without command-line access, OCC commands , required for administrative tasks
such as repairs and upgrades, are not available.

2. Without Crontab access, you cannot run background jobs reliably. ajax/cron.php is
available, but it is not reliable enough, because it only runs when people are using
the web Ul. Additionally, ownCloud relies heavily on background jobs  especially for

long-running operations, which will likely cause PHP timeouts.

3. Default PHP timeout values are often low. Having low timeout settings can break
long-running operations, such as moving a huge folder.

Scenario 1: Small Workgroups and Departments

This recommendation applies if you meet the following criteria:

Option Value

Number of users Up to 150 users

Storage size 100 GB to 10TB

High availability level ¥ Zero-downtime backups via Btrfs snapshots

¥ Component failure leads to interruption of service

¥ Alternate backup scheme on other filesystems: nightly
backups

¥ With service interruption
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configuration/database/linux_database_configuration.pdf#mysql-mariadb
installation/system_requirements.pdf
user_manual:files/federated_cloud_sharing.pdf
configuration/server/occ_command.pdf
configuration/server/background_jobs_configuration.pdf#ajax
developer_manual:app/fundamentals/backgroundjobs.pdf

Recommended System Requirements

One machine running the application, web, and database server, as well as local
storage. Authentication via an existing LDAP or Active Directory server.

Web Server

Redis
DB Server
Local Storage

LDAP Server

Components

One server with at least 2 CPU cores, 16GB RAM, and local storage as needed.
Operating system

Enterprise-grade Linux distribution with full support from an operating system vendor.
We recommend Ubuntu 20.04, RedHat Enterprise Linux and SUSE Linux Enterprise
Server 12+.

SSL Configuration

The SSL termination is done in Apache. A standard SSL certificate is required to be
installed. See the  official Apache documentation orour LetOs Encrypt SSL Certificates
documentation.

Load Balancer

None.

Database

MySQL, MariaDB, or PostgreSQL. We currently recommend MySQL / MariaDB, as our
customers have had good experiences when moving to a Galera cluster to scale the
DB. If using either MySQL or MariaDB, you must use the InnoDB storage engine
because MylSAM is not supported, see: MySQL / MariaDB storage engine

If you are using MaxScale/Galera, then you need to use at least version

1.3.0. In earlier versions, there is a bug where the value of last_insert_id
is not routed to the primary node. This bug can cause loops within

ownCloud and corrupt database rows. You can find out more

information in the issue documentation

Backup

Install ownCloud, the ownCloud data directory, and database on a Btrfs filesystem
Make regular snapshots at desired intervals for zero downtime backups. Mount DB
partitions with the "nodatacow" option to prevent fragmentation.

Alternatively, you can make nightly backups N with service interruption N as follows:

1. Shut down Apache.
2. Create database dump.

3. Push data directory to backup.
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4. Push database dump to backup.
5. Start Apache.

After these steps have been completed, then, optionally, rsync the backup to either an
external backup storage or tape backup. See the Maintenance section of the
Administration manual for tips on backups and restores.

Authentication

User authentication via one or several LDAP or Active Directory (AD) servers. See
User Authentication with LDAP for information on configuring ownCloud to use LDAP
and AD.

Session Management

Redis is recommended and can be used for the session management storage.

Alternatively you can use local session management, see Local Session Management

Memory Caching

A memory cache speeds up server performance, and ownCloud supports a number of
them. Referto  Configuring Memory Caching for information on selecting and
configuring a memory cache.

Storage

Local storage or Network File System (NFS) if already available.

Recommended Licensing Model

¥ Standard or Enterprise Edition

¥ See ownCloud Server or Enterprise Edition for comparisons of the ownCloud
editions.

Scenario 2: Mid-Sized Enterprises

These recommendations apply if you meet the following criteria:

Option Value

Number of users 150 to 1,000 users.

Storage size Up to 200TB.

High availability level ¥ Every component is fully redundant and can fail without

service interruption

¥ Backups without service interruption

Recommended System Requirements

¥ 2to 4 application servers.

¥ A cluster of two database servers.

¥ Storage on an NFS server.

¥ Authentication via an existing LDAP or Active Directory server.

¥ A Redis server for file locking
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admin_manual:configuration/server/caching_configuration.pdf
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Redis Server

Web Server 1 NFS Server

HAProxy LDAP Server
Web Server 2 DB Master

DB Slave

Components

¥ 2 to 4 application servers with four sockets and 32GB RAM.
¥ 2 DB servers with four sockets and 64GB RAM.
¥ 1 HAproxy load balancer  with two sockets and 16GB RAM.

¥ NFS storage server as needed.

Operating System

Enterprise grade Linux distribution with full support from an operating system vendor.
We recommend both RedHat Enterprise Linux and SUSE Linux Enterprise Server 12+.

SSL Configuration

The SSL termination is done in the HAProxy load balancer . A standard SSL certificate
is needed, installed according to the HAProxy documentation

Load Balancer

HAProxy running on a dedicated server in front of the application servers. Sticky
session needs to be used because of local session management on the application
servers.

Database
MySQL/MariaDB Galera cluster with primary-replica replication . InnoDB storage
engine, MyISAM is not supported, see: MySQL / MariaDB storage engine . For mariadb

consider: MariaDB Monitor  to configure your setup for a failover Scenario.

Backup

Minimum daily backup without downtime. All MySQL/MariaDB statements should be
replicated to a backup MySQL/MariaDB replica instance.

¥ Create a snapshot on the NFS storage server.

¥ At the same time stop the MySQL replication.

¥ Create a MySQL dump of the backup replica.

¥ Push the NFS snapshot to the backup.

¥ Push the MySQL dump to the backup.

¥ Delete the NFS snapshot.
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¥ Restart MySQL replication.

Authentication

User authentication via one or several LDAP or Active Directory servers. See User
Authentication with LDAP for information on configuring ownCloud to use LDAP and
AD.

Session Management
Redis is recommended and can be used for the session management storage.

Alternatively you can use local session management, see Local Session Management

Memory Caching

A memory cache speeds up server performance, and ownCloud supports a number of
memory cache types. Refer to Configuring Memory Caching for information on
selecting and configuring a memory cache.

Storage

For accessing a backend storage system via NFS, you can use a dedicated storage
system like NetApp Hybrid Flash Storage Systems , or other systems like IBM Elastic
Storage based on their Power8 servers or RedHat Ceph with their NFS-Ceph gateway.

You may take a look on the NetApp NFS Best Practice and Implementation Guide for
best NFS configuring practices, especially section 9.4 Mount Option Best Practices

with NFS on page 111 and MySQL Database on NetApp ONTAP which also includes
performance measurements.

Recommended Licensing Model

¥ Enterprise Edition

¥ See ownCloud Server or Enterprise Edition for comparisons of the ownCloud
editions.

Scenario 3: Large Enterprises and Service Providers

Option Value

Number of users 5,000 to >100,000 users.

Storage size Up to 1 petabyte.

High availability level ¥ Every component is fully redundant and can fail without

service interruption

¥ Backups without service interruption

Recommended System Requirements

¥ 4 to 20 application/Web servers.

¥ A cluster of two or more database servers.

¥ Storage is an NFS server or an object store that is S3 compatible.
¥ Cloud federation for a distributed setup over several data centers.

¥ Authentication via an existing LDAP or Active Directory server, or SAML.

10 | Deployment Recommendations


admin_manual:configuration/user/user_auth_ldap.pdf
admin_manual:configuration/user/user_auth_ldap.pdf
configuration/server/caching_configuration.pdf#redis
admin_manual:configuration/server/caching_configuration.pdf
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Web Server 1 Redis Master
Local LDAP Slave
Redis Slave
Web Server 2
LB1
Local LDAP Slave NFS Server
Web Server 3 LDAP Master
LB2
Local LDAP Slave
DB Master
Web Server 4
Local LDAP Slave DB Slave 1
DB Slave 2
Components

¥ 4 to 20 application servers with four sockets and 64GB RAM.

¥ 4 DB servers with four sockets and 128GB RAM. 2 Hardware load balancer, for
example, BIG IP from F5

¥ NFS storage server as needed.
Operating system
RHEL 7+ with latest service packs.

SSL Configuration

The SSL termination is done in the load balancer. A standard SSL certificate is needed,
installed according to the load balancer documentation.

Load Balancer

A redundant hardware load balancer with heartbeat, for example, F5 Big-IP . This runs
two load balancers in front of the application servers.

Database

MySQL/MariaDB Galera Cluster with primary-replica replication. InnoDB storage
engine, MyISAM is not supported, see: MySQL / MariaDB storage engine . For mariadb
consider: MariaDB Monitor  to configure your setup for a failover Scenario.

Backup

Minimum daily backup without downtime. All MySQL/MariaDB statements should be
replicated to a backup MySQL/MariaDB replica instance. To do this, follow these
steps:

1. Create a snapshot on the NFS storage server.
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At the same time stop the MySQL replication.
Create a MySQL dump of the backup replica.
Push the NFS snapshot to the backup.

Push the MySQL dump to the backup.
Delete the NFS snapshot.

N o gk~ w0 DN

Restart MySQL replication.

Authentication

User authentication via one or several LDAP or Active Directory servers or
SAML/Shibboleth. See  User Authentication with LDAP and Shibboleth Integration

LDAP

Read-only replicas should be deployed on every application server for optimal
scalability.

Session Management

Redis should be used for the session management storage.

Caching

Redis for distributed in-memory caching.

Storage

For accessing a backend storage system via NFS, you can use a dedicated storage

system like NetApp Hybrid Flash Storage Systems or other systems like IBM Elastic
Storage based on their Power8 servers or RedHat Ceph with their NFS-Ceph gateway.
Optionally, an S3 compatible object store can also be used.

You may take a look on the NetApp NFS Best Practice and Implementation Guide for
best NFS configuring practices, especially section 9.4 Mount Option Best Practices

with NFS on page 111 and MySQL Database on NetApp ONTAP which also includes
performance measurements.

Recommended Licensing Model

¥ Enterprise Edition

¥ See ownCloud Server or Enterprise Edition for comparisons of the ownCloud
editions.

Redis Configuration

Redis in a primary-replica configuration is a hot failover setup ~ and is usually sufficient.
A replica can be omitted if high availability is provided via other means. If thatOs the

case, restarting Redis typically happens fast enough in the event of a failure.

Regarding Redis cluster, we donOt, usually, recommend it as it requires a greater level

of both maintenance and management in the case of failure. A single Redis server,

however, just needs to be rebooted in the event of failure.

Known Issues

Deadlocks When Using MariaDB Galera Cluster

If youOre using MariaDB Galera Cluster with your ownCloud installation, you may
encounter deadlocks when you attempt to sync a large number of files. You may also
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encounter database errors, such as this one:

SQLSTATE[40001]: Serialization failure: 1213 Deadlock found when trying to get
lock; try restarting transaction

The issue, identified by Michael Roth , Is caused when MariaDB Galera cluster sends
write requests to all servers in the cluster; here is a detailed explanation . The solution
is to send all write requests to a single server, instead of all of them.

Set wsrep_sync_wait to 1 on all Galera Cluster nodes

What the parameter does

When enabled, the node triggers causality checks in response to certain types of
gueries. During the check, the node blocks new queries while the database server
catches up with all updates made in the cluster to the point where the check begun.
Once it reaches this point, the node executes the original query.

Why enable it

A Galera Cluster write operation is sent to the primary while reads are retrieved from
the replicas. Since Galera Cluster replication is, by default, not strictly synchronous it
could happen that items are requested before the replication has actually taken place.

| This setting is disabled by default. See the Galera Cluster WSREP
. documentation  for more detalils.

General References

¥ Database High Availability
¥ Performance enhancements for Apache and PHP

¥ How to Set Up a Redis Server as a Session Handler for PHP on Ubuntu 18.04

Local Session Management

Local session management on the application server. PHP sessions are stored in a
temporary filesystem, mounted at the operating system-specific session storage
location. You can find out where that is by running

grep -R 'session.save_path' /etc/php*
and then add it to the letc/fstab file, for example:

# Retrieve the session save path setting (default or explicit value ) for PHP 7.4
# Please change the file path to match your server configuration

session_path=$ (\

awk 'match($0, /*;?session.save_path = "(.*)"/, a) { print a[1] }' \
letc/php/7.4/ ** [php.ini \

|uniq )

m [mp [Tp

# Set the session save path  in /etc/fstab
echo "tmpfs $ session_path tmpfs defaults,noatime,mode =177700 " >> /etc/fstab
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Network File System (NFS) Deployment Recommendations

ownCloud recommends using NFS for any scenario other than local storage. It has
solid performance and is very stable. This document contains ownCloudOs official
deployment recommendations.

There can be different scenarios where ownCloudOs storage is located on an NFS
mount (primary/secondary). In some scenarios, multiple application servers can use
the same NFS mount point.

I It is advised to use network storage like NFS only in un-routed,
switched Gigabit or higher environments.

This guide only covers the NFS client side where ownCloud runs.

Follow the storage vendors recommendations to configure the NFS

server (storage backend).

General Performance Considerations

Please consider that a network stack runs in ranges of pys while a storage backend
usually runs in ranges of ms. Any tuning considerations should therefore first be
attempted on the backend storage layout side, especially under high loads.

NFS Version Comparison Overview

NFSv3
Exports

Protocol

Locking
Security
Communication
118N

Parallel high bandwidth
access

NFSv4

Exports

Protocol

Locking
Security
Communication
118N

Parallel high bandwidth
access

All exports are mounted separately

Numerous protocols for different aspects collected
together. MOUNT, LOCK, STATUSE

Permanent locks in yet another protocol
UNIX based. SecureNFS. Mode Bit Locking
One operation per RPC

All locales must match

None native. (Addition such as MPFS)

All exports can be mounted together in a directory tree
structure as part of a pseudo-filesystem

A single protocol with the addition of OPEN and CLOSE for
security auditing

Lease based locking in the same protocol

Kerberos and ACL based

Multiple operations per RPC. (Improves performance)
UTF-8

pNFS
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NFSv4

ownCloud recommends using NFSv4 over previous versions for a number of key
reasons. These are:

¥ Improved Security: It mandates a strong security architecture . It does not require
rpc.statd or lockd . As a result, it only uses port 2049.

¥ Improved Reliability: Uses TCP by default.

¥ Improved Performance: It uses Multi-Component Messages, which reduce

network traffic. It is capable of using a 32KB page size, compared to the default,
1024 bytes.

¥ Use of Read/Write Delegations

NFS Mount Options

See the Ubuntu man pages for a detailed description of the NFS mount options. The
following options are default for NFS except if explicitly set differently when
mounting: rw, suid, dev, exec, auto , nouser , and async .

Depending on the NFS version used, consider the following mount options:

_netdev

Use this option to ensure that the network is enabled, before NFS attempts to mount
these filesystems. This setting is essential when database files are located on an NFS
storage. The database could error or not start correctly, if the mount is not ready
before attempting to access its data files.

| You can also use autofs , to ensure that mounts are always available
. before attempting to access them.

bg

ownCloud recommends using this option. Determines how the mount command
behaves if an attempt to mount an export fails. If the bg option is specified, a timeout
or failure triggers the mount command to fork a child, which will continue to attempt
mounting the export. The parent immediately returns with a zero exit code. This is
known as a "background" mount. This option is useful for continuous operation
without manual intervention if the network connectivity is temporarily down or the
storage backend must be rebooted.

hard

Default value is  hard . For business-critical NFS exports, ownCloud recommends using

hard mounts. ownCloud strongly discourages the use of soft mounts.

retrans

Default value is 3. This option can be tuned when using option soft .

timeo

Default value is 600 (60 seconds). This option can be tuned when using option soft .
sync/async

With the default value of async , the NFS client may delay sending application writes to
the NFS server. In other words, under normal circumstances, data written by an

application may not immediately appear on the server that hosts the file. sync
provides greater data cache coherence among clients, but at a significant
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performance cost . Having the database like MySQL or Mariadb on NFS, the default
database option value for innodb_flush_method is fsync , even if it is not explicitly set.
This database option forces the mount to immediately write to the NFS server without
generally setting the mount sync option and avoiding this performance penalty. You
may consider further tuning when using clustered server environments.

tcp

ownCloud recommends using this option. Force using TCP as transport protocol.
Alternatively you can use proto=tcp

Tune the Read and Write Block Sizes

The allowed block sizes are the packet chunk sizes that NFS uses when reading and
writing data. The smaller the size, the greater the number of packets need to be sent
to send or receive a file. Conversely, the larger the size, the fewer the number of
packets need to be sent to send or receive a file. With NFS Version 3 and 4, you can
set the rsize and wsize values as high as 65536, when the network transport is TCP.
The default value is 32768 and must be a multiple of 4096.

! Read and write size must be identical on the NFS server and client.

You can find the set values by working with the output of the mount command on a
standard server, as in the example below.

# root@server:~# mount | egrep -0 rsize =[ 0-9] *
rsize=65536
# root@server:~# mount | egrep -0 wsize =[ 0-9] *
wsize=65536

The information can also be retrieved using the command set of your dedicated

storage backend. Once youOve determined the best sizes, set them permanently by
passing the ( rsize and wsize ) options when mounting the share or in the shareOs mount
configuration.

Listing 1. Specifying the read and write block sizes when calling mount

mount 192.168.0.104:/data /mnt -0 rsize=65536,wsize=65536

Listing 2. Example for a set of NFS mount options:

bg,nfsvers=3,wsize=65536,rsize=65536,tcp, netdev

Ethernet Configuration Options

MTU (Maximum Transmission Unit) Size

The MTU size dictates the maximum amount of data that can be transferred in one
Ethernet frame. If the MTU size is too small, then regardless of the read and write
block sizes, the data must still be fragmented across multiple frames. Keep in mind
that MTU = payload (  packetsize ) + 28.
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Get the Current Set MTU Size

You can find the current MTU size for each interface using netstat , ifconfig , ip, and
cat, as in the following examples:

Listing 3. Retrieve interface MTU size with netstat

netstat -i

Kernel Interface table

Iface MTU RX-OK RX-ERR RX-DRP RX-OVR TX-OK TX-ERR TX-DRP TX-OVR Flg
lo 65536 363183 0 00O 363183 0 0 OLRU

ethO 1500 3138292 0 00 2049155 0 0 OBMR

Listing 4. Retrieve interface MTU size with ifconfig
ifconfig| grep -i MTU

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

Listing 5. Retrieve interface MTU size with ip
ip addr | grep mtu
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN
group default glen 1000

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP
group default glen 1000

Listing 6. Retrieve interface MTU size with cat

cat /sys/class/net/<interface> /mtu

Check for MTU Fragmentation
To check if a particular packet size will be fragmented on the way to the target, run

the following command:

ping <your-storage-backend> -c 3 -M do -s <packetsize>

Get the Optimal MTU Size

To get the optimal MTU size, run following command:

tracepath <your-storage-backend>

You can expect to see output like the following:
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E1?: [LOCALHOST] pmtu 1500 !

E1l: <your-storage-backend> 0.263ms reached

E1l: <your-storage-backend> 0.224ms reached #
E Resume: pmtu 1500 hops 1 back 1

I The first line with localhost shows the given MTS size.
The last line shows the optimal MTU size.

# If both are identical, nothing needs to be done.

Change Your MTU Value

In case you need or want to change the MTU size, under Ubuntu:
¥ If NetworkManager is managing all devices on the system, then you can use nmtui
or nmcli to configure the MTU setting.

¥ If NetworkManager is not managing all devices on the system, you can set the MTU
to 1280 with Netplan, as in the following example.

network :
Eversion : 2
Eethernets :
E ethO:

E mtu: 1280

Refer to the Netplan documentation for further information.

! NetworkWorld has an excellent overview of MTU size issues

System Requirements

Officially Recommended Environment

For best performance , stability , support and full functionality , we officially recommend
and support:

Platform Options

Operating System Ubuntu 20.04 LTS

Database MariaDB 10.5 *

Web server Apache 2.4 with  prefork and mod_php
PHP Runtime 7.4

(1) MariaDB 10.6is  only supported with ownCloud release 10.9 and upwards. See
the Install a Database guide and the Database Upgrade guide available in the 10.9
documentation.
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Officially Supported Environments

For best performance , stability , support , and full functionality = we officially support:
Server

Platform Options

Debian 10

Fedora 32 and 33

Red Hat Enterprise Linux/Centos 7.5 and 8

SUSE Linux Enterprise Server 12 with SP4/5 and 15
Ubuntu 18.04 and 20.04

openSUSE Leap 15.2

Operating System (64bit)

¥
¥
¥
¥
¥
¥

Database ¥ MySQL 8+ or MariaDB 10.2, 10.3, 10.4 or 10.5 !
(Recommended )

¥ Oracle 11 and 12
¥ PostgreSQL 9 and 10
¥ SQLite ( Not for production )

Web server ¥ Apache 2.4 with  prefork and mod_php

PHP Runtime ¥ 72, 73and 7.4

(1) MariaDB 10.6 is  only supported with ownCloud release 10.9 and upwards. See
the Install a Database guide and Database Upgrade guide.

I For Linux distributions, we support, if technically feasible, the latest
two versions per platform and the previous LTS Version.
Hypervisors

¥ Hyper-V

¥ VMware ESX
¥ Xen

¥ KVM

Web Browser

¥ Edge (current version on Windows 10)

¥ |E11 or newer (except Compatibility Mode)
¥ Firefox 60 ESR+

¥ Chrome 66+

¥ Safari 10+

Desktop Sync Client

We always recommend to use the newest sync client with the latest server release.

You can find detailed system requirements in the documentation for the Desktop
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Synchronization Client.

Mobile Apps

We always recommend to use the newest mobile apps with the latest server release.
You can find detailed system requirements in the documentation for the mobile apps.

¥ iOS system requirements

¥ Android system requirements

! You can find out more in the changelog .

Database Requirements

The following database settings are currently required if youOre running ownCloud
together with a MySQL or MariaDB database:

¥ Disabled or BINLOG_FORMAT = MIXED or BINLOG_FORMAT = ROW configured

Binary Logging (See: MySQL / MariaDB with Binary Logging Enabled )

¥ InnoDB storage engine (The MylSAM storage engine is not supported , see:
MySQL / MariaDB storage engine )

¥ READ COMMITTED transaction isolation level (See: MySQL / MariaDB  READ

COMMITTED transaction isolation level )

Memory Requirements

Memory requirements for running an ownCloud server are greatly variable, depending
on the numbers of users and files, and volume of server activity. ownCloud officially
requires a minimum of 128MB RAM. But, we recommend a minimum of 512MB.

Configuration Notes and Tips

SELinux

See the SELinux Configuration Guide for a suggested configuration for SELinux-
enabled distributions such as Fedora and CentOS.

php.ini

Several core PHP settings must be configured correctly, otherwise ownCloud may not
work properly. Known settings causing issues are listed here. Please note that, there
might be other settings which cause unwanted behavior. In general, however, it is
recommended to keep the php.ini settings at their defaults, except when you know
exactly why the change is required, and its implications.

Keep in mind that, changes to php.ini may have to be configured in
| more than one ini file. This can be the case, for example, for the
date.timezone setting.

php.ini - Used by the Web server

For PHP version 7.2 onward, replace php_version with the version number installed,
e.g., 7.2 inthe following examples.
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/etc/php/[php_version]/apache2/php.ini

or

letc/php/[php_version]/fpm/php.ini

or

php.ini - used by the php-cli and so by ownCloud CRON jobs

letc/php/[php_version]/cli/php.ini

session.auto_start && enable_post_data_reading

Ensure that session.auto_start issetto 0 or Off and enable post data reading to 1 or
On in your configuration. If not, you may have issues logging in to ownCloud via the
WebUI, where you see the error: " Access denied. CSRF check failed

session.save_path

In addition to setting session.auto_start and enable_post_data_reading  correctly,
ensure that, if session.save_handler issetto files, that session.save path issettoa
path on the filesystem which only the web server process (or process which PHP is
running as) can read from and write to.

This is especially important if your ownCloud installation is using a shared-hosting
arrangement. In these situations, session poisoning  can occur if all of the session files
are stored in the same location. Session poisoning is where one web application can
manipulate data in the $ SESSION superglobal array of another.

When this happens, the original application has no way of knowing that this corruption
has occurred and may not treat the data with any sense of suspicion. You can read
through a thorough discussion of local session poisoning  if youOd like to know more.

post_max_size

Please ensure that you have post_max_size configured with  atleast the minimum
amount of memory for use with ownCloud, which is 512 MB.

Please be careful when you set this value if you use the byte value
shortcut as it is very specific. Use K for kilobyte, M for megabyte and G
for gigabyte. KB, MB, and GB do not work!

realpath_cache_size

This determines the size of the realpath cache used by PHP. This value should be

increased on systems where PHP opens many files, to reflect the number of file

operations performed. For a detailed description see realpath-cache-size . This setting
has been available since PHP 5.1.0. Prior to PHP 7.0.16 and 7.1.2, the default was 16

KB.

To see your current value, query your phpinfo() output for this key. It is recommended

to set the value if it is currently set to the default of 16 KB. A good reading about the
background can be found at tideways.io
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How to get a working value

With the assumption of 112 bytes per file path needed, this would allow the cache to
hold around 37.000 items with a cache size of 4096K (4M), but only about a hundred
entries for a cache size of 16 KB.

1tOs a good rule of thumb to always have a realpath cache that can hold
l entries for all your files paths in memory. If you use symlink
deployment, then set it to double or triple the amount of files.

The easiest way to get the quantity of PHP files is to use cloc, which can be installed
by running sudo apt-get install cloc . The cloc package is available for nearly all
distributions.

sudo cloc /var/www/owncloud --exclude-dir=data --follow-links
12179 text files.

11367 unique files.

E 73126 files ignored.

> [T

http://cloc.sourceforge.net v 1.60 T=1308.98 s (6.4 files/s, 1283.5 lines/s)

Language files blank comment code

PHP 4896 96509 285384 558135

Taking the math from above and assuming a symlinked instance, using factor 3. For
example: 4896 *3* 112 = 1.6MB This result shows that you can run with the PHP
setting of 4M two instances of ownCloud.

Having the default of 16 KB means that only 1/100 of the existing PHP file paths can
be cached and need continuous cache refresh slowing down performance. If you run
more web services using PHP, you have to calculate accordingly.

PHP-FPM

Note that mod_php is used exclusively in the development and QA process of the
ownCloud server. ItOs highly recommended to use mod_php in your production
environment for optimal performance and stability. Any issues with the ownCloud
server have to be reproducible with mod_php .

SAML SSO with Shibboleth will not work with php-fpom .

System Environment Variables

When you are using  php-fpm , system environment variables like PATH, TMP or others
are not automatically populated in the same way as when using php-cli . A PHP call like
getenv('PATH'); can therefore return an empty result. So you may need to manually

configure environment variables in the appropriate php-fpm ini/config file.

Here are some example root paths for these ini/config files:

Ubuntu/Mint CentOS/Red Hat/Fedora

letc/php/[php_version]/fpm/ letc/php-fpm.d/
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In both examples, the  ini/config file is called www.conf , and depending on the
distribution or customizations which you have made, it may be in a sub-directory.

Usually, you will find some or all of the environment variables already in the file, but
commented out like this:

;env[HOSTNAME] = $SHOSTNAME
;env[PATH] = /usr/local/bin:/usr/bin:/bin
;env[TMP] = /tmp

;env[TMPDIR] = /tmp

;env[TEMP] = /tmp

Uncomment the appropriate existing entries. Then run printenv PATH to confirm your
paths, for example:

$ printenv PATH
/home/user/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:
/sbin:/bin:/

If any of your system environment variables are not present in the file then you must
add them.

When you are using shared hosting or a control panel to manage your ownCloud
virtual machine or server, the configuration files are almost certain to be located
somewhere else, for security and flexibility reasons, so check your documentation for
the correct locations.

Please keep in mind that it is possible to create different settings for php-cli and php-
fpm , and for different domains and Web sites. The best way to check your settings is
with label-phpinfo.

Maximum Upload Size

If you want to increase the maximum upload size, you will also have to modify your

php-fpm configuration and increase the upload_max_filesize and post_max_size values.
You will need to restart php5-fpm and your HTTP server in order for these changes to

be applied.

.htaccess Notes for Apache

ownCloud comes with its own owncloud/.htaccess file. Because php-fpom canOt read
PHP settings in  .htaccess these settings and permissions must be set in the
owncloud/.user.ini  file.

No basic authentication headers were found

This error is shown in your data/owncloud.log file. Some Apache modules like
mod_fastcgi , mod_fcgid or mod_proxy_fcgi are not passing the needed authentication
headers to PHP and so the login to ownCloud via WebDAYV, CalDAV and CardDAV

clients is failing. Information on how to correctly configure your environment can be

found in the forums but we generally recommend not to use these modules and
recommend mod_php instead.
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Other Web Servers

¥ Other HTTP servers

¥ Univention Corporate Server installation

Installation

You can install ownCloud in multiple ways, here are our trusted guides:

Manual Installation

This is a thorough guide to installing ownCloud, containing all the information needed
for the prerequisites, the dependencies, the actual installation and the configuration
afterwards.

Installing With Docker

This guide will show you how to install ownCloud with Docker Compose using our
YAML file.

Example Installation on Ubuntu

This is an example installation on an Ubuntu Server. This guide takes you from a clean
Ubuntu server to a finished ownCloud installation in the minimal steps required. All
commands are written down and are easy to copy and paste in to your terminal.

Linux Package Manager

This guide shows you how to install ownCloud with the Ubuntu Package Manager.

Installing with Docker

Introduction

ownCloud can be installed using the official ownCloud Docker image . This official
image works standalone for a quick evaluation but is designed to be used in a docker-
compose setup.

Grant docker command privileges to certain users by adding them to the group

docker :

sudo usermod -aG docker <your-user>

The changes via usermod only take effect after the docker users log in.
| So you may have to log out and log in again or possibly reboot before
you can run docker commands.

Users not added tothe ~ docker group can run docker commands with a preceding sudo .
In this section  sudo is generally omitted before docker commands since we assume

you have created a docker user, which is also the only way to run ownCloudOs

command-line interface occ in a docker container. For more information on occ, see
section Using the occ Command

An example occ command looks like this:
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docker exec --user www-data <owncloud-container-name> php occ <your-
command>

Quick Evaluation

The commands and links provided in the following descriptions are
intended to showcase basic docker usage, but we cannot take

| responsibility for their proper functioning. If you only want to take a
peek and are content with SQLite as database, which is not supported
by ownCloud for production purposes, try the following:

docker run --rm --name oc-eval -d -e OWNCLOUD_DOMAIN=localhost:8080
-p8080:8080 owncloud/server

This starts a docker container with the name "oc-eval" in the background (option -d).
owncloud/server is the docker image downloaded from Docker Hub. If you donOt start

the container with option -d, the logs will be displayed in the shell. If you are running

it in the background as in the example above, you can display the logs with the

command:

docker logs oc-eval

With the command  docker ps you can list your running docker containers and should
see the entry for oc-eval.

You can log in to your ownCloud instance via a browser at http://localhost:8080  with
the preconfigured user admin and password admin .

I Access only works with http, not https.

Now, if you like what you see but want a supported installation with MariaDB, you
should remove the eval version before proceeding with the next section.

docker kill oc-eval

This removes the container if you used the option --rm as suggested in the example
above. If you omitted that option, you need to first run the command:

docker rm oc-eval

If you now run  docker ps again, the entry for oc-eval should be gone.
Docker Compose
The configuration:

¥ Exposes ports 8080, allowing for HTTP connections.
¥ Uses separate MariaDB and Redis containers.

¥ Mounts the data and MySQL data directories on the host for persistent storage.
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The following instructions assume you install locally. For remote access, the value of

OWNCLOUD_DOMAIN must be adapted.

1. Create a new project directory. Then copy and paste the sample docker-
compose.yml from this page into that new directory.

2. Create a .env configuration file, which contains the required configuration settings.

Only a few settings are required, these are:

Setting Name Description

OWNCLOUD_VERSIO The ownCloud version
N

OWNCLOUD_DOMAIN The ownCloud domain

OWNCLOUD_ADMIN_  The admin username
USERNAME

OWNCLOUD_ADMIN_  The admin user®s

PASSWORD password
HTTP_PORT The HTTP port to bind
to

Example

latest

localhost:8080

admin

admin

8080

OWNCLOUD_ADMIN_USERNAME and OWNCLOUD_ADMIN_PASSWORD

will delete all your data

will not change between deploys even if you change the values in the
.env file. To change them, youOll need to do docker volume prune , which

Then, you can start the container, using your preferred Docker command-line tool . The
example below shows how to use Docker Compose

# Create a new project directory
mkdir owncloud-docker-server

cd owncloud-docker-server

# Copy docker-compose.yml from the GitHub repository

wget

https://raw.githubusercontent.com/owncloud/docs/master/modules/admin_manual/e

xamples/installation/docker/docker-compose.ymi

# Create the environment configuration file
cat<< EOF > .env
OWNCLOUD_VERSION=10.8
OWNCLOUD_DOMAIN=localhost:8080
OWNCLOUD_ADMIN_USERNAME=admin
OWNCLOUD_ADMIN_PASSWORD=admin
HTTP_PORT=8080

EOF

# Build and start the container
docker-compose up -d
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When the process completes, check that all the containers have successfully started,
by running docker-compose ps . If they are all working correctly, you should see output
similar to the one below:

Name Command State Ports

owncloud_mari  docker-entrypoint.sh Up (healthy) 3306/tcp

adb --max E

owncloud_redi docker-entrypoint.sh --dat Up (healthy) 6379/tcp

s E

owncloud_serv  /usr/bin/entrypoint /usr/b Up (healthy) 0.0.0.0:8080!8080/tcp
er E

In it, you can see that the database, ownCloud and Redis containers are running, and
that ownCloud is accessible via port 8080 on the host machine.

All files stored in this setup are contained in Docker volumes rather
than a physical filesystem tree. It is the adminOs responsibility to make
the files persistent.

To inspect the volumes run:

n docker volume Is | grep ownclouddockerserver

To export the files as a tar archive run:

docker run -v ownclouddockerserver_files:/mnt \
E ubuntu tar cf - -C /mnt . > files.tar

Although the containers are up and running, it may still take a few
minutes until ownCloud is fully functional.
To inspect the log output:

. docker-compose logs --follow owncloud

Wait until the output shows Starting apache daemonE before you
access the web Ul.

Although all important data persists after:

n docker-compose down;  docker-compose up  -d

there are certain details that get lost, e.g., default apps may re-appear
after they were uninstalled.

Logging In

To log in to the ownCloud Ul, open http://localhost:8080  in your browser of choice,
where you see the standard ownCloud login screen as in the image below.
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The username and password are the credentials which you stored in .env earlier. Note
that these will not change between deploys even if you change the values in .env.

Stopping the Containers

Again we assume you used  docker-compose like in the previous example.
To stop the containers use:

docker-compose stop

To stop and remove containers along with the related networks, images and volumes:

docker-compose down --rmi all --volumes

Running occ commands

If you want to run an occ command, first go to the directory where your .yaml or .env
file is located. Here, you are able to run any command referring to Using the occ
Command by entering:

docker-compose exec owncloud occ <command>

n DonOt use the php command prefix, this leads to several errors and is
not intended to run in docker environments.

Upgrading ownCloud on Docker

When a new version of ownCloud gets released, you should update your instance. To
do so, follow these simple steps:
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. Go to your docker directory where your .yaml and .env files exist.

. Put ownCloud into maintenance mode with the following command:
docker-compose exec owncloud occ maintenance:mode --on

. Create a backup in case something goes wrong during the upgrade process, using
the following command:

docker-compose exec mariadb \
E /usr/bin/mysgldump -u root --password=owncloud \

E owncloud > owncloud_ $(date +%Y%m%d ).sql

| You need to adjust the password and database name if you have
. changed it in your deployment.

. Shutdown the containers:

docker-compose down

. Update the version number of ownCloud in your .env file. You can use sed for it, as
in the following example.

# Make sure that you adjust the example to match your installation.
sed -i 's"OWNCLOUD_VERSION=.*$ /OWNCLOUD_VERSION= <newVersion>/ '
/compose/*/.env

. View the file to ensure the change has been implemented.

cat .env

. Start your docker instance again.

docker-compose up -d

Now you should have the current ownCloud running with docker-compose . Note
that the container will automatically run occ upgrade when starting up. If you
notice the container starting over and over again, you can check the update log

with the following command:

docker-compose logs --timestamp owncloud

. If all went well, end maintenance mode:

docker-compose exec owncloud occ maintenance:mode --off
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Docker Compose YAML File

The file docker-compose.yml  contains the configuration of your ownCloud container.

version :

volumes :

Efiles :
E driver

Emysql :

E driver
Eredis :
E driver

services :

Since ownCloud Server 10.5, the dedicated enterprise docker image
registry.owncloud.com/owncloud/enterprise is deprecated. All supported
enterprise features and apps are now included in the public image
owncloud/server available on Docker Hub. A login to our registry
registry.owncloud.com is no longer required.

||3n

: local

: local

: local

Eowncloud :

> [T»

image : owncloud/server:${OWNCLOUD_VERSION}
container_name : owncloud_server

E restart : always

E ports :

E - ${HTTP_PORT}:8080

E depends_on :

E - mariadb

E - redis

E environment

E - OWNCLOUD_DOMAIN=${OWNCLOUD_DOMAIN}
E - OWNCLOUD DB_TYPE=mysq|

E - OWNCLOUD_DB_NAME=owncloud

E - OWNCLOUD_DB_USERNAME=owncloud

E - OWNCLOUD_DB_PASSWORD=owncloud

E - OWNCLOUD_DB_HOST=mariadb

E - OWNCLOUD_ADMIN_USERNAME=${ADMIN_USERNAME}
E - OWNCLOUD ADMIN_PASSWORD=${ADMIN_PASSWORD}
E - OWNCLOUD MYSQL_UTF8MB4=true

E - OWNCLOUD REDIS_ENABLED=true

E - OWNCLOUD_REDIS HOST=redis

E healthcheck :

E test:["CMD", "/usr/bin/healthcheck" ]

E interval : 30s

E timeout : 10s

E retries : 5

E volumes :

E - files:/mnt/data

Emariadb :
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m»

image : mariadb:10.5
container_name : owncloud mariadb
restart : always

m [T»

E environment

E - MYSQL_ROOT_PASSWORD=owncloud

E - MYSQL_USER=owncloud

E - MYSQL_PASSWORD=owncloud

E - MYSQL_DATABASE=owncloud

E command : ["--max-allowed-packet=128M" , "--innodb-log-file-size=64M" ]
E healthcheck :

E test:['CMD", "mysgladmin" , "ping", "-u", "root" , "--password=owncloud" ]
E interval : 10s

E timeout : 5s

E retries : 5

E volumes :

E - mysql:/var/lib/mysql

Eredis :

E image : redis:6

E container name : owncloud_redis

mp

restart : always

E command : ["--databases" , "1"]
E healthcheck :

E test:["'CMD", "redis-cli" , "ping" ]
E interval : 10s

E timeout : 5s

E retries : 5

E volumes :

E - redis:/data

Troubleshooting

Admin Settings

When running under docker, the admin user cannot control certain settings in the
WebUI, instead they are now controlled by environment variables. Changing these

variables requires stopping and restarting the container with extra docker -e E
parameters or with new entries in the .env file for docker-compose.

Logging

The loglevel is set to the fixed value 2: "Warnings, errors, and fatal issues"

Listing 7. To get the highest log level "Everything" (including debug output), use:

OWNCLOUD_LOGLEVEL=0

Raspberry Pi

If your container fails to start on Raspberry Pi or other ARM devices, you most likely
have an old version of  libseccomp2 on your host. This should only affect distros based
on Rasbian Buster 32 bit. Install a newer version with the following command:
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cd /tmp

wget http://ftp.us.debian.org/debian/pool/main/libs/libseccomp/libseccomp2_2.5.1-
1 armhf.deb

sudo dpkg -i libseccomp2_2.5.1-1 armhf.deb

Alternatively you can add the backports repo for Debian Buster:

sudo apt-key adv --keyserver keyserver.ubuntu.com \

E --recv-keys 04EE7237B7D453EC 648ACFD622F3D138
echo "deb http://deb.debian.org/debian buster-backports main” |\
E sudo tee -a /etc/apt/sources.list.d/buster-backports.list

sudo apt update

sudo apt install -t buster-backports libseccomp2

In any case, you should restart the container after confirming you have
libseccomp2.4.4 installed.

For more information see: Linux Server Docs

Manual Installation
In this section, you find Installation Guides for manually setting up ownCloud.
Consider the following before deciding on a path of installation:

The Detailed Installation Guide gives more detailed information and describes
individual setup possibilities. It may not fit all audiences as it requires a deeper
background knowledge. As a bonus, it provides ready to use scripts which need some
preconfiguration to run successfully. The scripts are "as it is" and we cannot take any
responsibility for them working properly.

The Quick Installation Guides are useful for basic setups. All commands necessary are
provided for you to simply copy&paste, but little information is provided beyond bare
instructions. If you use these guides, ownCloud will be up and running in very little

time, but these basic setups are not recommended for production systems.

Detailed Installation Guide

Introduction

This document describes:

¥ How to prepare your server

¥ Prerequisites and how to download ownCloud

¥ Installation of ownCloud
The following descriptions focus on the Ubuntu distribution. Even if we try to make
these steps as easy as possible by offering ready to use commands and scripts, you

need to have sufficient knowledge about administrating a server environment which
provides web services.
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This document does not offer proposals about how to secure your

n server. Therefore, we strongly recommend checking out the Hardening
and Security Guidance  before the installation and to keep it on hand
throughout.

Prepare Your Server

For more information on the requirements of your server, read the general
prerequisites guide . The following sections describe the procedures in detail.

Ubuntu 18.04 LTS Server

To prepare your Ubuntu 18.04 server for the use with ownCloud, follow the Ubuntu
18.04 preparation guide . This guide installs PHP up to version 7.3 only.

Ubuntu 20.04 LTS Server

To prepare your Ubuntu 20.04 server for the use with ownCloud, follow the Ubuntu
20.04 preparation guide . This guide installs PHP 7.4

Install a Database

If you do not already have a supported database installed, follow the Manual Database
Installation guide

Configure the Web Server

To configure your Apache web server for use with ownCloud, follow the Apache
preparation guide

Installation of ownCloud Binaries

To install ownCloud binaries, you have to download the required package. After doing
S0, you can perform the following steps manually or use the provided scripts. These
scripts are convenient since they can also be used for upgrading which eases the
process a lot.

Download ownCloud

Before downloading ownCloud, change to a directory where you want to save the file
temporarily. This can be, for example /tmp . In further examples, we use tar archives or
the complete ownCloud bundle. The name for the complete archive looks like this:
owncloud-complete-yyyymmdd.archive_type

Download the archive of the latest ownCloud version:

1. Gotothe ownCloud Download Page  and select the package that fits your needs.
You can download either the tarbz2 or .zip archive. Based on the example below,
copy the link of the selected file and run the following command to download it:

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2

2. Download the corresponding checksum file like:
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wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.md5

E or

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.sha256

3. Verify the MD5 or SHA256 sum:

sudo md5sum -c owncloud-complete-yyyymmadd.tar.bz2.md5 < owncloud-
complete-yyyymmdd.tar.bz2

Eor

sudo sha256sum -c owncloud-complete-yyyymmdd.tar.bz2.sha256 < owncloud-
complete-yyyymmdd.tar.bz2

4. You can also verify the PGP signature:

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.asc

gpg --verify owncloud-complete-yyyymmdd.tar.bz2.asc owncloud-complete-
yyyymmdd.tar.bz2

Script-Guided Installation

Use the Script-Guided Installation if you want to easily install or upgrade ownCloud or
manage ownership and permissions. The page contains detailed instructions about
downloading and usage.

Using the Script Guided Installation , you can handle many useful
installation and update options automatically.

Command Line Installation

Use the following commands if you want to do the basic setup without any changes
and physical installation options. Consider using the Script-Guided Installation if you
plan on improving your setup from step one.

¥ Extract the archive contents and run the unpacking command for your tar archive:

tar -xjf owncloud-complete-yyyymmdd.tar.bz2

¥ tar unpacks to a single owncloud directory. Copy the ownCloud directory to its final
destination. If you are running the Apache HTTP server, you may safely install
ownCloud in your Apache document root. Assuming your document root is in
Ivariwww .

cp -r owncloud /var/www
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After the installation, set the correct ownership and permissions. To do so, we suggest
using the scripts from the Script-Guided Installation

Complete the Installation

After restarting Apache, you must complete your installation by running either the
Graphical Installation Wizard or on the command line with the occ command.

After finalizing the installation, re-run the script provided in Script-Guided Installation
to secure your .htaccess files. Your ownCloud instance is now ready to use.

Finalize Using the Graphical Installation Wizard

To finalize the installation using the graphical installation wizard, refer to the
Graphical Installation Wizard

Finalize Using the Command Line

If you want to finalize the installation via the command line, use the following example
command. The command assumes that you have unpacked the source to
/varlwww/owncloud/ . Replace all the parameters according to your needs.

cd /var/www/owncloud/
sudo -u www-data php occ maintenance:install \

E --database "mysql" \

E --database-name "owncloud" \
E --database-user "root"\

E --database-pass "password" \
E --admin-user "admin" \

E --admin-pass "password"

On how to use occ, refertothe occ command reference

Admins of SELinux-enabled distributions may need to write new
SELinux rules to complete their ownCloud installation; see the SELinux
Configuration Guide  for a suggested configuration.

Post Installation Configuration

After installing ownCloud successfully, ownCloud recommends that you perform some
post installation tasks. These tasks help configure background jobs or improve
performance by caching.

| At this point, weOd also like to remind you to consult the Hardening and
. Security Guidance  section.

Background Jobs

To read more about background jobs and how to configure them, read the Background
Job Configuration  guide.

Configure Caching

It is recommended to install and enable caching (PHP opcode cache and/or data
cache), which significantly improves performance. For more information, read the
Caching Configuration guide.
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Notes
Headers

ownCloud has a mechanism to set headers programmatically. These

headers are set with the always directive to avoid errors when there
| are additional headers set in the web serverOs configuration file like
http.conf . More information on headers can be found in the
mod_headers documentation.

Managing Trusted Domains

All URLs used to access your ownCloud server must be white-listed in your config.php
file under the trusted_domains setting. Users are allowed to log in to ownCloud only
when they point their browsers to a URL that is listed in the trusted_domains setting.

I This setting is important when changing or moving to a new domain
. name. You may use IP addresses and domain names.

A typical configuration may look like this:

‘trusted_domains' => |

E 0 => ‘'localhost'

E1l=> 'serverl.example.com'
E2 => '192.168.1.50' ,

1,

The loopback address,  127.0.0.1 , is automatically white-listed, so as long as you have
access to the physical server you can always log in. In the event that a load-balancer is
in place, there will be no issues as long as it sends the correct X-Forwarded-Host

header.

For further information on improving the quality of your ownCloud
installation, see  the configuration notes and tips guide

Admins of SELinux-enabled distributions such as CentOS , Fedora , and
I Red Hat Enterprise Linux may need to set new rules to enable installing
. ownCloud. See SELinux Configuration Guide for a suggested
configuration.

The Installation Wizard
Introduction

If you are planning to use the installation wizard, we strongly
encourage you to protect it through some form of password
authentication  or access control . If the installer is left unprotected
when exposed to the internet, there is the possibility that a malicious
actor could finish the installation and block you out N or worse. So
please ensure that only you N or someone from your organization N
can access the web installer.

Quick Start

When the ownCloud prerequisites are fulfilled and all ownCloud files are installed, run
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the Installation Wizard. This involves just three steps:

1. Point your web browser to http://<your-owncloud-domain>
2. Enter your desired administratorOs username and password.
3. Click [Finish Setup].

Finish setup

YouOre now finished and can start using your new ownCloud server. Of course, there is
much more thatyou  can do to set up your ownCloud server for best performance and
security. In the following sections we will cover important installation and post-
installation steps.

Detailed Guide

This section provides a more detailed guide to the installation wizard and the three
main topics:

1. Post-Installation Steps

2. Configuration Options

3. Database Setup by ownCloud

Post-Installation Steps

For hardened security and proper server operation, ownCloud recommends setting the
permissions on your ownCloud directories as strictly as possible. This should be done
immediately after the initial installation and before running the setup.

Your HTTP user must own the directories config/ , data/ , apps/ and, if applicable, apps-
external/ so that you can configure ownCloud, create, modify and delete your data files
and install apps via the ownCloud Web interface.
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You can find your HTTP user in your HTTP server configuration files, or you can use
label-phpinfo. Look for the User/Group line.

¥ The HTTP user and group in Debian/Ubuntu is www-data .
¥ The HTTP user and group in Fedora/CentOS is apache .
¥ The HTTP user and group in Arch Linux is http .

¥ The HTTP user in openSUSE is wwwrun , and the HTTP group is ~ www .

When using an NFS mount for the data directory, do not change its
| ownership from the default. The simple act of mounting the drive will
set proper permissions for ownCloud to write to the directory. Changing
ownership could cause problems if the NFS mount is lost.

An easy way to set the correct permissions is to use the scripts provided in the Script
Guided Installation

Configuration Options

Click [ St orage and Dat abase] to expose additional installation configuration options
for your ownCloud data directory and to select the database and configure the access.

/var/oc_data

SQLite MySQL/MariaDB PostgreSQL

root

ocdb

localhost

Finish setup

# For security reasons, the data directory of your ownCloud should be
located outside the webroot of your server.
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The location of the  data directory can either be defined by entering the path here or
when installing the ownCloud files. For more information on the latter, see the Script
Guided Installation

If you define the path here, the respective setting in your config.php file will be

adjusted. Alternatively, you can create a link data pointing to the directory containing
the actual files. In this case, the config.php setting for the data directory remains
unchanged.

n ownCloudOs data directory  must be exclusive to ownCloud and not be
modified manually by any other process or user.

It is best to configure your data directory location at installation, as it is difficult to

move after installation. You may put it anywhere; in this example is it located in
/var/oc_data . This directory must already exist and must be owned by your webserver
user.

Database Setup by ownCloud

n Your database and PHP connectors must be installed before you run
the Installation Wizard.

After you enter your administrative login for your database, the installer creates a
special database user with privileges limited to the ownCloud database.

Afterward, ownCloud only needs this special ownCloud database user and drops the
administrative database login you used before. This new userOs name is based on your
ownCloud admin user with an oc_ prefix and given a random password. The ownCloud
database user and password are written into config.php :

For MySQL/MariaDB:

‘dbuser' =>'oc_dbadmin’,
‘dbpassword' => 'pX65Ty5DrHQKYPESHRsDvyFHIZZHem',

For PostgreSQL:

‘dbuser' =>'oc_postgres',
‘dbpassword' => 'pX65Ty5DrHQKYPESHRsDvyFHIZZHem',

Click [Fi ni sh setup], and youOre ready to start using your new ownCloud server.

Quick Installation Guides

In this section, you find Quick Installation Guides for installing ownCloud manually.
If youOre running Ubuntu 18.04, click here .

For installing ownCloud on Ubuntu 20.04, click here .

Install ownCloud on Ubuntu 18.04

This is an ultra-short guide to installing ownCloud on a fresh installation of Ubuntu
18.04. Run the following commands in your terminal to complete the installation.
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Prerequisites

¥ A fresh installation of Ubuntu 18.04  with SSH enabled.
¥ This guide assumes that you are connected as the root user.

¥ This guide assumes your ownCloud directory is located in Ivar/www/owncloud/

Preparation

First, ensure that all the installed packages are entirely up to date, and that PHP is
available in the APT repository. To do so, follow the instructions below:

apt update && \
E apt upgrade -y

Create the occ Helper Script

Create a helper script to simplify running occ commands .

FILE="/usr/local/bin/occ"
/bin/cat <<EOM > $FILE
# ! /bin/bash

cd /var/www/owncloud
sudo -u www-data /usr/bin/php /var/www/owncloud/occ "\$ @"
EOM

Make the helper script executable:

chmod +x /usr/local/bin/occ

Install the Required Packages

apt install -y \

E apache2 \

E libapache2-mod-php \

E mariadb-server \

E openssl \

E php-imagick php-common php-curl \
E php-gd php-imap php-intl \

E php-json php-mbstring php-mysql \
E php-ssh2 php-xml php-zip \

E php-apcu php-redis redis-server \
E wget

Install the Recommended Packages
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apt install -y \

E ssh bzip2 sudo cron rsync curl jg \

E inetutils-ping smbclient php-libsmbclient \
E php-smbclient coreutils php-ldap

$ Ubuntu 18.04 includes smbclient 4.7.6, which has a known limitation of
only using version 1 of the SMB protocol.

Installation

Configure Apache

Change the Document Root

sed -i "s# html#owncloud# " /etc/apache2/sites-available/000-default.conf

service apache? restart

Create a Virtual Host Configuration

FILE="/etc/apache2/sites-available/owncloud.conf"
/bin/cat <<EOM >  $FILE
Alias /owncloud "/var/www/owncloud/"

<Directory /var/www/owncloud/>
E Options +FollowSymlinks
E AllowOverride All

E<IfModule mod_dav.c>

E Dav off

E</IfModule>

ESetEnv HOME /var/www/owncloud
ESetEnv HTTP_HOME /var/www/owncloud

</Directory>
EOM

Enable the Virtual Host Configuration

a2ensite owncloud.conf
service apache? reload

Configure the Database

Installation | 41



service mysq|l start

mysql -u root -e "CREATE DATABASE IF NOT EXISTS owncloud; \
GRANT ALL PRIVILEGES ON owncloud. *\

E TO owncloud@localhost \

E IDENTIFIED BY'password' "

Enable the Recommended Apache Modules

echo "Enabling Apache Modules"

a2enmod dir env headers mime rewrite setenvif
service apache? reload

Download ownCloud

cd /var/www/

wget https://download.owncloud.org/community/owncloud-10.8.0.tar.bz2 && \
tar -xjf owncloud-10.8.0.tar.bz2 &&\
chown -R www-data. owncloud

Install ownCloud

occ maintenance:install \

E --database "mysql" \

E --database-name "owncloud" \
E --database-user "owncloud" \
E --database-pass "password" \
E --admin-user "admin" \

E --admin-pass "admin"

Configure ownCloudOs Trusted Domains

myip=$ (hostname -l|cut -f1 -d '")
occ config:system:set trusted_domains 1 --value="$ myip "

Set Up a Cron Job

Set your background job mode to cron

occ background:cron
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echo "*/15 * * * * Jyvar/www/owncloud/occ system:cron" \

E > /var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data
chmod 0600 /var/spool/cron/crontabs/www-data

If you need to sync your users from an LDAP or Active Directory Server,
add this additional  Cron job . Every 15 minutes this cron job will sync
LDAP users in ownCloud and disable the ones who are not available for
ownCloud. Additionally, you get a log file in Ivar/log/ldap-sync/user-
sync.log for debugging.

echo "*/15 * * ** Jvar/www/owncloud/occ user:sync 'OCA\User_LDAP\User_Proxy' -m
disable -vvwv > > /var/log/ldap-sync/user-sync.log 2>&1 ">
/var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

mkdir -p /var/log/ldap-sync

touch /var/log/ldap-sync/user-sync.log

chown www-data. /var/log/ldap-sync/user-sync.log

Configure Caching and File Locking

Execute these commands:

occ config :system :set \
E memcache .local \
E --value "\OC\Memcache\APCU'

occ config :system :set \
E memcache .locking \
E --value "OC\Memcache\Redis'

service redis -server start
occ config :system :set \
E redis \

E --value '{"host": "127.0.0.1", "port": "6379"}' \
E --type json

Configure Log Rotation

Execute this command to set up log rotation
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FILE="/etc/logrotate.d/owncloud"

sudo /bin/cat <<EOM >  $FILE
/var/www/owncloud/data/owncloud.log {
E size 10M

E rotate 12

E copytruncate

E missingok

E compress

E compresscmd /bin/gzip

}
EOM

Finalise the Installation

Make sure the permissions are correct

cd /var/www/
chown -R www-data. owncloud

ownCloud is now installed. You can confirm that it is ready to use by pointing
your web browser to your ownCloud installation.

Install ownCloud on Ubuntu 20.04

Introduction

This is a short guide to installing ownCloud on a fresh installation of Ubuntu 20.04.
Run the following commands in your terminal to complete the installation.

This guide can not go into details and has its limits by nature. If you
experience issues like with dependencies of PHP or other relevant
things like the operating system, web server or database, look at the
Detailed Installation Guide for more information.

Prerequisites

¥ A fresh installation of Ubuntu 20.04  with SSH enabled.

¥ This guide assumes that you are working as the root user.

¥ Your ownCloud directory will be located in Ivar/www/owncloud/
Preparation

First, ensure that all the installed packages are entirely up to date, and that PHP is
available in the APT repository. To do so, follow the instructions below:

apt update && \
E apt upgrade -y

Create the occ Helper Script

Create a helper script to simplify running occ commands
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FILE="/usr/local/bin/occ"

/bin/cat <<EOM >  $FILE

#1 /bin/bash

cd /var/www/owncloud

sudo -E -u www-data /usr/bin/php /var/www/owncloud/occ "\$ @"
EOM

Make the helper script executable:

chmod +x /usr/local/bin/occ

Install the Required Packages

apt install -y \

E apache2 \

E libapache2-mod-php \

E mariadb-server \

E openssl redis-server wget \

E php-imagick php-common php-curl \
E php-gd php-imap php-intl \

E php-json php-mbstring php-mysgl \
E php-ssh2 php-xml php-zip \

E php-apcu php-redis php-ldap

Note : php 7.4 is the default version installable with Ubuntu 20.04

Install the Recommended Packages

apt install -y \
E ssh bzip2 rsync curl jg \
E inetutils-ping coreutils

Installation
Configure Apache

Change the Document Root

sed -i "s#html#owncloud#" /etc/apache?2/sites-available/000-default.conf
service apache? restart

Create a Virtual Host Configuration
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FILE="/etc/apache2/sites-available/owncloud.conf"
/bin/cat <<EOM >  $FILE
Alias /owncloud "/var/www/owncloud/"

<Directory /var/www/owncloud/>
E Options +FollowSymlinks
E AllowOverride All

E<IfModule mod_dav.c>
E Dav off
E</IfModule>

ESetEnv HOME /var/www/owncloud
ESetEnv HTTP_HOME /var/www/owncloud
</Directory>

EOM

Enable the Virtual Host Configuration

a2ensite owncloud.conf
service apache? reload

Configure the Database

mysql -u root -e "CREATE DATABASE IF NOT EXISTS owncloud; \
GRANT ALL PRIVILEGES ON owncloud.* \

E TO owncloud@localhost \

E IDENTIFIED BY ‘password™;

Enable the Recommended Apache Modules

echo "Enabling Apache Modules"
a2enmod dir env headers mime rewrite setenvif
service apache? reload

Download ownCloud

cd /var/www/

wget https://download.owncloud.org/community/owncloud-complete-
20210721.tar.bz2 &&\

tar -xjf owncloud-complete-20210721.tar.bz2 && \

chown -R www-data. owncloud

Install ownCloud
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occ maintenance:install \
E --database "mysql"\

E --database-name "owncloud" \
E --database-user "owncloud" \
E --database-pass "password" \
E --admin-user "admin" \

E --admin-pass "admin”

Configure ownCloud®s Trusted Domains

myip=$(hostname -l|cut -f1 -d ' ")
occ config:system:set trusted_domains 1 --value="$myip"

Set Up a Cron Job

Set your background job mode to cron

occ background:cron

echo "™/15 * * * * Jyvar/www/owncloud/occ system:cron” \
E > /var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data
chmod 0600 /var/spool/cron/crontabs/www-data

If you need to sync your users from an LDAP or Active Directory Server,
add this additional  Cron job . Every 15 minutes this cron job will sync

l LDAP users in ownCloud and disable the ones who are not available for
ownCloud. Additionally, you get a log file in Ivar/log/ldap-sync/user-
sync.log for debugging.

echo "*/15 * * ** Jvar/www/owncloud/occ user:sync 'OCA\User_LDAP\User_Proxy' -m
disable -vvv >> /var/log/ldap-sync/user-sync.log 2>&1" >>
/var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

mkdir -p /var/log/ldap-sync

touch /var/log/ldap-sync/user-sync.log

chown www-data. /var/log/ldap-sync/user-sync.log

Configure Caching and File Locking

Execute these commands:
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occ config :system :set \

E memcache .local \

E --value '\OC\Memcache\APCuU'

occ config :system :set \

E memcache .locking \

E --value '\OC\Memcache\Redis'

occ config :system :set \

E redis \

E --value '{"host": "127.0.0.1", "port": "6379"}' \
E --type json

Configure Log Rotation

Execute this command to set up log rotation

FILE="/etc/logrotate.d/owncloud"

sudo /bin/cat <<EOM >  $FILE
/var/www/owncloud/data/owncloud.log {
E size 10M

E rotate 12

E copytruncate

E missingok

E compress

E compresscmd /bin/gzip

}
EOM

Finalise the Installation

Make sure the permissions are correct

cd /var/www/
chown -R www-data. owncloud

ownCloud is now installed. You can confirm that it is ready to use by pointing
your web browser to your ownCloud installation.

n We recommend you check out the section Hardening and Security
Guidance next.

Linux Package Manager Installation

Introduction

You can use the packetmanager installation, but it is not recommended to do so. This
is because sometimes dependencies are acting against each other like ownCloud
version, minimum PHP version and Linux distribution restrictions. Anyone who runs a
package manager installation should consider migrating to a manual installation to
overcome this situation.
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Add the ownCloud Repository

Before you can install owncloud-files , you need to add ownCloudOs repository  to your
distribution®s package manager.

Package managers should only be used for single-server setups. For
| production environments, we recommend installing from the tar
archive .

Available Packages

The recommended package to use is owncloud-complete-files . It only installs
ownCloud, and does not install Apache, a database, or any of the required PHP
dependencies.

Avoid Automatic Upgrades

If you are installing ownCloud using one of the various Linux package managers, we

strongly recommend that you avoid automatically updating the owncloud-complete-
files package, when running a system update or upgrade and when upgrading other
packages. That way, there are no surprise changes (whether positive or negative) to

your ownCloud installation.

Here are the ways to do so for APT, Yum, and Zypper .

APT

If you are using APT, use  apt-mark hold to mark the owncloud-complete-files  package
as held. HereOs an example of how to do so:

apt-mark hold owncloud-complete-files

To see if owncloud-complete-files has already been held, use the showhold command,
as in the following example. If itOs printed out to the console, then itOs being held.

apt-mark showhold owncloud-complete-files

To unset owncloud-complete-files  as held back, use the  unhold command, as in the
example below.

apt-mark unhold owncloud-complete-files

Yum

If you are using Yum, there are two options that you can take to lock packages from
being upgraded. You can:

1. Add exclude=owncloud-complete-files to /etc/yum.conf

2. Use the versionlock plugin for Yum.

The VersionLock Plugin

If the versionlock plugin is not installed, install it by running:
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yum install yum-plugin-versionlock

When it is installed, you can lock owncloud-complete-files  run:

yum versionlock add owncloud-complete-files

To confirm that it is locked, run:

yum versionlock list

To unlock owncloud-complete-files | run:

yum versionlock delete owncloud-complete-files

Zypper

If you are using Zypper, use the addlock or al commands. Similarto  apt-mark hold
these add a package lock that prevents the package from being modified. The example
below shows how to use the command to lock owncloud-complete-files

zypper addlock owncloud-complete-files

To see if the package has already been locked, use the locks command. If owncloud-
complete-files is already locked, then you will see output similar to the below example.

# | Name | Type | Repository
oA e Jrommnme e

1 | owncloud-complete-files | package | (any)

To unlock owncloud-complete-files , ifitis already locked, use the removelocks or rl
commands, as in the example below.

zypper removelock owncloud-complete-files

Installing ownCloud Community Edition

First, install your own LAMP stack, as doing so allows you to create your own custom
LAMP stack without dependency conflicts with the ownCloud package. Then download
and install from  http://download.owncloud.org/download/repositories/production/
owncloud/ .

The ownCloud server is designed to work with different databases and different web-
servers, in a large range of configurations.

This package comes without dependencies so that the installation is most likely to
succeed. It also means unfortunately, that the server will not directly run after
installing this package.
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To get started, try:

apt install apache?2 libapache2-mod-php mariadb-server openssl| apt install php-
imagick php-common php-curl php-gd php-imap php-intl apt install php-json php-
mbstring php-mysql php-ssh2 php-xml php-zip apt install php-apcu php-redis redis-
server wget

mysql -e "CREATE DATABASE IF NOT EXISTS owncloud" mysql -e "GRANT ALL
PRIVILEGES ON owncloud.* TO owncloud@localhost IDENTIFIED BY 'password™; cp
/usr/share/doc/*/owncloud-config-apache.conf.default /etc/apache?2/sites-
available/owncloud.conf a2ensite owncloud; systemctl reload apache2

For more details see:  Quick Installation Guide

I See the system_requirements for the recommended ownCloud setup
and supported platforms.

n Do not move the folders provided by these packages after the
installation, as this will break updates.

What is the Correct Version?

Package versions are composed of a major, a minor, and a patch number, such as 9.0,
9.1, 10.0, 10.0.1, and 10.0.2. The second number represents a major release, and the
third number represents a minor release.

Major Releases

If you want to follow either of the most recent major releases, then substitute version
with either 9.0 or 10.0.

Minor Releases

If you want to follow any of the four most recent patch releases, then substitute
version with one of 10.0.1, 10.0.2, 10.0.3, or 10.0.4. Following a minor release avoids
you accidentally upgrading to the next major release before youOre ready.

The Latest Stable Version

Alternatively you can use stable for the latest stable version. If you do, you never have
to change it as it always tracks the current stable ownCloud version through all major
releases.

Installing ownCloud Enterprise Edition

See the enterprise installation guide for instructions on installing ownCloud Enterprise
edition.

Downgrading

Downgrading is not supported and risks corrupting your data! If you want to revert to

an older ownCloud version, install it from scratch and then restore your data from

backup. Before doing this, file a support ticket ( if you have paid support ) or ask for
help in the ownCloud forums to see if your issue can be resolved without downgrading.

Additional Guides and Notes

See installation_wizard for important steps, such as choosing the best database and
setting correct directory permissions. See the SELinux Configuration Guide fora
suggested configuration for SELinux-enabled distributions such as Fedora and

Installation | 51


installation/quick_guides/ubuntu_20_04.pdf
enterprise/installation/install.pdf
https://owncloud.com/pricing/
installation/selinux_configuration.pdf

CentOS .

If your distribution is not listed, your Linux distribution may maintain its own
ownCloud packages or you may prefer to install from source

Archlinux

The current client stable version s in the official community repository, more
packages are inthe  Arch User Repository

Note for MySQL/MariaDB environments

Please referto MySQL / MariaDB with Binary Logging Enabled on how to correctly
configure your environment if you have binary logging enabled.

Running ownCloud in a sub-directory

If youOre running ownCloud in a sub-directory and want to use CalDAV or CardDAV
clients, make sure you have configured the correct service discovery URLs

Troubleshooting

If your ownCloud installation fails and you see the following error in your ownCloud
log please referto  MySQL / MariaDB with Binary Logging Enabled for how to resolve
it.

An unhandled exception has been thrown: exception OPDOExceptionO with message
'SQLSTATE[HYO000]: General error: 1665 Cannot execute statement: impossible to
write to binary log since BINLOG_FORMAT = STATEMENT and at least one table uses
a storage engine limited to row-based logging. InnoDB is limited to row-logging

when transaction isolation level is READ COMMITTED or READ UNCOMMITTED."

Changing Your ownCloud URL

This admin manual assumes that the ownCloud server is already accessible under the

route /owncloud (which is the default, e.qg. https://example.com/owncloud ). If you like,
you can change this in your web server configuration, for example by changing it from
https://example.com/owncloud/ to https://fexample.com/

To do so on Debian/Ubuntu Linux, you need to edit these files:

¥ /etc/apache2/sites-enabled/owncloud.conf

¥ [var/www/owncloud/config/config.php

Edit the Alias directive in  /etc/apache2/sites-enabled/owncloud.conf to alias your
ownCloud directory to the Web server root:

Alias / "/var/www/owncloud/"

Edit the overwrite.cli.url  parameterin /var/www/owncloud/config/config.php

'overwrite.cli.url' => 'http://localhost/',

When the changes have been made and the file saved, restart Apache. Now you can
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access ownCloud from either https://lexample.com/  or https://localhost/

You will not be able to run any other virtual hosts, as ownCloud is

I aliased to your web root. On CentOS/Fedora/Red Hat, edit
/etc/httpd/conf.d/owncloud.conf and
Ivar/www/html/owncloud/config/config.php , then restart Apache.

Installing and Managing Apps

Introduction

After installing ownCloud, you may provide added functionality by installing
applications.

Installing and Managing Apps

Installing Apps Via the ownCloud Marketplace

<)

Audio Player

Market

To add an app, use the  Market app, which is accessible from the top-level navigation
bar, on the left-hand side of the page. Once in the Market app, click an appOs name to
view more details about it. Once you have done this, you can also install it by clicking
[Install].Clicking Install , downloads it from the ownCloud Marketplace, installs, and
enables it.

Sometimes the installation of a third-party app fails silently, possibly because

appcodechecker' ! true, is enabled in config.php . When appcodechecker is enabled, it
checks if third-party apps are using the private API, rather than the public API. If they

are, they are not installed.

I If you would like to create or add (your own) ownCloud app, please
. refer to the developer manual

Installing Apps Manually

To install an app manually, instead of by using the Market app, extract the app tarball
into your ownCloud installationOs default app folder ( </path/to/owncloud>/apps ) or,
ideally, into  a custom app directory
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Once the tarball has been extracted into the default app folder. Enable the application,

¥ by Navigatingto  Settings YAdmin YApps and clicking [ Enabl e] ; or the

¥ occ app command

Managing Apps

Some apps are installed and enabled during ownCloud installation, while other apps
can be installed and enabled post-installation.

Supported Enterprise Apps

See supported apps  for a list of supported Enterprise edition apps.

View App Status

= | Settings ‘C:s‘,. ownCloud admin ~

Personal
You are using 5.5 MB

L General
Storage Profile picture Full name
U  Security admin
» Additional Email
Admin Set email
= Apps
X = Groups
General
You are member of the following groups:
Storage admin
& User Authentication PBSSWOTCI
ch d
& Encryption e
«5 Sharing Language
o v English ~  Helptranslate
hAail Natifiratinne _
To see the status of your installationOs applications, go to your Apps page, via Settings
YAdmin YApps . There, you will see which apps are currently: enabled , not enabled ,
and recommended . YouOll also see additional filters, such as Multimedia , Productivity ,

and Tool for finding more apps quickly.

Enabling and Disabling Apps

On the Apps page (  Settings YAdmin YApps ), you can enable or disable applications.
Be default, enabled apps are displayed. To disable an app, click [ Di sabl e] under its
details.

To display disabled apps, click [ Show di sabl ed apps] . To enable an app, click
[ Enabl e] under its details.

Configuring Apps

Some apps have configurable options on the Apps page, such as Enable only for
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specific groups . However, this is the exception. Apps are mainly configured from
your ownCloud Personal or Admin settings page, or in config.php .

Using Custom App Directories

There are several reasons for using custom app directories instead of ownCloudOs
default. These are:

1. It separates ownCloudOs core apps from user or admin downloaded apps. Doing so
distinguishes which apps are core and which arenOt, simplifying upgrades.

2. It eases manual upgrades. Having non-core apps in a directory separate to the core
app directory makes them simpler to manage.

3. ownCloud may gain new core apps in hewer versions. Doing so orphans deprecated
apps, but doesnOt remove them.

If you want to store apps in a custom directory, instead of ownCloudOs default ( lapp ),
you need to modify the apps_paths elementin config/config.php . There, you need to
add a new associative array that contains three elements. These are:

path
The absolute file system path to the custom app folder.

url
The request path to that folder relative to the ownCloud webroot, prefixed with /.

writable
Whether users can install apps in that folder.

After adding the configuration, ownCloud only installs apps in directories where
writable is setto true . The configuration example below shows how to add a second
directory, called  apps-external

<? php

$CONFIG = [

E 'apps_paths' => |

E

E 'path’ => OC::$SERVERROOT.'/apps' ,
E 'url" => ‘apps' ,

E 'writable' => false ,

E ]

E

E 'path’ => OC:$SERVERROOT. /apps-external'
E 'url" => ‘/apps-external' |,

E 'writable' => true |

E

E ],

E // remainder of the configuration

—_

After you add a new directory configuration, you can then move apps from the original
app directory to the new one. To do so, follow these steps:

1. Enable maintenance mode

2. Disable the apps that you want to move.
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Create a new apps directory and assign it the same user and group, and ownership
permissions as the core apps directory.

Move the apps from the old apps directory to the new apps directory.

5. Add a new app directory in config/config.php

If youOre using a cache, suchas  Redis or Memcached , ensure that you clear the
cache.

7. Re-enable the apps

8.

Disable maintenance mode

Multiple Servers

We recommend having your apps-external and your config directory on a network
storage in order to prevent conflicts when installing or updating apps.

Supported Apps in ownCloud

AGPL Apps

K K K K K K K K K K K K«

K K K K K K K K K K

Activity

Anti-Virus

Collaborative Tags

Comments

Encryption

External Sites

External Storage

ownCloud WebDAV Endpoint (handles old and new webdav endpoints)
Federated File Sharing (allows file sharing across ownCloud instances)
Federation (allows username auto-complete across ownCloud instances)
Files (cannot be disabled)

Files Media Viewer

Before Files Media Viewer 1.0.4, the Gallery and Files VideoPlayer
apps need to be uninstalled before installing the Media Viewer

I app. Starting with Files Media Viewer 1.0.4, the Gallery and Files

) VideoPlayer apps needto be disabled before using the Files Media
Viewer app.

Files PDF Viewer

Files Sharing

Files TextEditor

Files Trashbin

Files Versions

First Run Wizard

Notifications

Provisioning API

Template Editor (for notification emails)

Update Notifications
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¥ User External
¥ User LDAP

Enterprise-Only Apps

Auditing

Collaborative Tags Management

File Firewall

LDAP Home Connector

Object Storage Support

Password Policy

External Storage: SharePoint

SAML/Shibboleth User Backend

Windows Network Drives (requires External Storage)

Workflows

K K K K K K K K K K K

ownCloud X Enterprise Theme

Media Viewer App

Introduction

The Media Viewer App is a simple viewer for pictures and videos integrated into the
files app, which supersedes the former Gallery and Video Player apps.

¥ Before installing the Media Viewer app, the Gallery and Video Player
apps need to be removed, or at the very least disabled. When
removing or disabling, ensure that any gallery link shares are
| redirected

¥ Gallery and Video Player are no longer supported and will not
receive any further security or bug fixes.

¥ Users are strongly encouraged to switch to Media Player.

Add Support For More Media Types

To add support for additional media types, in addition to the default set, ensure that
ImageMagick andits PECL extension are installed and enabled. Next, add new entries
to the enabledPreviewProviders in config/config.php .Below, is an example of how to
configure it.

‘enabledPreviewProviders'  => |
E'OC\\Preview\\PNG' ,
E'OC\\Preview\JPEG' ,
E'OC\\Preview\GIF' ,
E'OC\\Preview\\lllustrator'
E'OC\\Preview\\Postscript'
E'OC\\Preview\\Photoshop'
E'OC\\Preview\\TIFF'

1,
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l Support for playing Apple QuickTime (*.mov) does not work in Chrome -
however it is supported in Safari and Mozilla.

Look at the sample configuration ( config.sample.php ) in your config
folder, for more information about this configuration key.

SELinux Configuration

Introduction

Security-Enhanced Linux (SELinux) is a Linux kernel security module that provides a
mechanism for supporting access control security policies, including mandatory access
controls (MAC).

Preparation

When you have SELinux enabled on your Linux distribution, you may run into
permissions problems after a new ownCloud installation, and see permission denied
errors in your ownCloud logs.

The following settings should work for most SELinux systems that use the default
distro profiles. Run these commands as root, and remember to adjust the filepaths in
these examples for your installation

semanage fcontext -a -t httpd_sys_rw_content_t
'Ivar/www/html/owncloud/data(/.*)?'

semanage fcontext -a -t httpd_sys_rw_content_t
'Ivar/www/html/owncloud/config(/.*)?'

semanage fcontext -a -t httpd_sys_rw_content_t
‘Ivar/www/html/owncloud/apps(/.*)?"'

semanage fcontext -a -t httpd_sys_rw_content_t '/var/www/html/owncloud/apps-
external(/.*)?"

semanage fcontext -a -t httpd_sys_rw_content_t
‘Ivar/www/html/owncloud/.htaccess'

semanage fcontext -a -t httpd_sys_rw_content_t ‘/var/www/html/owncloud/.user.ini’

restorecon -Rv '/var/www/html/owncloud/'

If you uninstall ownCloud you need to remove the ownCloud directory labels. To do
this execute the following commands as root after uninstalling ownCloud

semanage fcontext -d '/var/www/html/owncloud/data(/.*)?'
semanage fcontext -d '/var/www/html/owncloud/config(/.*)?'
semanage fcontext -d '/var/www/html/owncloud/apps(/.*)?"
semanage fcontext -d '/var/www/html/owncloud/apps-external(/.*)?'
semanage fcontext -d ‘/var/www/html/owncloud/.htaccess'
semanage fcontext -d '/var/www/html/owncloud/.user.ini'

restorecon -Rv '/var/www/html/owncloud/'

If you have customized SELinux policies and these examples do not work, you must
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give the HTTP server write access to these directories:

Ivarlwww/html/owncloud/data
Ivarlwww/html/owncloud/config
Ivariwww/html/owncloud/apps
Ivar/iwww/html/owncloud/apps-external

Enable updates via the web interface
To enable updates via the ownCloud web interface, you may need this to enable
writing to the ownCloud directories:

setsebool httpd_unified on

When the update is completed, disable write access:

setsebool -P httpd_unified off

Disallow write access to the whole web directory
For security reasons itOs suggested to disable write access to all folders in /var/www/

(default):

setsebool -P httpd_unified off

Allow access to a remote database

An additional setting is needed if your installation is connecting to a remote database:

setsebool -P httpd_can_network_connect_db on

Allow access to LDAP server

Use this setting to allow LDAP connections:

setsebool -P httpd_can_connect_ldap on

Allow access to remote network

ownCloud requires access to remote networks for functions such as Server-to-Server
sharing, external storages or the ownCloud Marketplace. To allow this access use the
following setting:

setsebool -P httpd_can_network connect on
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Allow access to network memcache

This setting is not required if httpd_can_network_connect is already on:

setsebool -P httpd_can_network_memcache on

Allow access to SMTP/sendmail

If you want to allow ownCloud to send out e-mail notifications via sendmail you need
to use the following setting:

setsebool -P httpd_can_sendmail on

Allow access to CIFS/SMB

If you have placed your datadir on a CIFS/SMB share use the following setting:

setsebool -P httpd_use_cifs on

Allow access to FuseFS

If your owncloud data folder resides on a Fuse Filesystem (e.g. EncFS etc.), this
setting is required as well:

setsebool -P httpd_use_fusefs on

Allow access to GPG for Rainloop

If you use the rainloop webmail client app which supports GPG/PGP, you might need
this:

setsebool -P httpd_use_gpg on

Troubleshooting

General Troubleshooting
For general Troubleshooting of SELinux and its profiles try to install the package
setroubleshoot and run:

sealert -a /var/log/audit/audit.log > /path/to/mylodfile.txt

to get a report which helps you to configure your SELinux profiles.

Another tool for troubleshooting is to enable a single ruleset for your ownCloud
directory:
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semanage fcontext -a -t httpd_sys_rw_content_t ‘/var/www/html/owncloud(/.*)?'
restorecon -RF /var/www/html/owncloud

It is much stronger security to have a more fine-grained ruleset as in the examples at
the beginning, so use this only for testing and troubleshooting. It has a similar effect
to disabling SELinux, so donOt use it on production systems.

See this discussion on GitHub  to learn more about configuring SELinux correctly for
ownCloud.

Redis on RHEL 7 & Derivatives

On RHEL 7 and its derivatives, if you are using Redis for both local server cache and

file locking and Redis is configured to listen on a Unix socket instead of a TCP/IP port

(which is recommended if Redis is running on the same system as ownCloud ) you must
instruct SELinux to allow daemons to enable cluster mode. You can do this using the

following command:

setsebool -P daemons_enable_cluster_mode 1

LetOs Encrypt SSL Certificates

In this section you will find all the details you need to configure ownCloud with LetOs
Encrypt.

¥ Using LetOs Encrypt SSL Certificates
¥ Configure Apache with LetOs Encrypt

Using LetOs Encrypt SSL Certificates

Introduction

This page covers how to configure your web server to use LetOs Encrypt as the
certificate authority for your ownCloud server. Note that LetOs Encrypt is not officially
supported , and this page is community-maintained

¥ For ease of handling, SSL-specific directives have been moved into a separate file
to be included. This can help with first-time certificate issuance as well as with
reusing configurations.

¥ Read the Certbot user guide  for details of the commands.

¥ LetOs Encrypt CA issues short-lived certificates valid for 90 days. Make sure you
renew the certificates at least once in this period, because expired certificates need
reissuing. A certificate is due for renewal at the earliest 30 days before expiring.
Certbot can be forced to renew via options at any time as long as the certificate is
valid.

Raymii.org provides raymii-ssl-url[an excellent introduction to strong
SSL security measures with Apache], if you would like to know more.

Requirements & Dependencies

You require a domain name with a valid A-Record pointing back to your serverQOs IP
address. In case your server is behind a firewall, ensure that your server is accessible
from the internet by adding the required firewall and port forwarding rules.
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Install LetOs EncryptOs Certbot Client

certbot has updated the prerequisites and the way to install the certbot
l script. You can find how to install it on certbot instructions . Follow one
of the possible ways and continue when ready.

I If you have used certbot-auto before, read how to upgrade in the
. certbot-auto  section.

In general, to run Certbot, use the following command:

sudo certbot

Updating Certbot

Because certbot is using snap for Ubuntu, there is no need to manually check for

updates. Snap checks this automatically and does not require admin intervention,

although you can configure the update behavior. For details see the Snap getting
started documentation.

Register Your Email Address

First Time Registration

Now that Certbot is installed, register your email address for urgent renewal and
security notifications. This command also prepares CertbotOs environment if itOs not
already installed. To do this, run the following command:

sudo certbot register --agree-tos --email <your-email-address>

When it executes, youOll see a question similar to the following, which you can answer
"Yes" or "No":

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about EFF and
our work to encrypt the web, protect its users and defend digital rights.

(Y)es/(N)o:

When that completes, youOll see a message similar to the following:
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IMPORTANT NOTES:

E1. Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

m> > e rmp

Please, strongly , consider following its recommendation.
Update Your Registration

In case you want to update your registered email address use following command:

! This will affect all the certificates issued using this account.

sudo certbot register --update-registration --email <your-email-address>
When that completes, youOll see a message similar to the following:

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about EFF and
our work to encrypt the web, protect its users and defend digital rights.

(Y)es/(N)o: y
IMPORTANT NOTES:

E- Your e-mail address was updated to <your-email-address>

Create LetOs EncryptOs Config Files

Because remembering all the possible options for certbot is difficult, the following
scripts ease the use for common tasks because of their self-descriptive name.

¥ Create the following files in the LetOs Encrypt directory which can usually be found
in /etc/letsencrypt . Rename <your-domain-name>.sh with the name of the
domain(s) you want to issue a certificate for.

cd /etc/letsencrypt
touch cli.ini list.sh renew.sh renew-cron.sh delete.sh <your-domain-name> .sh

¥ Make all files created executable except cli.ini by running

sudo chmod +x <script-name>
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¥ Use sudo when running the scripts

All scripts have to be executed with sudo as certbot requires
enhanced privileges

. " 1f youOre logged in to your server as a user other than root, youOll
likely need to put sudo before your Certbot commands so that they
run as root (for example, sudo certbot instead of just certbot) "™

cli.ini

This file defines some default settings used by Certbot. Use the email address you
registered with. Comment or uncomment the post-hook parameter depending on if you
want to run post hooks. Running post hooks will reload the web server configuration
automatically if a certificate has been renewed.

rsa-key-size = 4096

email = <your-email-address>

agree-tos = True

authenticator = webroot

# post-hook = service apache?2 reload

For the following scripts, replace the path to Certbot and the Certbot
script name based on your installation. You can find it by running:

which certbot

list.sh

This script lists all your issued certificates.

# !/bin/bash

LE_PATH="/usr/bin"
LE_CB="certbot"

"$ LE_PATH/$LE_CB" certificates

renew.sh

This script:

¥ Renews all your issued certificates.

¥ In case you have enabled the post hook for your web server in cli.ini , it will reload
the web server configuration automatically if a certificate has been renewed.
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# !/bin/bash

LE PATH="/usr/bin"
LE_CB="certbot"

"$ LE_PATH/$LE_CB" renew

renew-cron.sh

This script:

¥ Renews all your issued certificates but does not upgrade Certbot.

¥ In case you have enabled the post hook for your web server in cli.ini , it will reload
the web server configuration automatically if a certificate has been renewed.

! This script is intended for use via Cron.

# !/bin/bash

LE PATH="/usr/bin"
LE_CB="certbot"

"$ LE_PATH/$LE_CB" renew --no-self-upgrade --noninteractive

delete.sh

This script deletes an issued certificate.
Use the list.sh script to list issued certificates.
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# !/bin/bash

LE_PATH="/usr/bin"
LE_CB="certbot"

##

# # Retrieve and print a list of the installed Let's Encrypt SSL certificates.

##

function get_certificate_names()

{,.

E "$LE_PATH/$LE_CB" certificates | grep -IE" certificate name " |awk -F. {gsub(/ \s+/,
" $2); printf(" - %s\n", $2)}

}

echo "Available Certificates:"

get_certificate_names
echo

read -p "Which certificate do you want to delete: " -r -e answer
if[-n"$ answer "]; then

E "$LE_PATH/$LE_CB" delete --cert-name  "$answer "

fi

<your-domain-name>.sh

The following example script creates a certificate for a domain or sub-domains, which
can be added or removed as necessary. Replace (sub-domain.)example.com with your
domain or sub-domain names. The first (sub)domain name in the script is used for
naming the directories created by Certbot.

You can create different certificates for different sub-domains, such as
| example.com , www.example.com , and subdomain.example.com by
creating different scripts.

# !/bin/bash
# export makes the variable available for all subprocesses

LE_PATH="/usr/bin"
LE_CB="certbot"

# Assumes that example.com www.example.com and subomain.example.com are
the domains

# that you want a certificate for

export DOMAINS="-d example.com -d www.example.com -d
subdomain.example.com"

"$ LE_PATH/$LE_CB" certonly --config /etc/letsencrypt/cli.ini " $DOMAINS " # --dry-run
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I You can enable the  --dry-run option which does a test run of the client
only.

Create an SSL Certificate

With all the scripts created, to create an SSL certificate, run the following command:
sudo /etc/letsencrypt/<your-domain-name> .sh
After you run the script, you will see output similar to the following:

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Obtaining a new certificate

Performing the following challenges:

http-01 challenge for your-domain-name.com

Using the webroot path /var/www/html for all unmatched domains.
Waiting for verification...

Cleaning up challenges

Running post-hook command: service apache? reload

IMPORTANT NOTES:

E1. Congratulations! Your certificate and chain have been saved at:
letc/letsencrypt/live/your-domain-name.com/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/your-domain-name.com/privkey.pem
Your cert will expire on 2018-06-18. To obtain a new or tweaked
version of this certificate in the future, simply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew"

2. If you like Certbot, please consider supporting our work by:

m M e me e Ty Ty mp

T»

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

mp

You can see that the SSL certificate has been successfully created and that it will
expire on 2018-06-18.

Listing Existing Certificates
If you want to list (view) existing SSL certificates, use list.sh , which can be run as
follows:

sudo /etc/letsencrypt/list.sh

Depending on the number of certificates, you can expect to see output similar to the
following:
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Found the following certs:

E Certificate Name: your-domain-name.com

Domains: your-domain-name.com

Expiry Date: 2018-06-18 10:57:18+00:00 (VALID: 82 days)

Certificate Path: /etc/letsencrypt/live/your-domain-name.com/fullchain.pem
Private Key Path: /etc/letsencrypt/live/lyour-domain-name.com/privkey.pem

m» [Tp

m» [Tp

Web Server Setup
Refer to the Apache setup guide , to set up your web server and issue a certificate.
Test the Setup

After you have setup and configured the web server and installed the SSL certificate
using Certbot, you should now test the security of your new configuration. To do so,

you can use the free service of SSL Labs . See an example screenshot of a test run
below.

@ Ququs, SSL Labs Home Projects Qualys.com Contact

You are here: Home > Projects > SSL Server Test

SSL Report

Assessed on: Sat, 17 Mar 2018 14:27:01 UTC | HIDDEN | Clear cache

Scan Another »

Summary

Overall Rating

Certificate

Cipher Strength

0 20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Renewing SSL Certificates

As LetOs Encrypt certificates expire every 90 days, ensure you renew them before that
time.

There are two ways to do so: manually and automatically

Manual Renewal

If you have provided your email address, you will receive reminder notifications.

sudo /etc/letsencrypt/renew.sh

If the certificate is not yet due for renewal, you can expect to see output similar to that
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below:

Processing /etc/letsencrypt/renewal/your-domain-name.com.conf

Cert not yet due for renewal

The following certs are not due for renewal yet:

E /etc/letsencrypt/live/your-domain-name.com/fullchain.pem (skipped)
No renewals were attempted.

No hooks were run.

Automatic Renewal via Crontab

Certificates are only renewed if they are due, so you can schedule Cron jobs to renew
your SSL certificates on a more frequent basis. However, a weekly check is sufficient.

To add a new Cron job to auto-renew your certificates, firstly run the following
command to edit the job list.

sudo crontab -e

It is essential to use  sudo to derive proper permissions.

Then, add the following at the end of the existing configuration:
30 03 * * 6 /etc/letsencrypt/renew-cron.sh

After you save and exit the file, the new job will have been added to the Cron job
scheduler.

I If you want to use different values, you can check them e.g. at
. crontab.guru  and modify the script with your preferred options.

Add Extra Domains to the Certificate

If you want to add an extra domain, like subdomain.example.com , to your certificate,
add the domain in the domain shell script above, re-run it and reload the web server

config. This can be useful when migrating from a sub-directory for your ownCloud

instance to sub-domain access.

I This means you need to comment the include directive (see the relevant
. web server setup ) and follow the steps afterwards.

Deleting SSL Certificates

If you want to delete an SSL certificate, use the delete.sh script, running it as follows:
sudo /etc/letsencrypt/delete.sh

It will start off by displaying a list of the currently available SSL certificate domain
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names, as in the example below, and then prompt you to supply the certificate you
want to delete.

Available Certificates:
1. your-domain-name.com

Which certificate do you want to delete:

Provide the SSL certificate name that you want to delete and click [enter], and the
certificate and all of its related files will be deleted. After that you should expect to see
a confirmation, as in the example output below.

Deleted all files relating to certificate your-domain-name.com.

Configure Apache with LetOs Encrypt

Introduction

This guide shows how to configure Apache with LetOs Encrypt.

Dependencies
To follow this guide, your server needs to have the following dependencies installed:

¥ Apache 2.4.8 or later
¥ OpenSSL 1.0.2 or later
¥ LetOs Encrypt

Assumptions
This guide assumes these things:

1. That you are using Ubuntu.
If you are not using Ubuntu, please adjust the instructions to suit your distribution
or operating system.

2. That your ownCloud installation is configured using a VirtualHost (vhost)
configuration instead of being configured in the main Apache configuration.

3. That the vhost configuration file is stored under letc/apache2/sites-available/
Not all distributions use this location, however. Refer to your distributionOs Apache
documentation, to know where to store yours.

See the SSL Configuration Generator for setup details depending on
I your environment, especially the different results based on the selected
Mozilla Configurations

Create and Configure a Diffie-Hellman Params File

A Diffie-Hellman (DH) params file is necessary for Forward Secrecy and
l for securing your TLS setup. Read Perfect Forward Secrecy Explained
or Perfect Forward Secrecy - An Introduction for more details.
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When using Apache 2.4.8 or later and OpenSSL 1.0.2 or later, you can generate and
specify a Diffie-Hellman  (DH) params file. If not already present in your VirtualHost
(vhost) file, add an ~ SSLOpenSSLConfCmd  directive and a new certificate with stronger
keys, which improves Forward Secrecy.

| The following OpenSSL command may take quite a while to complete,
. so be patient.

You can place the generated SSL certificate into any directory of your choice by
running the following command and changing the value supplied to the -out option. We
recommend storing it in /etc/apache2/ in this guide, solely for simplicity.

sudo openssl dhparam -out /etc/apache2/dh4096.pem 4096

Once the command completes, add the following directive to your common SSL
configuration:

SSLOpenSSLConfCmd DHParameters /etc/apache2/dh4096.pem

LetOs Encrypt ACME-Challenge

After that, add an Alias directive for the /.well-known/acme-challenge location in your
HTTP VirtualHost configuration, as in line four in the following example.

<virtualHost *.80 >
EServerName  mydom.tld

EAlias /.well-known/acme-challenge/ /var/www/letsencrypt/.well-known/acme-
challenge/
E< Directory "/var/lwww/letsencrypt/.well-known/acme-challenge/" >

E Options None

E AllowOverride None

E ForceType text/plain

E RedirectMatch 404 "~(?!\.well-known/acme-challenge/[\w-[{43}$)"
E</ Directory >

E# ... remaining configuration
</ virtualHost >

Create an SSL VirtualHost Configuration

We recommend creating a separate file for storing the SSL directives for each site. If
these directives already exist on the virtual host for the site, delete them and include

the file instead. This way, after the certificate has been created, you can use the file in

any virtual host configuration with SSL enabled for which the certificate is valid

without reissuing the SSL certificate. It also eases the management for the web site
certificate files, as you can easily include or exclude the file in the virtual config with a

single remark and it keeps the files' contents compact.
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cd /etc/apache2/
sudo mkdir ssl_rules
touch ssl_rules/ssl_mydom.tld

Listing 8. /etc/apache?2/ss|_rules/ssl_mydom.tld

# Eases letsencrypt initial cert issuing

SSLEngine on

SSL CertificateChainFile /etc/letsencrypt/live/mydom.tld/fullchain.pem
SSL CertificateKeyFile [etc/letsencrypt/live/mydom.tld/privkey.pem
SSL CertificateFile /etc/letsencrypt/live/mydom.tld/cert.pem

To improve SSL performance, we recommend that you use the
SSLUseStapling and SSLStaplingCache directives. HereOs an example
configuration:

SSLUseStapling on
SSLStaplingCache shmcb:/tmp/stapling_cache(2097152)

With the files created and filled-out, update your HTTPS VirtualHost configuration:

<virtualHost *:443 >
EServerName  mydom.tld

E# ssl letsencrypt
E# Include /etc/apache2/ssl_rules/ssl_mydom.tld

E#...
</ virtualHost >

n For the moment, comment out the Include directive, as the certificate
files do not, currently, exist.

Test and Enable the Apache Configuration

With the configuration created, test it by running one of the following two commands:

sudo apache2ctl configtest
sudo apache2ctl -t

It should not display any errors. If it doesnOt, load your new Apache configuration by
running the following command:

sudo apache2ctl graceful
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Create the SSL Certificates

See the LetOs Encrypt  Create an SSL Certificate
SSL certificates.

See the LetOs Encrypt  Listing Existing Certificates
SSL certificates.

As the certificate files exist, you can uncomment the

VirtualHost configuration to use them.

<virtualHost *:443 >
EServerName  mydom.tld

E# ssl letsencrypt
Elnclude /etc/apache2/ss|_rules/ssl_mydom.tld

E#...
</ virtualHost >

Reload the Apache Configuration

Finally, reload (or restart) Apache.

documentation for how to create the

documentation for how to list the

Include directive in your HTTPS

It is now ready to serve HTTPS request for the given domain using the issued

certificates.

sudo service apache?2 reload
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Configuration

In this section, you will find all the information you need for configuring ownCloud.

Database

In this section, you can find out about

¥ Converting your Database Type

¥ Database Configuration on Linux

Converting Database Type

Introduction

SQLite is good for testing ownCloud, as well as small, single-user, ownCloud servers.
But, it does not scale for large, multi-user sites. If you have an existing ownCloud
installation which uses SQLite, and you want to convert to a better performing
database, suchas MySQL , MariaDB or PostgreSQL , you can use the ownCloud
command line tool:  occ.

! ownCloud Enterprise edition does not support SQLite.
Preparation
Add the following to your ownCloud config/config.php

'mysqgl.utf8mb4’  => true ,

Add, or adjust, the following in /etc/mysgl/mariadb.conf.d/50-server.cnf

You can do the same for MySQL by replacing mariadb.conf.d/50-
server.cnf with mysqgl.conf.d/mysqld.cnf
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key_buffer_size = 32M

table cache =400
query_cache_size =128M
#in InnoDB:

innodb_flush_method=0O_DIRECT
innodb_flush_log_at_trx_commit=1

innodb_log_file_size=256M
innodb_log_buffer_size = 128M
innodb_Dbuffer_pool_size=2048M
innodb_buffer_pool_instances=3
innodb_read_io_threads=4
innodb_write_io_threads=4
innodb_io_capacity = 500
innodb_thread_concurrency=2
innodb_file_format=Barracuda
innodb_file_per_table=ON
innodb_large_prefix = 1
character-set-server = utf8mb4

collation-server = utf8mb4_general_ci

Restart the Database Server

sudo service mysql restart

Run the conversion

When you have changed the database parameters, restart your database by running
following command:

After you have restarted the database, run the following occ command in your
ownCloud root folder, to convert the database to the new format:

sudo -u www-data php occ db:convert-type [options] type username hostname

database

The converter searches for apps in your configured app folders and
uses the schema definitions in the apps to create the new table. As a
result, tables of removed apps will not be converted N even with option

--all-apps For example:

sudo -u www-data php occ db:convert-type --all-apps mysq|l
oc_mysqgl_user 127.0.0.1 new_db_name

To successfully proceed with the conversion, you must type yes when prompted with

the question

Continue with the conversion?

On success the converter will automatically

configure the new database in your ownCloud config config.php .
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Unconvertible Tables

If you updated your ownCloud installation then the old tables, which are not used
anymore, might still exist. The converter will tell you which ones.

The following tables will not be converted:
E oc_permissions

You can ignore these tables. Here is a list of known old tables:

oc_calendar_calendars
oc_calendar_objects
oc_calendar_share_calendar
oc_calendar_share_event
oc_fscache

oc_log

oc_media_albums
oc_media_artists
oc_media_sessions
oc_media_songs
oc_media_users
0C_permissions

oc_queuedtasks

K K K K K K K K K K K K K K

oc_sharing

Database Configuration on Linux

Introduction

ownCloud requires a database in which administrative data is stored. The following
databases are currently supported:

¥ MySQL / MariaDB
¥ PostgreSQL

¥ Oracle ( ownCloud Enterprise edition only )

The MySQL or MariaDB databases are the recommended database
engines.

After physically installing ownCloud, the setup of the owncloud

" database is either done with the installation wizard ~ or via the command
line. For more information see the Complete the Installation section in
the Manual Installation documentation.

Requirements

Choosing to use MySQL / MariaDB, PostgreSQL, or Oracle as your database requires,
that you install and set up the server software first.

! Oracle users, see the Oracle Database Configuration guide
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The steps for configuring a third party database are beyond the scope of this
document. Please refer to the documentation below, for your database vendor.

¥ The MariaDB Knowledge Base
¥ The MySQL documentation
¥ The Oracle Database documentation

¥ The PostgreSQL documentation
MySQL / MariaDB
Enabling Binary Logging

ownCloud is currently using a TRANSACTION_READ_COMMITTED transaction isolation
to avoid data loss under high load scenarios (e.g., by using the sync client with many
clients/users and many parallel operations). This requires a disabled or correctly

configured binary logging when using MySQL or MariaDB. Your system is affected if

you see the following in your log file during the installation or update of ownCloud:

An unhandled exception has been thrown: exception "PDOException' with message
"SQLSTATE[HYO000]: General error: 1665 Cannot execute statement: impossible to
write to binary log since BINLOG_FORMAT = STATEMENT and at least one table uses
a storage engine limited to row-based logging. InnoDB is limited to row-logging

when transaction isolation level is READ COMMITTED or READ UNCOMMITTED.'

There are two solutions. One is to disable binary logging. Binary logging records all
changes to your database, and how long each change took. The purpose of binary
logging is to enable replication and to support backup operations.

The other is to change the BINLOG_FORMAT = STATEMENT in your database

configuration file, or possibly in your database startup script, to BINLOG_FORMAT =

MIXED or BINLOG_FORMAT = ROW. See Overview of the Binary Log and The Binary
Log for detailed information.

Set READ COMMITTED as the Transaction Isolation Level

As discussed above, ownCloud is using the TRANSACTION_READ_COMMITTED
transaction isolation level. Some database configurations are enforcing other

transaction isolation levels. To avoid data loss under high load scenarios (e.g., by using
the sync client with many clients/users and many parallel operations), you need to
configure the transaction isolation level accordingly. Please refer to the MySQL
manual for detailed information.

Configuring the Storage Engine

Since ownCloud 7, only InnoDB is supported as a storage engine. Some shared hosts
do not support InnoDB and only MyISAM. Running ownCloud in such an environment
is not supported.

Parameters
For setting up ownCloud to use any database, use the instructions in the Installation
Wizard . You should not have to edit the respective values in the config/config.php

However, in exceptional cases (for example, if you want to connect your ownCloud
instance to a database created by a previous installation of ownCloud), some
modification might be required.
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MySQL / MariaDB

If you decide to use a MySQL or MariaDB database, ensure the following:

¥ That you have installed and enabled the pdo_mysqgl extension in PHP.

¥ Thatthe mysql.default_socket points to the correct socket (if the database runs on
the same server as ownCloud).

MariaDB is backward compatible with MySQL. All instructions work for both, so you
will not need to replace or revise any existing MySQL client commands. The PHP
configuration in  /etc/php/7.4/apache2/conf.d/20-mysql.ini could look like this:

# configuration for PHP MySQL module
extension = pdo_mysqgl.so

[mysal]

mysql.allow_local_infile =0n

mysql.allow_persistent =0n

mysql.cache_size  =2000

mysql.max_persistent =-1

mysql.max_links =-1

mysql.default_port =

mysql.default_socket = /var/lib/mysgl/mysql.sock # Debian squeeze:
/var/run/mysqld/mysqld.sock
mysql.default_host =
mysql.default_user =
mysql.default_password
mysql.connect_timeout =60
mysql.trace_mode = Off

An ownCloud instance configured with MySQL would contain the hostname on which

the database is running, a valid username and password to access it, and the name of
the database. The config/config.php as created by the installation wizard ~ would
therefore contain entries like this:

<? php

"dbtype" => "mysql" ,
"dbname" => "owncloud" ,
"dbuser” => '"username" ,
"dbpassword" => "password" ,
"dbhost" => "localhost" ,
"dbtableprefix" => "oc ",

Configure MySQL for 4-byte Unicode Support

For supporting such features as emoji, both MySQL (or MariaDB) and ownCloud need
to be configured to use 4-byte Unicode support instead of the default 3-byte. If you are
setting up a new ownCloud installation, using version 10.0 or above, and youOre using

a minimum MySQL version of 5.7, then you donOt need to do anything, as support is
checked during setup and used if available.
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However, if you have an existing ownCloud installation that you need to convert to use
4-byte Unicode support or you are working with MySQL earlier than version 5.7, then
you need to do two things:

1. In your MySQL configuration, add the configuration settings below. If you already
have them configured, update them to reflect the values specified:

[mysqld]
innodb_large_prefix=ON
innodb_file_format=Barracuda
innodb_file_per_table=ON

2. Run the following occ command:
sudo -u www-data php occ db:convert-mysql-charset

When this is done, tables will be created with:

" A utf8mb4 character set.
" A utf8mb4_bin collation.

" row_format setto compressed.

For more information, please either refer to config.sample.php
a read through the following links:

¥ https://dev.mysgl.com/doc/refman/5.7/en/innodb-parameters.html#
sysvar_innodb_large_prefix

¥ https://mariadb.com/kb/en/library/innodb-system-variables/#
innodb_large_prefix

' ¥ http://www.tocker.ca/benchmarking-innodb-page-compression-
performance.html

¥ http://dev.mysqgl.com/doc/refman/5.7/en/charset-unicode-
utf8mb4.html

¥ https://dev.mysgl.com/doc/refman/5.7/en/innodb-file-format.html

¥ https://dev.mysgl.com/doc/refman/5.7/en/innodb-parameters.html#
sysvar_innodb_large_prefix

PostgreSQL

If you decide to use a PostgreSQL database, make sure that you have installed and

, or have

enabled the PostgreSQL extension and the PostgreSQL PDO extension  in PHP. The
PHP configuration in letc/php/7.4/apache2/conf.d/20-pgsql.ini could look like this:
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# configuration for PHP PostgreSQL module
extension=pdo_pgsgl.so
extension=pgsqgl.so

[PostgresSQL]
pgsql.allow_persistent = On
pgsqgl.auto_reset persistent = Off
pgsqgl.max_persistent = -1
pgsql.max_links = -1
pgsql.ignore_notice =0
pgsql.log_notice =0

The default configuration for PostgreSQL (at least in Ubuntu 14.04) is

| to use the peer authentication method. Check

. letc/postgresql/9.3/main/pg_hba.conf to find out which authentication
method is used in your setup.

To start the PostgreSQL command-line mode use:
sudo -u postgres psqgl -d templatel

Then a templatel=\#  prompt will appear. You can now enter your commands as
required. When finished, you can quit the prompt by entering:

\q

An ownCloud instance configured with PostgreSQL will contain the hostname on which
the database is running, a valid username and password to access it, and the name of
the database. The config/config.php as created by the Installation Wizard would
contain entries like this:

<? php

"dbtype” => "pgsql" ,
"dbname” => "owncloud" |,
"dbuser" => "username" ,
"dbpassword" => "password" ,
"dbhost" => "localhost" ,

"dbtableprefix" => "oc ",

Troubleshooting

How to Workaround General Error: 2006 MySQL Server Has Gone Away

The database request takes too long, and therefore the MySQL server times out. ItOs

also possible that the server is dropping a packet that is too large. Please refer to the
manual of your database for how to raise the configuration options wait_timeout
and/or max_allowed_packet

Some shared hosts are not allowing access to these config options. For such systems,
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ownCloud is providing a dbdriveroptions  configuration option within your

config/config.php  where you can pass such options to the database driver. Please refer

to the sample PHP configuration parameters for an example.

How Can | Find Out If My MySQL/PostgreSQL Server Is Reachable?

To check the serverOs network availability, use the ping command on the serverOs
hostname ( db.server.com in this example):

ping db.server.com

PING db.server.com (ip-address) 56(84) bytes of data.

64 bytes from your-server.local.lan (192.168.1.10): icmp_reqg=1 ttI=64 time=3.64
ms

64 bytes from your-server.local.lan (192.168.1.10): icmp_req=2 ttI=64 time=0.055
ms

64 bytes from your-server.local.lan (192.168.1.10): icmp_req=3 ttl=64 time=0.062
ms

For a more detailed check whether the access to the database server software itself
works correctly, see the next question.

How Can | Find Out If a Created User Can Access a Database?

The easiest way to test if a database can be accessed is by starting the command-line
interface:

MySQL
Assuming the database server is installed on the same system youQre running the
command from, use:

mysqgl -uUSERNAME -p

To access a MySQL installation on a different machine, add the -h option with the
respective hostname:

mysgql -UUSERNAME -p -h HOSTNAME

mysql> SHOW VARIABLES LIKE "version";
+ + +

| Variable_name | Value |

-+ -+ -+
T T T

| version | 5.1.67 |

+ + +

1 row in set (0.00 sec)
mysgl> quit

PostgreSQL

Assuming the database server is installed on the same system youOre running the
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command from, use:

psgl -Uusername -downcloud

To access a PostgreSQL installation on a different machine, add the -h option with the

applicable hostname:

psgl -Uusername -downcloud -h HOSTNAME

postgres=# SELECT version();

PostgreSQL 8.4.12 on i686-pc-linux-gnu, compiled by GCC gcc (GCC) 4.1.3

20080704 (prerelease), 32-bit
(1 row)
postgres=# \q
Useful SQL Commands
Show Database Users
MySQL
SELECT User,Host FROM mysql.user;
Show Available Databases
MySQL
SHOW DATABASES;
Show ownCloud Tables in Database
MySQL
USE owncloud; SHOW TABLES;
Quit Database
MySQL

quit;

How to Solve Deadlock Errors

PostgreSQL
SELECT * FROM pg_user;

PostgreSQL
\l

PostgreSQL

\c owncloud; \d

PostgreSQL

\q

SQLSTATE[40001]: Serialization failure: 1213 Deadlock found when trying to get

lock; try restarting transaction

Explanation

This error occurs when two transactions write and commit to the same rows in
separate cluster nodes. Only one of them can successfully commit. The failing one will
be aborted. For cluster level aborts, Galera Cluster returns a deadlock error.
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Solution

The solution, for Galera Cluster, would be to send all write requests to a single DB
node, instead of all of them. Here is a useful guide , whenusing HAProxy .

The same concept applies when MaxScale is used as a DB proxy. It needs to be

configured to send all write requests to a single DB node instead all of them and

balance read statements across the rest of the nodes. Here is a useful guide on how to
configure MaxScale with Read/Write splitting.

Enabling Causality Checks

Additionally, to solve this issue, when using Galera Cluster, customers should try to set
wsrep_sync_wait=1 . When enabled, the node triggers causality checks in response to
certain types of queries. This is disabled by default.

Encryption

In this section you will find all the details you need to configure encryption in
ownCloud.

Encryption Configuration

Introduction

The primary purpose of the ownCloud server-side encryption is to protect usersO files
when theyOre located on remote storage sites, such as Dropbox and Google Drive, and
to do it smoothly and seamlessly from within ownCloud.

Since ownCloud 9.0, server-side encryption for local and remote storage can operate
independently. This allows you to encrypt a remote storage without also having to
encrypt your home storage on your ownCloud server.

Starting with ownCloud 9.0 we support Authenticated Encryption for all
l newly encrypted files. See Exploiting unauthenticated encryption mode
for more technical information about the impact.

For maximum security, make sure to configure external storage with " Check for
changes: Never ". This will let ownCloud ignore new files not added via ownCloud. This
way, a malicious external storage administrator cannot add new files to the storage
without your knowledge. However, you may not use this setting if your external
storage is subject to legitimate external changes.

ownCloudOs server-side encryption encrypts files stored on the ownCloud server and
files on remote storage sites that are connected to your ownCloud server. Encryption
and decryption are performed on the ownCloud server. All files sent to remote storage
will be encrypted by the ownCloud server and decrypted before serving them to you or
any of your users shared them with.
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¥ Encrypting files increases their size by roughly 35%. Remember to
take this into account when you are both provisioning storage and
setting storage quotas.

¥ User quotas are based on the unencrypted file size N not the
I encrypted size. This means that admins need to calculate with
. higher disk space requirements on the backend.

¥ You CANNOT use encryption for your primary storage  if the primary
storage is an Amazon S3 compatible object storage. This is disabled
by default, also see  S3 Compatible Object Storage as Primary
Storage Location

When files on an external storage are encrypted in ownCloud, you cannot share them
directly from the external storage services, only through ownCloud sharing. This is
because the key to decrypt the data never leaves the ownCloud server.

ownCloudOs server-side encryption generates a strong encryption key, which is
unlocked by usersO passwords. As a result, your users donOt need to track an extra
password. All they need to do is log in as they normally would. ownCloud transparently
encrypts only the contents of files and not filenames and directory structures.

n You should regularly back up all encryption keys to prevent permanent
data loss.

The encryption keys are stored in the following directories:

Directory Description

data/files_encr  Private keys and all other keys necessary to decrypt the files
yption stored on a system-wide external storage.

data/<user>/fi UsersO private keys and all other keys necessary to decrypt
les_encryption  the usersO files.

I You can move the keys to a different location. To do so, refer to the
. Move Key Location  section of the documentation.

When encryption is enabled, all files are encrypted and decrypted by the ownCloud
application and stored encrypted on your remote storage. This protects your data on
externally hosted storage. The ownCloud admin and the storage admin will see only
encrypted files when browsing backend storage.

Encryption keys are stored only on the ownCloud server, eliminating exposure of your

data to third-party storage providers. The encryption application does not protect your
data if your ownCloud server is compromised, and it does not prevent ownCloud

administrators from reading usersO files.

This would require client-side encryption, which this application does not provide. If
your ownCloud server is not connected to any external storage services, it is better to
use other encryption tools, such as file-level or whole-disk encryption.

SSL terminates at the same time or before the web server on the
ownCloud server. Consequently, all files are in an unencrypted state

# between the SSL connection termination and the ownCloud code that
encrypts and decrypts them. This is potentially exploitable by anyone
with administrator access to your server. For more information, read:
How ownCloud uses encryption to protect your data
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Which Data Is Encrypted and When

The following data is encrypted:

¥ Users' files in their home directory trees if enabled by the admin.
Location: data/<user>/files , seethe: occ encryption command set

¥ External storage if enabled either by the user or by the admin

The following is never encrypted:

¥ File names or folder structures

¥ Existing files in the trash bin

¥ Existing files in Versions

¥ Image thumbnails

¥ Previews from the Files app

¥ The search index from the full text search app

¥ Third-party app data
Note that there may be other not mentioned files that are not encrypted.

When are files encrypted

If not otherwise decided by the admin, only new and changed files after enabling
encryption are encrypted.

An admin can encrypt existing files post enabling encryption via an occ
encryption command

Using a Hardware Security Module (HSM)

When using a HSM, see the additional information provided at The HSM (Hardware
Security Module) Daemon (hsmdaemon)

Encryption Types

ownCloud provides two encryption types:

Master Key: There is only one key (or key pair) and all files are encrypted
using that key pair.

User-Key: Every user has their own private/public key pairs, and the
private key is protected by the userOs password.

n User-Key encryption has been depreciated
with ownCloud release 10.7

$ These encryption types are not compatible

Before Enabling Encryption

Plan very carefully before enabling encryption, because it is not reversible via the
ownCloud Web interface. If you lose your encryption keys, your files are not
recoverable. Always have backups of your encryption keys stored in a safe location,
and consider enabling all recovery options.

You have more options via the occ commandOs encryption options
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You canOt manage encryption without access to the command line. If
n your ownCloud installation is on a hosted environment and you donOt
have access to the command line, you wonOt be able to run occ
commands . In this case, donOt enable encryption !
Enable the Encryption App

Before you can use encryption, you must enable the encryption app. You can do this
either on the command-line or in the Web-UI.

Enable Encryption From the Command-Line

To enable the encryption app, run the following command:
sudo -u www-data php occ app:enable encryption

If the encryption app is successfully enabled, you should see the following
confirmation:

encryption enabled

Enable Encryption in the Web-UlI
To enable encryption in the Web-Ul:

1. Goto Settings YAdmin YApps and click on Show di sabl ed apps

2. When the disabled apps are rendered, click [ Enabl e] under "Default encryption
module" .

Basic Configuration via the Web-UI

You can do basic configuration of encryption via the Web-Ul, but it is recommended to
use the CLI.

1. Goto Settings YAdmin YEncryption , and enable [ Enabl e server-side
encryption].

2. Select the "Default encryption module” , either "Master Key" (recommended) or
"User-key" (depreciated).

3. When User-specific encryption is enabled, users must log out and log back in to
trigger the automatic personal encryption key generation process.

Master-Key-Based Encryption

Enabling Master Key Based Encryption from the Command-Line

To be safe and avoid any issues on a running instance, put your server in single user
mode with the following command:

sudo -u www-data php occ maintenance:singleuser --on

Enabling encryption via the command line involves several commands. If not already
done, enable the default encryption module app with the following command:
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sudo -u www-data php occ app:enable encryption
Then enable encryption, using the following command:
sudo -u www-data php occ encryption:enable
After that, enable the master key, using the following command:

sudo -u www-data php occ encryption:select-encryption-type masterkey

! The master key mode has to be set up in a newly created instance.

Finally, encrypt all data, using the following command:

sudo -u www-data php occ encryption:encrypt-all --yes

This command is not typically required as the master key is often
enabled at installation time. As a result when enabling it, there should
be no data to encrypt. In case itOs being enabled after the installation

encrypt them. Depending on the amount of existing data and the
location, this operation can take a long time.

Now you can turn off the single user mode:

sudo -u www-data php occ maintenance:singleuser --off

View Current Encryption Status

Get the current encryption status and the loaded encryption module:

sudo -u www-data php occ encryption:status

Replacing an Existing Master Key

If the master key needs replacement, for example because it has been compromised,
an occ command is available. The command is encryption:recreate-master-key
replaces an existing master key with a new one and encrypts the files with the new
key.

Decrypt Master-Key Encryption

You must first put your ownCloud server into single-user mode to prevent any user
activity until encryption is completed.

sudo -u www-data php occ maintenance:singleuser --on
Single user mode is currently enabled

and there are files which are unencrypted, encrypt-all  can be used to
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Decrypt all user data files, or optionally a single user:

sudo -u www-data php occ encryption:decrypt-all [username]

Disable Encryption

To disable encryption, put your ownCloud server into single-user mode, and then
disable your encryption module with these commands:

sudo -u www-data php occ maintenance:singleuser --on
sudo -u www-data php occ encryption:disable

Take it out of single-user mode when you are finished, by using the following
command:

sudo -u www-data php occ maintenance:singleuser --off

You may only disable encryption by using the occ Encryption
Commands . Make sure you have backups of all encryption keys,
including those for all your users if user key encryption was selected.

User-Key-Based Encryption

Limitations of User-Key-Based Encryption

¥ Depreciated with  ownCloud release 10.7

Users added to groups cannot decrypt files on existing shares.
OnlyOffice will not work.

Impersonate will not work.

OAuth2 will not work.

Elasticsearch will not work.

K K K K K K

Users getting access to an external storage which already contains encrypted files
cannot get access to said files for reasons such as the group case above.

¥ When having data shared with a group and group membership changes after the
share is established, subsequently added users will not be able to open the shared
data unless the owner will share it again.

Enabling User-Key-Based Encryption From the Command-line
To avoid any issues on a running instance, put your server in single user mode with
the following command:

sudo -u www-data php occ maintenance:singleuser --on

If not already done, enable the default encryption module app, using the following
command:

sudo -u www-data php occ app:enable encryption
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After that, enable encryption, using the following command:

sudo -u www-data php occ encryption:enable

Then, enable the user-key, using the following command:

sudo -u www-data php occ encryption:select-encryption-type user-keys

Finally, encrypt all data, using the following command:

sudo -u www-data php occ encryption:encrypt-all --yes

Now you can turn off the single user mode:

sudo -u www-data php occ maintenance:singleuser --off

View Current Encryption Status

Get the current encryption status and the loaded encryption module:

sudo -u www-data php occ encryption:status

Enable Users' File Recovery Keys

If users encrypt their files and lose their ownCloud password, they lose access to their
encrypted files as the files will be unrecoverable. It is not possible to reset a userOs
password using the standard reset process if the userOs files are encrypted.

In such a case, youOll see a yellow banner warning:

Please provide an admin recovery password; otherwise, all user data will be lost.

To avoid all this, create a Recovery Key. To do so, go to the Encryption section of your
Admin page and set a recovery key password.
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Select default encryption module

* ) Default encryption module

Enable recovery key

00000000 Disable recovery key

You then need to ask your users to opt-in to the Recovery Key. For the users to do this,

they need to go to the Personal page and enable the recovery key. This grants the

admin the right to decrypt their data for recovery purposes. If they do not do this, the
Recovery Key wonOt work for them.

Encryption

Enable password recovery:

= Enabled
Disabled

File recovery settings updated

Users who have enabled password recovery you can provide with a new password and
recovery access to their encrypted files by supplying the Recovery Key on their page.

Enter the recovery password

in order to recover the users

files during password change

Group Admin v Default - Mariwww/owncloud.

You may change your recovery key password.
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Change recovery key password:

(TIITIIXIT] Old Recovery key password

000000080 MNew Recovery key password

000000080 Repeat New Recovery key password

Change Password

Sharing a recovery key with a user group is not supported. This is only
. supported with the master key .

Changing the Recovery Key Password

If you have misplaced your recovery key password and need to replace it, hereOs what
you need to do:

1. Delete the recovery key from both data/owncloud_private keys and data/public-
keys .

2. Edit your database table oc_appconfig and remove the rows with the config keys
recoveryKeyld and recoveryAdminEnabled for the appid files_encryption

3. Login as admin and activate the recovery key again with a new password. This will
generate a new key pair.

4. All users who used the original recovery key will need to disable it and enable it
again. This deletes the old recovery share keys from their files and encrypts their
files with the new recovery key.

You can only change the recovery key password if you know the
| original. This is by design as only admins who know the recovery key
password should be able to change it. Otherwise admins could hijack
the recovery key from each other.

Replacing the recovery key will mean that all users will lose the
possibility to recover their files until they have applied the new
recovery key.

Decrypt User-Key Encryption

You must first put your ownCloud server into single-user mode to prevent any user
activity until encryption is completed.

sudo -u www-data php occ maintenance:singleuser --on
Single user mode is currently enabled

Disable Encryption

You may disable encryption only with occ. Make sure you have backups of all the
encryption keys, including those for all users. Next, put your ownCloud server into
single-user mode, and then disable your encryption module with this command:
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sudo -u www-data php occ maintenance:singleuser --on
sudo -u www-data php occ encryption:disable

Encryption cannot be disabled without the userOs password or file

n recovery key . If you donOt have access to at least one of these then
there is no way to decrypt all files. Then, take it out of single-user mode
when you are finished with this command:

sudo -u www-data php occ maintenance:singleuser --off

It is possible to disable encryption with the file recovery key if every user has enabled
it. In this case, "decrypt all* will decrypt all files of all users.

Itis not planned to move this to the next user login or a background
| job. If that was done, then login passwords would need to be stored in
the database, which could be a security issue.

Move Key Location

View current location of keys:

sudo -u www-data php occ encryption:show-key-storage-root
Current key storage root: default storage location (data/)

You can move the keys to another folder inside your data directory. Moving your keys
outside of your data folder is not supported. The folder must already exist, be owned
by and restricted to root and the webserver group. This example is for Ubuntu Linux.
Note that the new folder is relative to your data directory:

mkdir /var/www/owncloud/data/new_keys

chown -R root:www-data /var/www/owncloud/data/new_keys

chmod -R 0770 /var/www/owncloud/data/new_keys

sudo -u www-data php occ encryption:change-key-storage-root new_keys
Change key storage root from default storage location to new_keys

Start to move keys:

Key storage root successfully changed to new_keys

LDAP and Other External User Back-ends

If you use an external user back-end, such as an LDAP or Samba server, and you
change a userOs password on that back-end, the user will be prompted to change their
ownCloud login to match their next ownCloud login. The user will need both their old
and new passwords to do this.

If you have enabled the recovery key, then you can change a userOs password in the
ownCloud Users panel to match their back-end password, and then N of course N
notify the user and give them their new password.
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Encrypting External Mountpoints

You and your users can encrypt individual external mount points. You must have
external storage enabled on your Admin page, and enabled for your users. Encryption
settings can be configured in the mount options for an external storage mount; see
Mount Options

Sharing Encrypted Files

After encryption is enabled, your users must also log out and log back in to generate
their personal encryption keys. They will see a yellow warning banner that says
"Encryption App is enabled, but your keys are not initialized. Please log-out and log-in
again."

Also, share owners may need to re-share files after encryption is enabled. Users who
are trying to access the share will see a message advising them to ask the share owner
to re-share the file with them.

For individual shares, un-share and re-share the file. For group shares, share with any
individuals who canOt access the share. This updates the encryption, and then the
share owner can remove the individual shares.

Can not decrypt this file, probably
this is a shared file. Please ask the file

owner to reshare the file with you.

Encryption Configuration Quick Guide

Introduction

This quick guide gives a brief summary of the commands needed without going into
the details and backgrounds. See the full encryption configuration guide for more
details.

Master-Key-Based Encryption

Overview

¥ The recommended type of encryption.

¥ Best to activate on new instances with no data.

¥ If you have existing data, use the occ encryption:encrypt-all command.
Depending on the amount of existing data and the location, this operation can take
a long time.

Activate Master Key-Based Encryption

sudo -u www-data php occ maintenance:singleuser --on

sudo -u www-data php occ app:enable encryption

sudo -u www-data php occ encryption:enable

sudo -u www-data php occ encryption:select-encryption-type masterkey -y
sudo -u www-data php occ encryption:encrypt-all --yes

sudo -u www-data php occ maintenance:singleuser --off
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View the Encryption Status

sudo -u www-data php occ encryption:status

Decrypt Encrypted Files

Depending on the amount of existing data, this operation can take a long time.

sudo -u www -data php occ maintenance :singleuser --on
sudo -u www -data php occ encryption :decrypt -all
sudo -u www -data php occ maintenance :singleuser --off

Deactivate Master-Key-Based Encryption

sudo -u www-data php occ encryption:disable
# ignore the "already disabled” message
sudo -u www-data php occ app:disable encryption

If the master key has been compromised or exposed, you can replace it. You will need
the current master key for it.

sudo -u www-data php occ encryption:recreate-master-key

User-Key-Based Encryption

" User-Key encryption has been depreciated with ownCloud release 10.7

Activate User-Key-Based Encryption

sudo -u www-data php occ maintenance:singleuser --on

sudo -u www-data php occ app:enable encryption

sudo -u www-data php occ encryption:enable

sudo -u www-data php occ encryption:select-encryption-type user-keys
sudo -u www-data php occ encryption:encrypt-all --yes

sudo -u www-data php occ maintenance:singleuser --off

After User-specific encryption is enabled, users must log out and log back in to trigger
the automatic personal encryption key generation process.

Set a Recovery Key

¥ Goto Settings YAdmin YEncryption
¥ Set a recovery key password.

¥ Ask the users to opt-in to the recovery key.

If a user decides not to opt-in to the recovery key and forgets or loses
their password,  the userOs data cannot be decrypted . This leads to
permanent data loss
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They need to:

¥ Goto Settings YPersonal YEncryption
¥ Enable the Recovery Key

View the Encryption Status

sudo -u www-data php occ encryption:status

Decrypt Encrypted Files

If you have an ownCloud instance with only a few users, you can use the following
example to decrypt the files. Note that you have to enter the password for each user
manually. The admin must ensure all users have enabled the recovery password option
in their personal settings page.

sudo -u www-data php occ maintenance:singleuser --on
sudo -u www-data php occ encryption:decrypt-all

# Choose the "Recovery key" Option

# Enter ** Recovery Key ** for **each user **

# Recovery Key is a password  set by the admin
sudo -u www-data php occ maintenance:singleuser --off

If you have a large instance with many users, use this to decrypt the files:

¥ Set the environment variable with e.g. export OC_RECOVERY_PASSWORD=1111 ,
then run this set of commands and replace "1111" with your actual Recovery Key:

export OC_RECOVERY_PASSWORD=1111

sudo -u www-data php occ maintenance:singleuser --on

sudo -E -u www-data php occ encryption:decrypt-all -m recovery -c yes
sudo -u www-data php occ maintenance:singleuser --off

Deactivate User-Specific Key-based Encryption

sudo -u www-data php occ encryption:disable

# ignore the “already disabled” message
sudo -u www-data php occ app:disable encryption

Clean up Your Database
Access your ownCloud database and remove the remaining entries that have not been

automatically removed with this command:

DELETE FROM oc_appconfig WHERE appid ='encryption' ;
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Clean up Your Storage

The removal of remaining encryption keys is a manual process. You have to delete all
encryption keys on the storage by running the following command. Modify the path to

your data directory according to your installation. The find command limits the search
to exactly one directory below the user level and for security reasons prompts before

each deletion:

find /var/www/owncloud/data/ -mindepth 2 -maxdepth 2 -type d -name
"files_encryption” -exec rm -R -i {} +

External Storage

In this section you will find all the details you need to configure external storage in
ownCloud.

External Storage Configuration

Introduction

The External Storage Support application enables you to mount external storage
services and devices as secondary ownCloud storage devices. You may also allow users
to mount their own external storage services.

Starting with ownCloud 9.0, a new set of occ commands for managing external storage
is introduced.

This also includes an option for the ownCloud admin to enable or disable sharing on
individual external mountpoints . Sharing on such mountpoints is disabled by default.

Enabling External Storage Support

Tick the checkbox under Settings > Storage > "Enable External Storage"

External Storage

% Enable external storage

Storage Configuration

Before adding a storage in a production environment make sure its

n configuration is correct. Removal of the external storage or change of
its configuration does not remove metadata entries from the database
belonging to the previous storage configuration.

To create a new external storage mount, select an available backend from the
dropdown Add storage . Each backend has different required options, which are
configured in the configuration fields.
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External Storage

2 ) & Enable external storage
Senera
External storage has been disabled by the administrator
B Folder name Externa age Authenticati
Storage
Folder name Add storage -
U Securit Amazon 53
Google Drive
Addrona Allow users to mount external s| OPenStack Object Storage
ownCloud
_ SFTP
Admin SMB / CIFS
WebDAV
= App
Senera
m Storage
@ Encryption

Each backend may also accept multiple authentication methods. These are selected

with the dropdown under Authentication

. Different backends support different

authentication mechanisms; some specific to the backend, others are more generic.
See external_storage/auth_mechanisms for more detailed information.

When you select an authentication mechanism, the configuration fields change as
appropriate for the mechanism. The SFTP backend, for one example, supports

username and password
key .

External Storage

, Log-in credentials, save in session

, and RSA public

SFTP

SFTP

‘Username and password v l

Username and password l

Log-in credentials, save in session l l

RSA public key

Required fields are marked with a red border. When all required fields are filled, the
storage is automatically saved. A green dot next to the storage row indicates the
storage is ready for use. A red or yellow icon indicates that ownCloud could not
connect to the external storage, so you need to re-check your configuration and

network availability.

If there is a connection issue with the target storage, it will be marked

' as unavailable for ten minutes. To re-check it, click the

or reload your Admin page.

User and Group Permissions

A storage configured in a userOs Personal settings is available

[col ored icon]

only to the user that

created it. A storage configured in the Admin settings is available to all users by
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default, and it can be restricted to specific users and groups in the Available for

Availablefor

# guestD | [ % admin (group)
rooth
test]

test?

Adding a storage for users or groups you donOt have access rights to, an
error notification will be shown and a red square icon appears on the
mount.

Mount Options

Hover your cursor to the right of any storage configuration to expose the settings
button and trashcan. When clicking the trashcan icon, you delete the mountpoint. The
settings button allows you to configure each storage mount individually with the
following options:

¥ Encryption

¥ Read Only

¥ Previews

¥ Enable Sharing

¥ Filesystem check frequency (Never, Once per direct access)

The Encryption  checkbox is visible only, when the Encryption app is
enabled.

Enable Sharing allows the ownCloud admin to enable or disable sharing on individual
mountpoints. When sharing is disabled, the shares are retained internally, so that you
can re-enable sharing and the previous shares become available again. Sharing is
disabled by default.

1 Enable encryption
~ Enable previews
1 Enable sharing

Check for changes Once every direct access v

e
Once every direct access
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Using Self-Signed Certificates

When using self-signed certificates for external storage mounts, the certificate must
be imported into ownCloud.

| Please referto Importing System-wide and Personal SSL Certificates
. for more information.

Available storage backends

The following backends are provided by the external storages app. Other apps may
provide their own backends, which are not listed here.

| A non-blocking or correctly configured SELinux setup is needed for
. these backends to work. Please refer to the SELinux configuration

Allow Users to Mount External Storage

Check " Allow users to mount external storage " to allow your users to mount storages
on external services. Then enable the backends you want to allow.

% Allow users to mount external storage

Allow users to mount the following external storage
2 WebDAV

& ownCloud

SFTP

Amazon 53

Dropbox

Google Drive

OpenStack Object Storage

SMB / CIFS

(IR < <

n Be careful with the choices that you enable, as it allows a user to make
potentially arbitrary connections to other services on your network!

Detecting Files Added to External Storages

We recommend configuring the background job Webcron or Cron to enable ownCloud
to automatically detect files added to your external storages.

You cannot scan/detect changed files on external storage mounts when
you select the Log-in credentials, save in session authentication
mechanism. However, there is a workaround, and that is to use Ajax

cron mode. See Password-based Mechanisms  for more information.

ownCloud may not always be able to find out what has been changed remotely (files
changed without going through ownCloud), especially when itOs very deep in the folder
hierarchy of the external storage.

You might need to setup a cron job that runs

sudo -u www-data php occ files:scan --all’
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Alternatively, replace --all with the user name to trigger a rescan of the userOs files
periodically, for example every 15 minutes, which includes the mounted external
storage.

! See the occOs file operations  for more information.

Known limitations

¥ Removal of the external storage or change of its configuration does not remove
metadata entries belonging to the previous storage configuration. This may impact
performance of the installation as previous configuration metadata entries get
orphaned. Removal of orphaned entries requires manual deletion of orphaned
storage cache by its storage id.

External Storage Authentication Mechanisms

Introduction

ownCloud storage backends accept one or more authentication schemes such as
passwords, OAuth, or token-based, to name a few examples. Each authentication
scheme may be implemented by multiple authentication mechanisms. Different
mechanisms require different configuration parameters, depending on their behaviour.

Special Mechanisms

The None authentication mechanism requires no configuration parameters, and is
used when a backend requires no authentication.

The Built-in  authentication mechanism itself requires no configuration parameters,
but is used as a placeholder for legacy storages that have not been migrated to the
new system and do not take advantage of generic authentication mechanisms. The
authentication parameters are provided directly by the backend.

Password-based Mechanisms

The Username and password mechanism requires a manually-defined username and
password. These get passed directly to the backend.

The Log-in credentials, save in session mechanism uses the ownCloud login
credentials of the user to connect to the storage. These are not stored anywhere on
the server, but rather in the user session, giving increased security. The drawbacks are
that sharing is disabled when this mechanism is in use, as ownCloud has no access to
the storage credentials, and background file scanning does not work.

here is a workaround that allows background file scanning when using
Log-in credentials, save in session , and that isusing  Ajax cron
mode . Be aware that the Ajax cron mode is triggered by browsing the
ownCloud Web GUI.

Known Limitations

Please be aware that any operations must be performed by the logged-in mount owner,

as credentials are not stored anywhere. As a result, there are three known limitations,

for both admin and personal mounts where both have the " log-in credentials, save in
session " option.

These are:

1. Directly sharing the storage or any of its sub-folders will go through, but the

100 | External Storage


configuration/server/occ_command.pdf#the-filesscan-command
configuration/server/background_jobs_configuration.pdf
configuration/server/background_jobs_configuration.pdf

recipient will not see the share mounted. This is because the mount cannot be set

up due to missing credentials. Federated sharing is also affected, because it works

on a" public link share token " basis, which itself doesnOt contain the userOs storage
password. As a result, the storage cannot be mounted in this case either.

2. Any background task operating on the storage, such as background scanning.

3. Any occ command that operates on the storage, such as occ files:scan , will have no
effect.

Enterprise Users Only
I The enterprise version has a mode called " Save in DB " where the
credentials are saved, in encrypted form, in the database (via the WND
app). In this mode, all of the above operations work.

Public-key Mechanisms

Currently only the RSA mechanism is implemented, where a public/private keypair is
generated by ownCloud and the public half shown in the GUI. The keys are generated
in the SSH format, and are currently 1024 bits in length. Keys can be regenerated with
a button in the GUI.

Authentication ATiguraton

RSA public key -
Generate keys

OAuth

OAuth 1.0 and OAuth 2.0 are both implemented, but currently limited to the Dropbox
and Google Drive backends respectively. These mechanisms require additional
configuration at the service provider, where an app ID and app secret are provided
and then entered into ownCloud. Then ownCloud can perform an authentication
request, establishing the storage connection.

® sharedropbox Dropbox All Users x

Access granted

If ownCloud clients are unable to connect to your ownCloud server, check that the
bearer authorization header is not being stripped out

Amazon S3

Introduction

Amazon S3 is used to connect owncloud to your Amazon S3 bucket.

If your installation uses S3 as an external storage in any version before

" ownCloud 10.3, you have to install and enable files_external_s3
Otherwise, files stored on existing S3 external storages will not be fully
accessible.
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Configuration
To connect your Amazon S3 buckets to ownCloud, you will need:
¥ S3 access key

¥ S3 secret key

¥ Bucket name

Inthe Folder name  field enter a local folder name for your S3 mountpoint. If it does
not exist, it will be created.

In the Available for field, enter the users or groups who have permission to access
your S3 mount.

The Enable SSL checkbox enables HTTPS connections; using HTTPS is always highly
recommended.

External Storage

oc-files-wc

Amazon 53 and
® Amazons3 i All Users x

(¥)Enable SsL &
Enable Path Style

Optionally, you can override the hostname, port and region of your S3 server, which is
required for non-Amazon servers such as Ceph Object Gateway.

Enable path style is usually not required (and is, in fact, incompatible with newer
Amazon datacenters), but can be used with non-Amazon servers where the DNS
infrastructure cannot be controlled. Ordinarily, requests will be made with

http://bucket.hostname.domain/ , but with path style enabled, requests are made with
http://hostname.domain/bucket instead.

See External Storage Configuration for additional mount options and information, and
External Storage Authentication mechanisms for more information on authentication
schemes.

Dropbox

Introduction

Connecting Dropbox to your ownCloud installation requires only a few steps. Then you
can easily keep a Dropbox folder in sync with an ownCloud folder. This guide assumes
you already have a Dropbox account.
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Install the ownCloud Dropbox app

Install the External Storage Dropbox app from the ownCloud Marketplace

s )

External Storage: ... External Storage: ... Object Storage Su...

LDAP Home Conn...

1. Click [ Market] inthe ownCloud web Ul drop-down menu on the left side
2. Gotothe Storage category

3. Select External Storage: Dropbox App

4. Click [ NSTALL]

Create a Dropbox app

Next, you need to create a Dropbox app. To do that, open the new app creation form ,
where you see three settings:

1. "Choose an API" B> "Scoped access"

2. "Choose the type of access" B> "App folder"

3. "Name your app”

Read and agree to the Dropbox APl Terms and Conditions before clicking the blue
[ Creat e app] button. After you do that, the settings page for the application loads.

App folder name owncloud_x_share Change
App key e e
App secret Show
OAuth 2 Redirect URIs
https:// (http allowed for localhost) Add
n Redirect URI  : Here you must enter the exact URL of the page where

you configure the storage.
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Examples:

When configuring as an admin

http(s)://<<Server_Address>>/settings/admin?sectionid=storage

When configuringasa  user :

http(s)://<<Server_Address>>/settings/personal?sectionid=storage

Take note of the App key and App secret since youOll need them in the next step.

Create a Dropbox Share

Return to the ownCloud web interface. Under Admin YSettings YStorage , check the
[ Enabl e external storage] checkbox if itOs not already checked. Then, in the drop-
down list under  External storage , Sselect Dropbox V2.

Then, you need to provide a name for the folder in the "Folder name" field and a
"client key" and "client secret" under "Configuration”. The client key and client secret
values are the "App key" and "App secret" which you saw earlier in your Dropbox app
configuration settings.

After you have entered these values, click [ Gant access] . ownCloud then interacts
with the Dropbox API to set up the new shared folder. If the process is successful, a
green circle icon appears at the far left-hand side of the row next to the folder name.

External Storage

M Enat

Other Options

If you want to grant access to the share to a select list of users and groups, you can
add them to the field in the "Available for" column.

Using the Dropbox Share

After a Dropbox share is created, a new folder is available under "All Files" with the
name you provided when you created the share. It is represented by an external share
folder icon as in the image below.

External Storage

&

This links to a new folder in your Dropbox account under Dropbox YApps with the
name of the Dropbox app that you created.
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Now, if you add files and folders in either the new Dropbox folder or the new
ownCloud folder, they will be visible in both after theyOve been synced.

® ® E+3 Home - Dropbox | 3z Apps - Dropbox x| 4
& ()" @ oropbox, Inc (US)  hitps:/fwww.dropbox.cor & | Q Suchen e ¥ A A S OB 2 =
1
32 Dropbox * A a A D
g ropbox PpPs gty
Files Name ¢ Modified = Members = I= =
Share folder
My files * owncloud_x_share - Only you
Sharing Only you b

File requests

Deleted files

Using Dropbox
for work?
Try Drophox
Business!

Try it free

Personal

Only you . Privacy @

FTP/FTPS

If you want to mount an FTP Storage, please install the FTP Storage Support  app from
the ownCloud Marketplace.
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= Market

admin ~

Market FTP storage support

& exte

CATEGORIES

o o
- “o."a
- Clou

OWwn

SETTINGS

FTP backend for files_external

ownCloud 0.2.0 Apr 25,2017 GNU Affero General Public License

INSTALL

To connect to an FTP server, you will need:
¥ A folder name for your local mountpoint; the folder will be created if it does not
exist
¥ The URL of the FTP server
¥ Port number (default: 21)
¥ Username and password to access the resource

¥ Remote Subfolder, the FTP directory to mount in ownCloud. ownCloud defaults to
the root directory. If you specify a subfolder you must leave off the leading slash.
For example, public_html/images

Your new mountpoint is available to all users by default, and you may restrict access
by entering specific users or groups in the Available for field.

Optionally, ownCloud can use FTPS (FTP over SSL) by checking Secure ftps://
requires additional configuration with your root certificate, if the FTP server uses
self-signed certificate . See Importing System-wide and Personal SSL Certificates
more information.

106 | External Storage

. This

for


https://en.wikipedia.org/wiki/Self-signed_certificate
https://en.wikipedia.org/wiki/Self-signed_certificate
configuration/server/import_ssl_cert.pdf

External Storage

ftp.example.com:22
usgrname

W P FTP 00000000 * suppori(group)

public.htmly

| Secure ftps:/

The external storage = FTP/FTPSneeds the allow _url fopen PHP setting to be set to 1.
When having connection problems make sure that it is not set to 0 inyour php.ini . See
PHP Version and Information to learn how to find the right php.ini file to edit.

See External Storage Configuration for additional mount options and information.

FTP uses the password authentication scheme; see External Storage Authentication
mechanisms for more information on authentication schemes.

Google Drive

Introduction

Using the Google Drive external storage in ownCloud, you can mount all or a subfolder
of Google Drive.

For subfolders, use the following scheme:

¥ subfolder = empty (mounting the root, all of Google Drive will be used)

¥ subfolder = $user ($user variable represents the current logged in ownCloud
username)

¥ subfolder = name (a folder name, can be cascaded like namel/name2 or
name/$user)

If the subfolder is not present in Google Drive, no Google Drive mount
will be shown in the users file list.

Using subfolders is beneficial if you want to selectively encrypt Google
Drive mount points

| The variable $user is the substitute for the current logged-in user. The
. subfolder with the username must be created manually in Google Drive.

ownCloud uses OAuth 2.0 to connect to Google Drive. This requires configuration

through Google to get an app ID and app secret, as ownCloud registers itself as an

app.

All applications that access a Google APl must be registered through the Google Cloud
Console . Follow along carefully, because the Google interface is a bit of a maze and itOs

easy to get lost.

In the examples used,  <your domain>  represents how you access your ownCloud
server, where you see the login screen. This may look like:
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https://example.com
or
http://example.com
or

IP/owncloud

Preparations in the Google Cloud Console
Create a Google Drive Project

1. You can use your existing Google account such as Groups, Drive, or Mail, or create
a new one and log into the Google Cloud Console . After logging in click the [Create
Pr oj ect] button on the top right side.

= Google APIs |« N ~ Q

: o 0 2 : @

API Dashboard ENABLE APIS AND SERVICES

€<

Enabled APIs and services
Some APIs and services are enabled automatically

m
m
Thour | 6hours 12hours 1day 2days  4days 7days T14days 30days

O

Traffic Errors Median latency

Requests/sec Percent of requests Milliseconds

There is no traffic for this time period. There are no errors for this time period. There is no latency data.
API ~ Requests Errors Error ratio Latency, median Latency, 98%
Google Drive API - - - - —  Disable £
1>
2. Add a new project by clicking the [ +] button on the top right side.
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Select

‘ Q bearch projects and folders

Recent  All

CANCEL OPEN

3. Give your project a name, and either accept the default Project ID  or create your
own, then click the [ Cr eat e] button. For this example a random name was chosen,
"owncloud-04-27". However, feel free to choose your own name.

= GoogleAPls Q@ # 0o 0 2 : @

New Project

@ Youhave 11 projects remaining in your quota. Learn more.

Project name

| ownCloud-04-27

‘Your project ID will be owncloud-04-27 © Edit

4. After your project is created, click on the [notifications bell] and select your
project.
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Google APls 3« I ~

API APIs & Services

# Create Project: ownCloud-04-27 3m
‘& DEEilEn Enabled APIs and services
Some APls and services are enabled automatically SEE ALL ACTIVITY
o Library
1 hour 6h 12h 1 day 2d 4d 7d 14d 30d
O Credentials
Traffic Errors Median latency
Requests/sec Percent of requests Milliseconds
There is no traffic for this time periThere are no errors for this time peri There is no latency data.
APl ~ Requests Errors Error ratio Latency, median Latency, 98%
Google Drive - - - - - Disable
API
<l
5. Go to Api overview to select googleOs API.
= Go gle APls %e ownCloud-04-27 ~ Q s 0 0 a H .
DASHBOARD ACTIVITY #' CUSTOMIZE
2® Project info APL APls H & Google Cloud Platform status
Project name Requests (requests/sec) All services normal
ownCloud-04-27
0.0175
Project ID 9 Go to Cloud status dashboard
owncloud-04-27
0.0170
Project number
1093683589836
0.0165 .
(&) Error Reporting
- Goto project settings 0.0160 No sign of any errors. Have you set up
Error Reporting?
0.0155
12:30 1PM Learn how to set up Error Reporting
& Resources >
[ J
This project has no resources api/request_count:consumed_api:REDUCE_SUM(own¢
04-27)
0017 B2 News

Trace

No trace data from the past 7 days

A Get started with Stackdriver Trace

Dashboard

Q

ENABLE APIS A

s o o[2]: @

Notifications

9 Go to APls overview

https://console.developers.google.com/apis/enabled?show=all&project=owncloud-04-27

6. Select Google Drive API
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API APIs & Services

g Dashboard

&

Library

EE

O Credentials

<l

Google APls 8¢ ownCloud-04-27 ~ Q

=
[
®
»
®

Dashboard ENABLE APIS AND SERVICES

No APIs or services are enabled
Browse the Library to find and use hundreds of available APIs and services

Popular APIs and services VIEW ALL (189)
Google Drive API Gmail API
Google Google
The Google Drive API allows Flexible, RESTful access to the
clients to access resources from user's inbox
Google Drive

https://console.developers.google.com/apis/library/drive.googleapis.com?id=e44a1596-da14-427¢c-9b36-5ebbacce3775&project=owncloud-04-27

7. Enable the Google Drive API

= Google APls 8¢ ownCloud-04-27 ~ Q

< APl Library

Type
APIs & services

Last updated
1/9/18,1:11 PM

Category
Storage
G Suite

Service name
drive.googleapis.com

-]
|-}
®
»
®

Google Drive API

Google

The Google Drive API allows clients to access resources from Google
Drive

ENABLE TRY THIS API [

Overview
The Google Drive API allows clients to access resources from Google Drive.

About Google

Google's mission is to organize the world's information and make it universally accessible and useful.
Through products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube,
Google plays a meaningful role in the daily lives of billions of people.

Tutorials and documentation

Learn more [

8. You now must create your credentials.
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9. First, select

Google APls 8¢ ownCloud-04-27 ~ Q = o
APIs & Services & Google Drive API W DISABLE
Dashboard
To use this AP, you may need credentials. Click "Create credentials" to get started.
Library
Overview Drive Ul Integration Quotas
Credentials

About this API

All APl versions ~ All API cr s ¥ All APl methods ~ 1 hour 6 hours

Traffic By response code ~

Requests/sec (1 min average)

12 hours

Documentati

1day | 2da

There is no data for this API in this time span

[ Wb Browser] and [User data].

= Go gle APls 8* ownCloud-04-27 ~ Q s 0 0 a : .
API APIs & Services Credentials
<%  Dashboard dd d ial .
Add credentials to your project
1 Library
1 Find out what kind of credentials you need
(i Credentials We'll help you set up the correct credentials
If you wish you can skip this step and create an API key, client ID, or service account
Which API are you using?
Determines what kind of credentials you need.
Google Drive API -
Where will you be calling the API from?
Determines which settings you'll need to configure.
Web browser (Javascript) -
What data will you be accessing?
Access data belonging to a Google user, with their permission
Application data
Access data belonging to your own application
2 Get your credentials
<l Cancel
10. The next screen that opens is Create OAuth 2.0 Client ID . Enter your app name.
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Google APls 8¢ ownCloud-04-27 ~ Q

API APIs & Services Credentials

<%  Dashboard

Add credentials to your project

o Library
@ Find out what kind of credentials you need
O Credentials Calling Google Drive API from a web browser
2 Create an OAuth 2.0 client ID
Name
ownCloud-10.0.8
Restrictions
Enter JavaScript origins, redirect URIs, or both
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It
can't contain a wildcard (https://*.example.com) or a path (https://example.com
/subdir). If you're using a nonstandard port, you must include it in the origin URL
Authorized redirect URIs
For use with requests from a web server. This is the path in your application that users
are redirected to after they have authenticated with Google. The path will be appended
with the authorization code for access. Must have a protocol. Cannot contain URL
fragments or relative paths. Cannot be a public IP address.
Create client ID
<l

Configure Authorisations

These authorisations are necessary to tell Google which source URI requests are
allowed. You can configure multiple Authorized URIs if you wish to enable admin and
personal access at the same time for different purposes.

Authorized Redirect URIs

To configure  Authorized Redirect URIs  , select one of the two possible URI Schemes. If
you are configuring storage as an administrator - choose the admin URI, if you are a
user and configure your personal storage - pick the personal URI.

https://<your domain>/index.php/settings/admin?sectionid=storage
or
https://<your domain>/index.php/settings/personal?sectionid=storage

Authorized JavaScript Origins

This is just https://<your domain> which represents how you access your ownCloud
server, where you see the login screen.

Configure to connect to Google Drive

The following example procedure configures an admin based storage mount. The
domain used in this example is http://51a8725b.ngrok.io

1. Login to your ownCloud account
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® ﬁ'l51aS?ZSb.ngrok.ioIindex.php[login e O 17

2. Go to Storage in the Settings

Admin
= Apps

General

L User Authentication

8 Encryption

3. Enable external Storage

External Storage

Enable external storage
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4. Select Google Drive

Folder name Add storage -

Amazon 53
Google Drive
Allow users to mount externa openstack Object Storage
ownCloud
SFTP
SMB [ CIFS
WebDAV

5. The Google Drive App is enabled

Give the mount point a meaningful name. We have used Google Drive in this
example.

T Ererid et S s = =iz

6. Copy the Authorized Redirect URI from the browser

51a8725b.ngrok.io/index.php/settings/admin?sectionid=storage

7. Enter it the Google Drive Console here

= Google APls 8 ownCloud-0427 ~ Q
API APIs & Services Credentials
O TN S STy DTS
ey Dashboard Calling Google Drive API from a web browser
W |ibrary 2 Create an OAuth 2.0 client ID
Name

or  Credentials ownCloud-10.0.8

Restrictions
Enter JavaScript origins, redirect URIs, or both

Authorized JavaScript origins

For use with requests from a browser. This is the arigin URI of the client application. It
can't contain a wildcard (https:/*.example.com) or a path (https:/example.com
/subdir). If you're using a nonstandard port, you must include it in the origin URIL.

http://51a8725b.ngrok.io X

https xample.com

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users
are redirected to after they have authenticated with Google. The path will be appended
with the authorization code for access. Must have a protocol. Cannot contain URL

l http://51a8725b.ngrok.io/index.php/settings/admin?sectionid=storage

Create client ID
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8. Choose a project name for the consent screen.

A consent screen has to be created. This is the information in the screen Google
shows you when you connect your ownCloud Google Drive app to Google the first
time.

Add credentials to your project

@& Find out what kind of credentials you need
Calling Google Drive APl from a web browser

® Create an OAuth 2.0 client ID
Created OAuth client ‘'ownCloud-10.0.8"

3 Setup the OAuth 2.0 consent screen

Email address

| n —
—— -
Product name shown to users — o -
-
‘ ownCloud

More customization options

The consent screen will be shown to users
: whenever you request access to their private
data using your client ID. It will be shown for

all applications registered in this project.

You must provide an email address and
product name for OAuth to work.

9. Download the credentials as JSON file.

Credentials

Add credentials to your project

@ Find out what kind of credentials you need
Calling Google Drive APl from a web browser

@& Create an OAuth 2.0 client ID
Created OAuth client ‘'ownCloud-10.0.8'

@& Set up the OAuth 2.0 consent screen

4 Download credentials

Client ID 1093683589836-8666mgnfamacbgqgicgej7Irrpjth5ba.apps.googleusercontent.com

Download this credential information in JSON format. This is always available for you on the credentials page.

| Download | I'll do this later

You can either open this file with the editor of your choice (SublimeText for
example), or you can put in your web browser to view it. You can always download
this data from your Google Drive project at a later time for other Google Drive
mounts.

116 | External Storage



Here is an example output:

web:
client_id: "1893683589836-8bbbmgntamgcbggqgicgej/1lrrpjthiba. apps.googleusercontent. com™
TR oD Te K elu Lo o i
auth_uri: "https://accounts.google. com/o/oauth2/auth”
token_uri: "https://accounts.google. com/o/oauth2/token™
Guih orovdider 000 cort els et s coocleande con/oauth2 /vl /certs”
client_secret: "CrIkSysecuRL1nViyliytPuWh"

redirect_uris:
a: "http://51a8725b.ngrok.ic/index.php/settings /admin?sectionid=storage”

javascript_origins:
a: "http://51a8725b.ngrok. ic”

10. Client ID and Client Secret

Enter the Client ID and Client Secret in the ownCloud Google Drive mount screen
and click [ Grant Access]. Now you have everything you need to mount your
Google Drive in ownCloud. Your consent page appears when ownCloud makes a
successful connection.

Click [ Al'l ow] when the consent screen appears.

External Storage

Enable external storage
External storage has been disabled by the administrator

Folder name External storage Authentication ~ Configuration Available for
ogleusercontent.com
. GoogleDrive Google Drive ol OAuth2 IEEEEE00886688088 All users. Type to select user or group ]
Folder name Add storage
11. Success
You are finished when you see the green light confirming a successful connection.
See the External Storage Configuration for additional mount options and
information.
SubFolder
1 g
®  GoogleDrive Google Drive {3} OAuth2 = All users. Type to select user or grouf v

Grant access

12. Files View

Go to your files view. You will see the newly mounted Google Drive.
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configuration/files/external_storage/configuration.pdf

- Documents 13 minutes ago
GoogleDrive Pending

- Photos 13 minutes ago
ownCloud Manual 4.8 MB 13 minutes ago

Local

Local storage provides the ability to mount any directory on your ownCloud server
that is:

¥ Outside of your ownCloud data/ directory

¥ Both readable and writable by your HTTP server user

Since this is a significant security risk, Local storage is only configurable via the
ownCloud admin settings. Non-admin users cannot create Local storage mounts.

See Set Correct Permissions  for information on correct file permissions, and find your
HTTP user PHP Version and Information

To enable Local storage, you must first enable it by editing your ownCloud
installationOs config/config.php file adding the following configuration key:

‘files_external_allow_create_new_local' => 'true',

To manage Local storage, navigate to Settings YAdmin YStorage . You can see an
example in the screenshot below.

External Storage

rm
I

® Local Local /shared/projects All Users x

Inthe Folder name field enter the folder name that you want to appear on your
ownCloud Files page. In the Configuration field enter the full file path of the

directory you want to mount. In the Available for field enter the users or groups who
have permission to access the mount; by default all users have access.

See External Storage Configuration for additional mount options and information, and
External Storage Authentication mechanisms for more information on authentication
schemes.

ownCloud

An ownCloud storage is a specialized webdav storage, with optimizations for
ownCloud-ownCloud communication. See the webdav documentation to learn how to
configure an ownCloud external storage.
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installation/manual_installation/manual_installation.pdf#script-guided-installation
configuration/general_topics/general_troubleshooting.pdf#php-version-and-information
configuration/files/external_storage/configuration.pdf
configuration/files/external_storage/auth_mechanisms.pdf

When filling in the URL field, use the path to the root of the ownCloud installation,
rather than the path to the WebDAYV endpoint. So, for a server at
https://example.com/owncloud , use https://example.com/owncloud and not
https://example.com/owncloud/remote.php/dav

¥ See External Storage Configuration for additional mount options and information.

¥ See External Storage Authentication Mechanisms for more information on
authentication schemes

S3 Compatible Object Storage as Primary Storage Location

Introduction

Administrators can configure Amazon S3 compatible object storages as the primary

ownCloud storage location with the S3 Primary Object Storage app. The referencing
name is files_primary_s3 . Using files _primary_s3 replaces the default ownCloud
owncloud/data directory. However, you need to keepthe owncloud/data directory for
the following reasons:

¥ The ownCloud log file is saved in the data directory.
¥ Legacy apps may not support using anything but the owncloud/data directory.
Even if the ownCloud log file is stored in an alternate location (by

changing the location in config.php ), owncloud/data may still be
required for backward compatibility with some apps.

That said, Object Storage Support (objectstore ) is still available, but the S3 Primary
Object Storage app is the preferred and only supported way to provide S3 storage

support as primary storage. ownCloud provides consulting for migrations from

objectstore ! files_primary_s3

Consider the following differentiation:

External Storage: S3
Integrate S3 object storages as external storages

S3 Primary Object Storage
Leverage object storage via S3 as primary storage

! OpenStack Swift has been deprecated.

When using files_primary_s3 , the Amazon S3 bucket to be used needs to be created
manually first, according to the Amazon S3 developer documentation and versioning
needs to be enabled for this bucket.

Implications
Read the following implications carefully BEFORE you startusing files_primary s3
1. Apply this configuration before the first login of any user b including the admin

user; otherwise, ownCloud can no longer find the userOs files.

2. In"object store" mode as primary storage access, ownCloud expects exclusive
access to the object store container, because it only stores the binary data for each
file. While in this mode, ownCloud stores the metadata in the local database for
performance reasons.

3. The current implementation is incompatible  with any app that uses direct file /0
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(input/output) as it circumvents the ownCloud virtual file system. An excellent
example is the Encryption app , which fetches critical files in addition to any
requested file, which results in significant overhead.

Therefore encrypting the S3 primary storage via ownCloud has been

disabled and can not be enabled

4. When requiring encryption for the bucket containing the primary storage, use the
bucket built-in encryption provided by the S3 API. See the configuration examples
below how to enable it.

5. When using S3 primary storage with multiple buckets, it is not recommended to
use the command to transfer file ownership between users ( occ files:transfer-
ownership ) as shares on the files can get lost. The reason for this is that file IDs are
changed during such cross-storage move operations.

Configuration

Copy the following relevant example part to your config.php file.

Any object store needs to implement
\\OCP\\Files\\ObjectStore\IObjectStore and can be passed parameters in

the constructor with the arguments key, as in the following example:
<? php
$CONFIG = [
E 'objectstore’ => |
! E ‘class' =>

‘Implementation\OMNOCP\\Files\\ObjectStore\\IObjectStore’
= ‘'arguments’ => |

= [T M My M

Amazon S3

The S3 backend mounts a bucket of the Amazon S3 object store into the virtual
filesystem. The class to be used is OCA\Files_Primary_S3\S3Storage , as in the following
example:
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<? php
$CONFIG = [

E 'objectstore’ => |
E ‘class' => 'OCA\Files_Primary S3\S3Storage'
E ‘arguments' => |
E Il replace with your bucket
E 'bucket’ => ‘owncloud' ,
E /l uncomment to enable server side encryption
E II'serversideencryption' => 'AES256',
E ‘options'  => [
E /I version and region are required
E 'version' => '2006-03-01' ,
E /I change to your region
E 'region’ => ‘eu-central-1'
E ‘credentials' => [
E Il replace key and secret with your credentials
E 'key' => 'owncloud123456'
E 'secret’ => 'secretl23456'
E I
E 1,
E ]
El
I;
Ceph S3

The S3 backend can also be used to mount the bucket of a Ceph S3 object store via the
Amazon S3 API into the virtual filesystem. The class to be used is
OCA\Files_Primary_S3\S3Storage
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<? php
$CONFIG = [

E 'objectstore’ => |
E ‘class' => 'OCA\Files_Primary S3\S3Storage'
E ‘arguments' => |
E Il replace with your bucket
E 'bucket’ => ‘owncloud' ,
E /l uncomment to enable server side encryption
E II'serversideencryption' => 'AES256',
E ‘options'  => [
E /I version and region are required
E 'version' => '2006-03-01'
E 'region' => ",
E Il replace key, secret and bucket with your credentials
E ‘credentials' => [
E Il replace key and secret with your credentials
E 'key' => ‘owncloud123456' |,
E 'secret’ => 'secretl23456'
E I
E /l replace the ceph endpoint with your rgw url
E 'endpoint’  => ‘http://ceph:80/'
E /I Use path style when talking to ceph
E ‘'use_path_style_endpoint'  => true ,
E 1,
E 1
El
I;
Scality S3

The S3 backend can also be used to mount the bucket of a Scality S3 object store via
the Amazon S3 API into the virtual filesystem. The class to be used is
OCA\Files_Primary_S3\S3Storage
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<? php
$CONFIG = |

E 'objectstore’ => |
E ‘class' => 'OCA\Files_Primary S3\S3Storage'
E ‘arguments' => |
E Il replace with your bucket
E 'bucket’ => ‘owncloud' ,
E /l uncomment to enable server side encryption
E /I'serversideencryption' => 'AES256',
E ‘options'  => [
E /I version and region are required
E 'version' => '2006-03-01' |,
E 'region’ => 'us-east-1' ,
E ‘credentials'’ => |
E Il replace key and secret with your credentials
E 'key' => ‘'owncloud123456'
E 'secret’ => 'secret123456'
E 1,
E 'use_path_style_endpoint’  => true ,
E ‘endpoint’  => ‘http://scality:8000/
E 1,
E 1
E 1
I;
SFTP

ownCloud®s SFTP (FTP over an SSH tunnel) backend supports both password and
public key authentication.

The Host field is required; a port can be specified as part of the Host field in the
following format: hostname.domain:port . The default port is 22 (SSH).

For public key authentication, you can generate a public/private key pair from your
SFTP with secret key login configuration.

External Storage

m
T
n
J
m
T
T
]

Folder name

SFTP SFTP :Username and password i

Username and password l Username l
Log-in credentials, save in session -
RSA public key l P i l

After generating your keys, you need to copy your new public key to the destination
server to .ssh/authorized_keys . ownCloud will then use its private key to authenticate
to the SFTP server.

The default Remote Subfolder is the root directory (/) of the remote SFTP server, and
you may enter any directory you wish.
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¥ See External Storage Configuration for additional mount options and information.

¥ See External Storage Authentication Mechanisms for more information on
authentication schemes

Samba File Server Configuration (SMB/CIFS)

Introduction

ownCloud can connect to Windows file servers, and other SMB-compatible servers
(e.g., Samba), by usingthe SMBJ/CIFS backend.

Dependencies

To connect ownCloud to an SMB file server, you need to prepare your server. Please
see the Manual Installation on Linux guides for more information, prerequisites and
requirements.

Access Testing

To ensure that you can connect to your file server with SMB, do a small test upfront
like the following.

sudo smbclient -L <file_server_name> -U <full_domain_name>/<user_name>

Please fix any issues before you connect ownCloud to a SMB file server.

Configuration

When configuring ownCloud, you will need the following information:

The folder name, which will be your local mount point.

The URL of the Samba server.

The username or domain/username used to login to the Samba server.
The password to login to the Samba server.

The share name to mount on the remote Samba server.

K K K K K K

The remote subfolder inside the remote Samba share to mount. This is optional, as
it defaultsto /.

To assign the ownCloud logon username automatically to the
subfolder, use  $user instead of a subfolder name. The
foldername=username must be present and is not created on
access.

¥ The ownCloud users and groups who get access to the share.

Optionally, you can specify a Domain . This is useful in cases where the
SMB server requires a domain and a username, and an advanced
authentication mechanism like Active Directory (AD), or when using

session credentials where the username cannot be modified. This is
concatenated with the username, so the backend gets

domain\username
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smbserver

users
@® smbcifs SMB / CIFS iSession credentials v All users. Type to select

Username and password /shared
Session credentials )

Further Information

¥ External Storage Configuration for additional mount options and information.

¥ External Storage Authentication Mechanisms for more information on
authentication schemes.

WebDAV
Use this backend to mount a directory from any WebDAV server, or another ownCloud

Server.

https:/fremoteserve

admin

® ocremote ownCloud All Users x

/

_ | Secure https://

You need the following information:

¥ The name of your local mountpoint. Optionally, a Remote Subfolder can be specified
to change the destination directory. The default is to use the whole root.
¥ The URL of the WebDAV or ownCloud server.

¥ The username and password for the remote server.

| We always recommend  https:// for security reasons, SO encourage you
. to enable [Secure https://].
! CPanel users should install Web Disk to enable WebDAV functionality.

Further Reading

¥ See External Storage Configuration for additional mount options and information.

¥ See External Storage Authentication Mechanisms for more information on
authentication schemes.

Files and Sharing

This section contains all of the file and sharing related configuration documentation. It
includes such topics as:

¥ Default Files Configuration
¥ File Sharing Configuration
¥ Federated Cloud Sharing Configuration
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¥ Manual File Locking

Big File Upload Configuration

System Configuration

¥ Make sure that the latest version of PHP, supported by ownCloud , is installed.
¥ Disable user quotas, which makes them unlimited.

¥ Your temp file or partition has to be big enough to hold multiple parallel uploads
from multiple users. For example, if the average upload file size is 4GB and the
average number of users uploading at the same time is 25 , then youOll need 200GB
of temp space, as the formula below shows.

2 x 4 GB x 25 users = 200 GB required temp space

Twice as much space is required because the file chunks will be put together into a
new file before it is finally moved into the userOs folder.

In Centos and RHEL, Apache has a few more default configurations
within systemd. You will have to set the temp directory in two places:

1. Inphp.ini, e.g., sys_temp_dir = "/scratch/tmp"

2. In Apache systemd file e.g. sudo systemctl edit httpd and
change/add:

PrivateTmp=false

When done, you need to reload the daemon and restart the service

sudo systemctl daemon-reload
sudo systemctl restart httpd

Please do not change /usr/lib/systemd/system/httpd.service directly,
only use sudo systemctl edit httpd . If not doing so, a httpd package
upgrade may revert your changes.

Configuring Your Web Server

ownCloud comes with its own owncloud/.htaccess file. Because php-fpm
canOt read PHP settings in  .htaccess these settings must be set in the
owncloud/.user.ini  file.

Set the following two parameters inside the corresponding php.ini file (see the
Loaded Configuration File section of PHP Version and Information to find your
relevant php.ini files):

php_value upload_max_filesize = 16G
php_value post_max_size = 16G

Adjust these values for your needs. If you see PHP timeouts in your logdfiles, increase
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the timeout values, which are in seconds, as in the example below:

php_value max_input_time 3600
php_value max_execution_time 3600

mod_regtimeout

1707-update-big-file-upload-docs The mod_reqtimeout  Apache module could also stop
large uploads from completing. If youOre using this module and getting failed uploads

of large files, either disable it in your Apache config or raise the configured
RequestReadTimeout timeouts.

Disable mod_reqgtimeout On Ubuntu

On Ubuntu, you can disable the module by running the following command:

a2dismod regtimeout

Disable mod_regtimeout On CentOS

On CentOS, comment out the following line in /etc/httpd/conf/httpd.conf
LoadModule  reqgtimeout_module modules/mod_regtimeout.so

When you have done run asdismod or updated /etc/httpd/conf/httpd.conf , restart
Apache.

There are also several other configuration options in your web server
config which could prevent the upload of larger files. Please see your
web serverOs manual, for how to configure those values correctly:

Apache

¥ LimitRequestBody

¥ SSLRenegBufferSize
Apache with mod_fcgid

¥ FcgidMaxRequestinMem
¥ FcgidMaxRequestLen

If you are using Apache/2.4 with mod_fcgid, as of February/March

2016, FcgidMaxRequestinMem  still needs to be significantly increased
$ from its default value to avoid the occurrence of segmentation faults

when uploading big files. This is not a regular setting but serves as a

workaround for ~ Apache with mod_fcgid bug #51747

Setting FcgidMaxRequestinMem  significantly higher than usual may no longer be
necessary, once bug #51747 is fixed.

Configuring PHP

If you donOt want to use the ownCloud .htaccess or .user.ini file, you may configure
PHP instead. Make sure to comment out any lines .htaccess about upload size, if you
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entered any.

I If you are running ownCloud on a 32-bit system, any open_basedir
. directive in your  php.ini file needs to be commented out.
Set the following two parameters inside php.ini , using your own desired file size

values, as in the following example:

upload_max_filesize = 16G
post_max_size = 16G

Tell PHP which temp file you want it to use:

upload_tmp_dir = /var/big_temp_file/

Output Buffering must be turned off in .htaccess or .user.ini or php.ini , or PHP will
return memory-related errors:

output_buffering =0

Configuring ownCloud

As an alternative to the upload_tmp_dir of PHP (e.g., if you donOt have access to your
php.ini ) you can also configure a temporary location for uploaded files by using the
tempdirectory  setting in your  config.php .

If you have configured the session_lifetime  setting in your  config.php . See Sample
Config PHP Parameters , to make sure it is not too low. This setting needs to be
configured to at least the time (in seconds) that the longest upload will take. If unsure,
remove this entirely from your configuration to reset it to the default shown in the
config.sample.php

General Upload Issues

Various environmental factors could cause a restriction of the upload size. Examples
are:

¥ The LVE Manager of CloudLinux which setsan 1/O limit .

¥ Some services like  Cloudflare are also known to cause uploading issues.

¥ Upload limits enforced by proxies used by your clients.

¥ Other webserver modules like described in General Troubleshooting

Long-Running Uploads

For very long-running uploads (those lasting longer than 1 hr) to public folders, when
chunking is not in effect , 'filelocking.ttl' should be set to a significantly large value. If

not, large file uploads will fail with a file locking error, because the Redis garbage

collection will delete the initially acquired file lock after 1 hour by default.

To estimate a good value, use the following formula:
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time in seconds = (maximum upload file size / slowest assumed upload
connection).

For the value of " slowest assumed upload connection ", take the upload speed of the
user with the slowest connection and divide it by two. For example, letOs assume that

the user with the slowest connection has an 8MBit/s DSL connection; which usually

indicates the download speed. This type of connection would, usually, have 1MBit/s

upload speed (but confirm with the ISP). Divide this value in half, to have a buffer

when there is network congestion, to arrive at 512KBit/s as the final value.

Manual File Locking

Introduction

Manual file locking allows users, if enabled, to lock files in shared areas while working
on them in order to prevent concurrent changes from other users (check-in/check-out).

The feature builds on the WebDAV Locks backend which has been introduced with
Server 10.1 and is now available in the ownCloud Web Interface. All storages are
supported as locking takes place on the WebDAV level. The locks will only be available
via ownCloud, not when a user works directly on the storage. Using the context menu
of files, every user who has access can lock them. Users can recognize locked files by
the means of a new lock indicator. While a file is locked, other users can still access it
but they can not make any changes. Locked files can manually be unlocked by the lock
owner (the user who locked the file; exclusive locking) using the "Locks" tab in the file
details view (right sidebar).

Enable or Disable the Ul Component

The user-facing components in the web interface are disabled by
I default because this feature allows users to chk other users' files
exclusively . Even the owner of the file canOt unlock them, only the
locking user can unlock until the lock expires.

By default, locks set by the user in the web interface will expire after 30 minutes. The
maximum lock time by default is 24 hours.

The main user-facing component in the web interface looks like in the following
screenshots. If  Manual File Locking is disabled, the additional user-facing components
are not present:
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Manual Locking Disabled Manual Locking Enabled

+* TestFolder + %+ TestFolder +
my testfile my testfile
test_file 0 test_file.txt
i De i De
# Rename # Rename
+ +
& &
) C ) Cop
8 oo
W Delete B Open in Text Edit
T Delere

If manual locking is enabled, the following additional user-facing components are
present:

% TestFolder + + TestFolder o
This resource is locked.
Click to see more

details.

my testfie

mytestile o
test_file Q

4 minutes ago

test_file txt

my testfile . X my testfile .
test file.txt test_file.txt

Activities “omments Locks Activities _omments Locks

mmattel ( ) has mmattel |

locked this resource via ;’FestFolder;’test_ﬂle.t;f't locked this resource via /TestFolder/tegt

Administrators can enable Manual File Locking  for users either via the web interface
or by executing an occ command:

Web interface
Goto Settings YAdmin  YAdditional
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Manual File Locking

Default timeout for the locks if not specified (in seconds) 1800

Maximum timeout for the locks (in seconds) 86400

Enable manual file locking on clients

Using the occ command

sudo -u www-data php occ config:app:set files enable_lock_file_action --value yes

Configuration

To prevent files being locked infinitely, there is a mechanism that automatically expires
locks after a certain time. The expiration time of locks can either be configured via the
web interface or using occ commands:

The default timeout for the locks is, if not specified (in seconds):

Maximum lifetime of a lock set via the web interface (or by not specifying a timeout
value when calling the WebDAV Locks API).

The maximum timeout for the locks (in seconds):

Maximum lifetime of locks which is allowed to be set by calling the WebDAV Locks
API.

Web interface

Goto Settings YAdmin YAdditional
The image is the same as shown above when enabling or disabling Manual File
Locking .

Using the occ command
¥ Default locks timeout

sudo -u www-data php occ config:app:set files lock_timeout_default --value
1800

¥ Maximum locks timeout

sudo -u www-data php occ config:app:set files lock timeout_max --value
86400

Providing Default Files

You may distribute a set of default files and folders to all users by placing them in the
owncloud/core/skeleton  directory on your ownCloud server. These files appear only to
new users after their initial login, and existing users will not see files that are added to
this directory after their first login. The files in the skeleton directory are copied into

the usersO data directories, so they may change and delete the files without affecting
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the originals.

This screenshot shows a set of photos in the skeleton directory.

They appear on the user®s ownCloud Files page just like any other files.

132 | Files and Sharing



