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Introduction

Welcome to the ownCloud Server Administration Guide. This guide describes
administration tasks for ownCloud, the flexible open source file synchronization and
sharing solution. ownCloud includes the ownCloud server, which runs on Linux, client
applications for Microsoft Windows, Mac OS X and Linux, and mobile clients for the
Android and Apple iOS operating systems.

Current editions of ownCloud manuals are always available online at doc.owncloud.org
and doc.owncloud.com.

ownCloud server is available in three editions:

* The free community-supported server. This is the core server for all editions.

e The Standard Subscription for customers who want paid support for the core
Server, without Enterprise applications.

* The Enterprise Subscription provides paid support for the Enterprise Edition. This
includes the core Server and Enterprise apps.

ownCloud Videos and Blogs

See the official ownCloud channel and ownClouders community channel on YouTube
for tutorials, overviews, and conference videos. Visit ownCloud Planet for news and
developer blogs.

Target Audience

This guide is for users who want to install, administer, and optimize their ownCloud
servers. To learn more about the ownCloud Web user interface, and desktop and
mobile clients, please refer to their respective manuals:

* ownCloud User Manual

* ownCloud Desktop Client

* ownCloud Android App

* ownCloud iOS App
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Changes in 10.6.0

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.6 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Migrations

* To allow sharing files with very long names (> 64 characters) via federation, a
migration step will run. The impact on upgrade duration depends on the number of
federated shares. #37835

PHP 7.2 Deprecation Note

PHP 7.2 recently reached its end of life and is not maintained anymore. ownCloud
Server will, therefore, drop support in one of the next minor versions as well. If you're
running on PHP lower than 7.3, please make sure to schedule an upgrade to PHP 7.4
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as soon as possible. See the system requirements for more information.

ownCloud Web - The New Web Frontend for ownCloud

ownCloud Server 10.6 comes with the prerequisites to run the new ownCloud Web
frontend as an optional component on top of it.

* The new server version comes with a switcher to the new frontend ("New Design").
It will be available to users in the apps menu if the address of ownCloud Web is
specified in config.php. Likewise, the new frontend comes with a switcher back to
the classic frontend ("Classic Design") to allow users to navigate back and forth.

* Pre-signed URLs allow proper downloading and streaming of files in ownCloud
Web.

* A capability for the Favorites feature makes it available in ownCloud Web.
There are different ways to deploy ownCloud Web with ownCloud Server. We strive to
make it as easy as possible to make the new frontend available to users. For this, there
is the new app for Web on the ownCloud Marketplace. It can be installed on ownCloud

10 servers with the regular tools. The app will make the new frontend available as
described above when deployed and configured correctly.

(r) Deploying ownCloud Web via the Marketplace app is the currently
w recommended approach.

Requirements for deploying ownCloud Web as an app for ownCloud Server 10

e ownCloud Server 10.6
e OAuth2 or OpenID Connect is used for client authorization.
e ownCloud Web is installed and enabled.

* ownCloud Server and ownCloud Web are configured as outlined in the
documentation.

Other Notable Changes
» Federated shares can now also have an expiration date (including default and
enforcement options) #37548
* SGI images can now be displayed and have thumbnails #37758
* When sharing public links via mail, the subject will now be translated #37321
* Stability improvements for file checksums with versioning #37934

* Manual file locking on the web UI can now be enabled/disabled in the admin
settings section "Additional" #37720

* Fixes and library updates for the Google Drive external storage integration #25826
#37739 #37912

* When disabling storage encryption, the configuration is now properly cleaned up
#35980

* Many issues around unavailable federated shares have been fixed (e.g., not being
able to remove them) #38042 #37956

* Performance improvements for the "Shared by link" view #38000 #38053

* Files with names up to 255 characters can now be shared via federation (was
limited to 64 before) #36730

* A user’s language preference will not be overriden by locales sent by browsers
anymore #38073
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* Fixed display of public links and user/group shares in case avatars are disabled
#37945 #37964

* Fixed some translations not working with themes #38072
* Improved output on errors for LDAP user sync #37951

* A new occ command files:troubleshoot-transfer-ownership has been added to help
finding issues with files:transfer-ownership #37950

* Added values to the invalid uid list to prevent creating users with reserved UIDs
#37766

* The log level of "file locked" exceptions has been reduced to "debug" #37907

Bundle and Delivery

Since ownCloud Server 10.5 all supported apps are shipped in the ownCloud Server
Complete bundles. The following changes have been made to the bundle for Server
10.6:

* Added OpenID Connect
* Added File Lifecycle Management
* Added Graph API

e Removed Two-factor Authentication

Known issues

* There is an issue around when using ownCloud Web with ownCloud Server 10.6. By
default when ownCloud Web is enabled, all public links will open in the new
ownCloud Web view. Downloading files from ownCloud Web in public links
currently lacks some capabilities which make it appear strangely to a user. There is
no status indication and progress information until the download has finished in the
background. Server 10.7 will fix this issue. #38376

* There is an issue with themes which causes some themed icons and logos not to be
replaced (the original icon/image will be displayed). The issue will be fixed in the
next release. #38246

This section will be updated when other issues are discovered.

Changes in 10.5.0

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.5 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Migrations

* To improve the performance of addressbook search queries (e.g., when looking for
federated users to share with), a migration step adds indices for the columns
addressbookid, name and value on the oc_cards_properties table. The impact on
upgrade duration can be high depending on the number of rows of the mentioned
columns.

* To prepare for the new background job for change detection in federated shares
(see below), a migration step adds a new column (lastscan) to the oc_share_external
table. The impact on upgrade duration depends on the number of rows in
oc_share_external.

* To enable storing complex WebDAV properties, a migration step adds a new column
(propertytype) to the oc_properties and oc_dav_properties tables. The impact on

4| Changes in 10.5.0


https://github.com/owncloud/core/pull/37945
https://github.com/owncloud/core/pull/37964
https://github.com/owncloud/core/pull/38072
https://github.com/owncloud/core/pull/37951
https://github.com/owncloud/core/pull/37950
https://github.com/owncloud/core/pull/37766
https://github.com/owncloud/core/pull/37907
release_notes.pdf#changes-in-delivery
release_notes.pdf#changes-in-delivery
https://marketplace.owncloud.com/apps/openidconnect
https://marketplace.owncloud.com/apps/files_lifecycle
https://marketplace.owncloud.com/apps/graphapi
https://marketplace.owncloud.com/apps/twofactor_totp
https://github.com/owncloud/core/pull/38376
https://github.com/owncloud/core/pull/38246
https://owncloud.com/changelog/server/
https://owncloud.com/changelog/server/
https://github.com/owncloud/core/pull/37152
https://github.com/owncloud/core/pull/37391
https://github.com/owncloud/core/pull/37314

upgrade duration depends on the number of rows in oc_properties and
oc_dav_properties.

» To facilitate the transition to the new licensing mechanism (see below) a migration
step will disable the enterprise_key app during the upgrade. This step does not
have an impact on upgrade duration.

PHP 7.1 Support Discontinued

As announced, in the previous minor release of ownCloud Server, from version 10.5
onward, ownCloud Server no longer supports PHP 7.1. If you’re running on PHP 7.1
or below, it is necessary to upgrade PHP prior to conducting the upgrade to Server
10.5. See the system requirements for more information.

0 If you're using the official Docker containers or the Univention
appliance, this has been taken care of already.

Official PHP 7.4 Support

ownCloud Server 10.5 officially supports PHP 7.4. The Server Core and all apps
maintained by ownCloud have received a full QA cycle and are proven to work reliably
with PHP 7.4. If you are still running a PHP version < 7.2, you must upgrade PHP
before upgrading ownCloud Server as lower versions are not supported anymore.

Summarizing, ownCloud Server 10.5 supports the PHP versions 7.2, 7.3 and 7.4.

(r') See the system requirements in the ownCloud Documentation for the

w recommended PHP version and for more information.

(r) Upgrade PHP to 7.2 or 7.3 then upgrade ownCloud Server to 10.5, then
w upgrade PHP to 7.4

o The official ownCloud Docker containers have been updated to Ubuntu
20.04 and are using PHP 7.4.

File Locking in the Web Interface

ownCloud Server 10.5 comes with great enhancements for content collaboration.
Manual file locking allows users to lock files in shared areas while working on them in
order to prevent concurrent changes from other users (check-in/check-out).

The feature builds on the WebDAV Locks backend which has been introduced with
Server 10.1 and is now available in the ownCloud Web Interface. Using the context
menu of files, every user who has access can lock them. Users can recognize locked
files by the means of a new lock indicator. While a file is locked, other users can still
access it but they can not make any changes. Locked files can manually be unlocked
by the lock owner (the user who locked the file; exclusive locking) using the "Locks"
tab in the file details view (right sidebar).

When using the ownCloud clients, file locks will also be respected,
meaning local changes can’t be checked-in to locked files and users will
(s ..
O see an error message. If there are conflicting local changes and the
- respective file becomes unlocked, there will be a conflict file that allows
to resolve the concurrent changes.

To prevent files being locked infinitely, there is a mechanism that automatically expires
locks after a certain time. The expiration time of locks can be configured via the
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"Manual File Locking" section in the Settings > Admin > Additional settings or using
occ commands:

* Default timeout for the locks if not specified (in seconds): Maximum lifetime of a
lock set via the web interface (or by not specifying a timeout value when calling
the WebDAYV Locks API)
occ config:app:set core lock_timeout_default --value 1800

* Maximum timeout for the locks (in seconds): Maximum lifetime of locks which is
allowed to be set by calling the WebDAV Locks API
occ config:app:set core lock_timeout_max --value 86400

By default locks set in the web interface will expire after 30 minutes. The expiration
time is bound to the individual locks and can’t be changed after locking. The maximum
lock time by default is one day.

- Please change the lock expiration settings according to your needs.
O Usually you will only need to change the default timeout as that applies

- to locks set in the web interface.

The user-facing components in the web interface are disabled by
r default. Administrators can enable the feature by executing the
w following occ command:

occ config:app:set files enable_lock file_action --value yes

Changes to the ownCloud Marketplace

The ownCloud Marketplace is opening up. With the release of Server 10.5, all apps
available on the Marketplace (including ownCloud Enterprise apps) are now also
available for download and installation via the Market app. This change facilitates the
process of getting started with ownCloud Server and of evaluating Enterprise
functionality. Additionally, it allows updates for all apps to be obtained from the
ownCloud Marketplace and ensures running up-to-date versions.

Changes in Delivery

In line with the changes to the Marketplace the deliverables for ownCloud Server have
been unified. Previously there were different Tarball bundles, Docker images and
Linux packages for the Community (bare minimum) and Enterprise (all supported
apps) Editions. Starting with Server 10.5 there are the following bundles which are
shipped via tarball, Docker images and Linux packages: - minimal bundle for the
Server and required components, semantically versioned (ownCloud-10.5.0) - complete
bundle for the Server and all supported apps, including the Enterprise features, not
semantically versioned as it always contains the latest versions of all supported apps
(ownCloud-complete-<date>)

The availability of Enterprise features now only depends on the license key. As part of
this process, the former enterprise_key app has been deprecated and is not used
anymore. New versions for all Enterprise apps have been released and included in the
Server 10.5 complete bundle. These are needed to work with PHP 7.4 and the new
licensing mechanism (see below).

When upgrading to Server 10.5 it is mandatory to upgrade all

apps to the latest versions as well to ensure compatibility with
@ the supported PHP versions and the new licensing mechanism.
Using the Server 10.5 complete bundle for upgrading you will
get the latest versions of all apps.
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It is mandatory to disable the deprecated enterprise_key app when

upgrading. A migration step will do this automatically during the

upgrade procedure. Additionally, to prevent some corner cases when
@ accidentally using old versions of the enterprise_key app with the new
server version, the deliverables contain a non-functional enterprise_key
app (new version without any business logic) to avoid such scenarios.
This app will be removed completely in a future release.

Practically, for existing installations the change does not make a big

difference. Community installations will get all supported Community
@ and Enterprise apps in addition but they are disabled. For Enterprise
installations the bundles stay equal. After upgrading it is recommended
to check whether the desired apps are enabled/disabled.

New Enterprise Trial Mechanism

To facilitate the evaluation of ownCloud Enterprise functionality, Server 10.5 comes
with a new trial mechanism. Previously, the process to upgrade from a Community
installation to an Enterprise trial was not that easy.

With Server 10.5 this process has been changed and made easier: Along with the
changes to the Marketplace and in delivery, Enterprise functionality is available in
every installation after upgrading or installing, respectively. The apps can be enabled
like other apps which will start a grace period if no valid license key is present. During
this time the functionality can be fully used and the admin has some time to start a
trial. To start 30 days of Enterprise trial, a demo license key can be obtained from a
new landing page. As usual, if you do not have a valid license key after the grace
period or the 30 day trial, all Enterprise apps will become disabled again. The
administrator will be informed and guided to obtain the demo license and can enter it
in the web interface. If desired, the location of the landing page can be customized
using the config.php option 'grace _period.demo_key.link' = 'https://owncloud.com/try-
enterprise/'.

New Admin Ul to Supply License Keys

As mentioned above, Server 10.5 adds new UI elements to set license keys in the
Settings > Admin > General settings. Keys added this way will be stored in the
database, not in config.php as before. Still, there is legacy support taking into account
when keys have been stored in config.php or license.config.php.

New Background Job for Change Detection in Federated Shares

With ownCloud Server 10.2.0 a background job for change detection of nested
federated shares was added (occ incoming-shares:poll) to allow ownCloud Server to
discover changes in federated shares in order to make them available for
synchronization with the ownCloud Clients. Based on feedback a new, improved
background job with more configuration options was added to Server 10.5. It replaces
the former occ command which is now deprecated and should not be used anymore
after upgrading to 10.5.

In addition to discovering changes ("check"), the new background job also
synchronizes meta data changes between involved servers ("scan") making them
available without requiring users to actively browse them.

The new background job provides some configuration options to optimize its
performance, especially for larger environments: - Minimum amount of hours since the
last login of a user that a scan is triggered (limits the execution of discovery & meta
data sync to active users which have logged in during the configured time frame)
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(default: 24h)

occ config:app:set files_sharing cronjob_scan_external_min_login --value <integer-
seconds>

e Minimum amount of hours since the last scan of a federated share for the next scan
to be triggered (avoids frequently scanning the same federated share when it is in
active use) (default: 3h)

occ config:app:set files_sharing cronjob_scan_external_min_scan --value <integer-
seconds>

* Maximum amount of federated shares scanned per execution (scan is only
performed if changes in federated shares are discovered) (default: 100)

occ config:app:set files_sharing cronjob_scan_external_batch --value <integer-number>

The new background job is disabled by default and can be enabled/disabled in the
Settings > Admin > Sharing settings (Periodically synchronize outdated federated
shares for active users) or using

occ config:app:set files_sharing cronjob_scan_external_enabled --value yes.

If enabled, it will be executed as part of the regular ownCloud background job queue
and therefore does not need to be added to crontab.

- If your instance provides federated sharing, activate the new
O background job as explained above. TIP: Remove the occ incoming-

- shares:poll command from crontab if you have set it.

Other Notable Changes

e The [Add to your ownCl oud] feature on public link pages is now hidden if an
instance has outgoing federated shares disabled (specifically, if Allow users on this

server to send shares to other servers is disabled in Settings > Admin > Sharing
settings) #37232

* Improvements for Oracle DB support #37314

* Folder download (as ZIP/TAR archive) now preserves the modification times of the
contained files #37222

» Users with certain special names (UIDs) reserved by the system can’t be created
anymore #37268

* Performance improvements for SMB external storages #37451

e Strict LDAP login only using LDAP user name and password (instead of e.g., email
and password) can now be enforced using occ config:system:set --type boolean
--value true strict_login_enforced #37569

* Server 10.5 comes with a new background image on the login page and colors have
been adapted to ownCloud CI #37650

Solved Known Issues

* The known issue around sharing with numeric UIDs in 10.4.0 and 10.4.1 has been
fixed. #37336

Known issues

Currently there are no known issues with ownCloud Server 10.5.0. This section will be
updated when issues are discovered.
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Changes in 10.4.1

ownCloud Server 10.4.1 is a bug fix and maintenance release. You can read the full
ownCloud Server changelog for further details on what has changed.

Notable changes
* The 10.4.0 known issue between Password Policy and user/group share expiration
is fixed. Server 10.4.1 and Password Policy 2.1.2 are required to resolve it. #37135
* Reshared public links are now shown to the share owner. #36865
» Externally encrypted files can now be downloaded. #36921

* Improvements have been added to make long-running downloads more stable.
#36978

* Pending federated shares are now also shown in the "Shared with you" tab and can
be accepted/declined there. #37022

e The files:transfer-ownership occ command can now also be executed for users who
have never logged in. #37038

» File download for files without a file extension from Google Drive external storages
now works. #37044

* The calculation of the remaining upload time in public links has been improved.
#37053

* E-mail notifications (e.g., for sharing) now respect the default_language config.php
option. #37039

* A new occ command (files:check-cache) is now available. It checks if a target file
can be read from the storage and cleans up stored information in ownCloud’s
filecache, in case a file disappears from the primary storage. This is mainly
important for object stores and should only be utilized in rare cases. #37067

Known issues

Sharing with Numeric UIDs

With Server 10.4.0 and 10.4.1, sharing resources with users that have numeric user
ids (e.g., "123") does not work in some cases. #37324

Apart from this patch release, please consider the ownCloud Server 10.4.0 release
notes, below.

Changes in 10.4.0

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.4 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Migrations

Upgrading from ownCloud Server 10.3.x to 10.4.0 does not involve database
migrations. The upgrade duration is, therefore, expected to be short.

PHP 7.0 Support Discontinued

As announced, in the previous release of ownCloud Server, from version 10.4 onward,
ownCloud no longer supports PHP 7.0. If you're running on PHP 7.0, it is necessary
to upgrade PHP prior to conducting the upgrade to Server 10.4. We strongly
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recommend upgrading to PHP 7.2 or 7.3. See the system requirements for more
information.

0 If you're using the official Docker containers or the Univention
appliance, this has been taken care of already.

PHP 7.1 Deprecation Note

PHP 7.1 recently reached its end of life and is not maintained anymore. ownCloud
Server will, therefore, drop support in one of the next minor versions as well. If you're
running on PHP < 7.2, please make sure to schedule an upgrade to PHP 7.2 or 7.3 as
soon as possible. See the system requirements for more information.

Expiration Date for User and Group Shares

To give users and administrators more control of access to resources, Server 10.4
introduces an expiration date for user and group shares, just like in public links. With
this new feature, users can control the lifetime of shares with other users or groups.
Administrators can choose to set a default maximum lifetime and to enforce it. To
integrate this change, the Ul in the user/group sharing tab of the sidebar has been
adapted. When a resource is shared, the user and group entries are expandable and
collapsible using the cogwheel next to the trash bin icon to show/hide the permissions
and the expiration date field to maintain an overview. Additionally, to allow users to
recognize expiring shares at a glance, a new clock indicator will be shown next to the
cogwheel.

Administrators can configure the feature in the 'Sharing' section of the admin settings.

Sharing Information in Subfolders

ownCloud Server 10.4 puts the focus on user awareness for shared areas to prevent
accidentally sharing data or changing other users' data, as well as to make it easier for
users to recognize who has access to shared areas. Practically, users are better able to
recognize shared resources using a new share overlay indicator on file and folder
icons. The indicators are also applied to resources that are not directly shared but are
part of a share (when working in a shared folder).

Apart from that, the sharing sidebar panels have been improved to also show
users/groups and public links which have access through shares on parent folders.
These will be shown as static entries with a "via" indicator that allows users to jump to
the parent folder and to change the share properties, if desired.

This sharing information is only shown to share owners (users that created shares) as
other share recipients are not entitled to get detailed information about who else has
access.

MariaDB 10.4 and PostgreSQL 10 Support

The discontinuation of PHP 7.0 enables support for MariaDB up to version 10.4 and
PostgreSQL 10. Server 10.4 is thoroughly tested against these database versions and
proven to work stable.

Other Notable Changes

* External storages can now be mounted in read-only mode. #36397

* Filter options (--enabled and --disabled) have been added to the occ app:list
command to only show enabled or disabled apps, respectively. #36520

* Support for Oracle DB connection strings has been added to be able to use Oracle-
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specific configuration settings like failover. #36489

* Two new config.php options (blacklisted files regex and excluded_directories_regex)
have been added to allow excluding files and folders from ownCloud using regular
expressions (e.g., to prevent creating/renaming/scanning certain file types like
".pst"). See config.sample.php for more information. #36360

* Previously, when a settings section did not have any panels to display, an "Error"
was shown. This has been changed to be more user-friendly. #36776

* The memory consumption of the occ files:checksums:verify command has been
optimized, and the command will now show progress information. #36787

* The memory consumption of the trash bin expiration background job has been
optimized. #36565

Solved Known Issues

¢ Folder download via the web interface now works in macOS Catalina. #36722

* User creation now allows "" characters in the user id (e.g., to invite guests with
mail addresses containing ""). For the change to take effect, you also need to
upgrade the guests and/or user_Idap apps to the latest version. #36613

* File locking actions are not available for public link endpoints anymore. #36402
* occ files:transfer-ownership now works in S3 multi-bucket setups. #36464

* The "Notify by email" button in users/groups sharing now also works when the
initiator does not have an email address set. #36505

* Remaining .part files from unfinished uploads via public links will now be cleaned
up. #36761

* The quota usage calculation of the trash bin retention has been fixed. Previously, it
mistakenly counted the space usage of incoming shares toward the user’s quota
usage leading to undesired behavior, e.g., when trashbin_retention_obligation was
set to auto, the user had a quota set and incoming shares exceeded 50% of this
quota. #36494

* The command to sync single users from external user backends like LDAP (occ
user:sync -u 'username') does not abort anymore if multiple users matching the
search term are returned (e.g., 'alice' could return 'alice' and 'alicel'). It will only
abort if none of the results matches the search term (e.g., 'alice' returns 'alicel’
and 'alice2'). #36576

* When sharing with both a user and a group with the same name, adjusting the
permissions of the second entry works again. #36813

For Developers

* The WebDAV Trash bin API and the WebDAV endpoint for public links (introduced
with 10.3.0) have left the tech preview state. They are considered stable and are
enabled by default.

* The config.php option to enable/disable tech preview APIs
(‘dav.enable.tech _preview' = true) has been removed as it’s obsolete. #36815

* Anew OCS User Sync API to trigger user sync from external user backends has
been added. This allows external user provisioning systems to push new users to
ownCloud on demand and removes the necessity to do full user sync. #36428

Known Issues
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Password Policy App

If the public link expiration policy "days maximum until link expires if password is not
set" is enabled, sharing with users and groups will not work. A fix for this issue is
currently being developed. If you have already upgraded to ownCloud 10.4.0, please
disable this option until the fix is available and deployed on your system. #287

This issue has been resolved with ownCloud Server 10.4.1.

Sharing with Numeric UIDs

With Server 10.4.0 and 10.4.1, sharing resources with users that have numeric user
ids (e.g., "123") does not work in some cases. #37324

Changes in 10.3.2

ownCloud Server 10.3.2 is a bug fix and maintenance release. You can read the full
ownCloud Server changelog for further details on what has changed.

Notable changes
* Guest sharing works now even when the sharing restriction Restrict users to only
share with users in their groups is enabled #36384

* When creating a public link on a received shared resource (reshare), users can now
send the public link via mail using the web interface if the feature is enabled
#36386

* occ system:cron now only shows output when errors occur or when the --progress
option is added #36298

* occ files:transfer-ownership does not collect shares outside of the given path
anymore preventing errors #36222

* The accounts.enable_medial_search config.php setting now also respects federated
user search #36225

* When using multi-bucket object storage, versioning information is now stored on
the object storage instead of the database #36329

* When using the share_folder config.php option, the defined folder and its parents
can’t be shared anymore #36241

 Files/folders can again be shared when a user and a group have the same name
#35488

* occ files_external:list can now list mount options by adding --mount-options #36420

Apart from this patch release, please consider the ownCloud Server 10.3.0 release
notes, below.

Changes in 10.3.1

ownCloud Server 10.3.1 is a bug fix and maintenance follow-up release. You can read
the full ownCloud Server changelog for further details on what has changed. It is
recommended to schedule an upgrade to this version soon.

Apart from this patch release, please consider the ownCloud Server 10.3.0 release
notes, below.

Changes in 10.3.0

Dear ownCloud administrator, please find, below, the changes and known issues in
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ownCloud Server 10.3 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Migrations

* For improved compliance with the OpenCloudMesh protocol specification
(Federation) a migration step will convert the fields of the remoteld column of the
federated _reshares and share_external tables from int to string. This migration
might increase the upgrade duration depending on the number of federated shares.

* A repair step has been added that drops the deprecated contacts cards properties
table. This migration is not expected to increase the upgrade duration significantly.

* A housekeeping repair step for the oc_properties table removes existing entries
which have fileid with value null and restrict the further creation of such. This
repair step is not expected to increase the upgrade duration significantly.

Official PHP 7.3 support

ownCloud Server 10.3 officially supports PHP 7.3. The Server Core and all apps
maintained by ownCloud have received a full QA cycle and are proven to work reliably
with PHP 7.3. If you are still using version 5.6, you must upgrade PHP before
upgrading ownCloud Server as it’s not supported anymore since ownCloud Server
10.2. If you are still running PHP 7.0 or 7.1, please plan an upgrade soon as these
versions are or will soon be unsupported, respectively. See the system requirements in
the ownCloud Documentation for more information.

PHP 7.0 deprecation note

As announced with ownCloud Server 10.0.8 and 10.2.0, support for PHP 7.0 is
discontinued. The next minor version of ownCloud Server (around the end of 2019) no
longer supports PHP 7.0. If you are still running on PHP 7.0, please make sure to
plan an upgrade to PHP >= 7.2 to stay compatible.

Changes to background job execution

For code cleanup reasons, the execution of background jobs (e.g., for public link
expiration, trash bin emptying, cleanup of old file versions) has been changed.

The following changes require manual interaction in your installation:

* If you're using System cron to trigger background job execution, there is a new occ
command (occ system:cron) which executes the background jobs. To make use of it,
you have to change the entry in crontab. Instead of executing cron.php (e.g.,
/usr/bin/php -f /path/to/your/owncloud/cron.php), cron should use occ system:cron
(e.g., sudo -u www-data php occ system:cron). As a fallback, cron.php will continue
to work with Server 10.3 but will be removed in a later version.

» If you're using Webcron to trigger background job execution you now have to call
the new route ../cron instead of ../cron.php. As a fallback, ../cron.php will continue
to work with Server 10.3 but will be removed in a later version.

O See the occ System documentation for more information.
-
o In a later version of ownCloud Server, cron.php will be removed. Please
apply the changes to ensure that background jobs continue to work.
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- If your ownCloud deployment is based on the official Docker images or
O the Univention appliance, these changes have already been applied for

- you.

Media Viewer replaces Gallery and Video Player

The Media Viewer app has recently been released. The Media Viewer is the next
generation image and video file viewer for ownCloud. It provides a foundation based
on new technologies and officially supersedes the former gallery and files_videoplayer
apps. ownCloud Server 10.3 does not bundle gallery and files_videoplayer anymore.
Instead, it bundles files_ mediaviewer. With this change, support and maintenance for
gallery and files_videoplayer are discontinued. More details on the Media Viewer can
be found in the release blog post.

* For a clean transition to Media Viewer, it is necessary to disable both deprecated
apps before the upgrade using either the admin "Apps" panel in the web
interface or via occ (e.g., occ app:disable gallery followed by occ app:disable
files_videoplayer).

* After the upgrade, enable the Media Viewer app via the admin panel or occ
app:enable files_mediaviewer.

* It is not recommended to continue with the deprecated apps. However, if you want
to do so, you can copy over the files videoplayer directory from the apps/ folder of
the previous ownCloud Server directory and obtain gallery from the ownCloud
Marketplace.

(r) Please do not enable gallery/files_videoplayer and files_mediaviewer
w simultaneously, as these apps are mutually exclusive.

For more information on the Media Viewer app, visit the ownCloud Documentation.

OAuth2 and session handling improvements

Server 10.3 comes with improvements for session handling with Redis. These are
designed to cope with issues encountered around duplicate session tokens, which
make the ownCloud Clients lose their OAuth2 authorization from time to time, and
force users to re-authenticate.

The session handling in ownCloud 10.3.0 has been generally improved, making user
and client sessions more stable. If Redis is used for session handling, it is necessary to
enable Session Locking to ensure that the mentioned issues no longer occur.

You can find out if Redis session handling is configured in your web
r . . . .
O server if you generate an ownCloud Configreport in the web interface.
- You will find the value session.save_handler set to redis.
* It is recommended to use Redis Session Locking if Redis is used for session
handling (minimum required version for php-redis is 4.1.0)

* Enable Redis Session Locking by setting redis.session.locking_enabled = 1 in
php.ini

@ If Redis is just used as a memory cache or not in use at all, you do not
w have to apply changes.

(r') Please note that Redis Session Locking is not supported in clustered
w Redis environments.
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If your ownCloud deployment is based on the official Docker images or

(r') the Univention appliance, you do not have to apply changes as Redis is
w not used for session handling (unless you configured it differently using
ENV variables).

Restructured user/group sharing autocompletion

To cope for long user names or additional user information and to provide a better
overview for users, the user/group sharing autocompletion dropdown has been
restructured. The available information is now distributed vertically to improve space
usage and user experience. Screenshots are available in the pull request. Other
ownCloud clients will align with this behavior with the next releases.

SWIFT object storage as primary & secondary storage removed

Following the deprecation announcement with ownCloud Server 10.0.9, support for
primary and secondary storage via the OpenStack SWIFT protocol has been removed.
Please get in contact with ownCloud Support if you're still using OpenStack SWIFT
and want to upgrade.

S3 object storage as secondary storage is now a separate app

The extension to integrate S3 object storages as secondary storages (files_external _s3)
has been updated, unbundled from ownCloud Server (was previously part of
files_external) and released to the ownCloud Marketplace. If you're using S3 external
storage mounts, you have to conduct some steps to ensure continuous operation after
upgrading to Server 10.3:

* After the upgrade to Server 10.3 has finished successfully, keep the maintenance
mode activated and install/enable files_external s3 (either manually or via the
Market app) as the app is not bundled with ownCloud Server anymore.

» If users were allowed to configure personal mount points before the upgrade,
switch from maintenance mode into single user mode (occ maintenance:singleuser
--on) and enable the option again by ticking the respective checkbox (Amazon S3)
below "Allow users to mount external storage" (in Admin settings = Storage).

* Existing storage mount points will remain and do not have to be touched.

* Make sure that everything works and disable maintenance/single-user mode to put
the installation back into normal operations (occ maintance:mode --off / occ
maintenance:singleuser --off).

New HTTP APIs

ownCloud Server is being prepared for Phoenix, the upcoming web frontend for
ownCloud. As Phoenix is separated from the backend and communicates only via
HTTP APIs, it is necessary to complete the API coverage.

The following new HTTP APIs have been added with Server 10.3:

* WebDAV Trash bin API.
e OCS API for public link share email notifications
* WebDAV endpoint for public links.
All new endpoints are currently in tech preview state and are mainly used for Phoenix

development. For this reason, they are disabled by default and have to be explicitly
enabled using the new config.php option: 'dav.enable.tech_preview' = true,.
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Other notable changes

The previews path config option has been added to allow customization of the
thumbnail storage path (by default those reside in the user storage). #35131

An Activity entry is now shown when a share receiver unshares a share. #35193

The WebUTI experience on mobile devices has been improved. #35919 #35813
#35347 #34803

The config.php options proxy and proxyuserpwd will now be respected to enable
federation when an instance needs to go through an authenticated proxy to reach a
federated instance. See config.sample.php and the Federated Cloud Sharing
Configuration documentation for more information.

The occ files:scan command is now case-insensitive for the userid. #35324

A new config.php option (dav.enable.tech preview) has been added to disable tech
preview APIs by default. #36124

[PHOENIX] Support for redirecting links to ownCloud Phoenix frontend has been
added by introducing a new config.php option which stores the address where
Phoenix is reachable (e.g., '‘phoenix.baseUrl' = 'http://phoenix.example.tld:port’).
#35819

The performance when loading groups of users has been improved. #35822

Memory handling for the trashbin expiry background job has been improved.
#35708

Solved known issues

A new occ command, encryption:fix-encrypted-version, has been introduced to
address issues related to encrypted files no longer being accessible. This originated
from a security measure to avoid that encrypted files with the same content look
identical. In some cases, users get a Bad Signature error when trying to access
files. The new command corrects this behavior, making files accessible again. The
command only needs to be run if users report the mentioned error. #115

If an instance uses the share_folder config.php option to gather incoming user
shares in a specific folder, this folder cannot be deleted by users anymore. #35998

The share_folder config.php option now also respects federated shares. #35396

The user.min_search_length config.php option now also respects federated users.
#35977

Issues with database conversions using the db:convert-type occ command (e.g.,
SQLite to MySQL) have been fixed. This is still in an experimental state and should
be tested thoroughly. Please provide feedback if you encounter issues. #35390

File integrity checking has been improved to prevent issues: If a checksum
mismatch occurs after uploading a file, the uploaded file and its checksum is
deleted to prepare for a clean re-upload. #35294

User/group sharing permission handling

o When a share recipient shared a resource with a group the resource owner was
a member of (reshare), the resource owner was unable to increase the
permissions of the initial share. This has now been fixed. #35884

o When a user shared a resource with a group, share recipients (members of the
group) were able to remove the share altogether (instead of just unsharing from
themselves). This has been fixed. #36120

External storages now return StorageNotAvailable correctly on temporary network
failures to prevent associated issues (e.g., Desktop clients will not delete local
folders anymore when the storage is temporarily not available). #35707
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* External storage: Multiple Google Drive external storages can be added again.
#34987

* The input fields in user administration are not captured by password manager
autocompletion anymore. #35931

* Storage encryption with a master key in an HSM: Recreating a master key works
again. #128

For developers

* Tech preview for WebDAV Trash bin API (disabled by default). #35716 #35879

* Tech preview for OCS API for public link share email notifications (disabled by
default). #36063

* Tech preview DAV endpoint for public shares (disabled by default). #35932
* Two-factor providers may now display custom challenge messages. #34848

* The theming capabilities have been improved by allowing HTML for Name and
LogoClaim. Please check the changes to owncloud/theme-example if you are
interested in making use of this in your theme. #35273

* A new Roles API has been added to allow clients to query the server for available
permissions/roles for user/group sharing and public links. In future client releases,
this endpoint will be used to dynamically display roles/permissions depending on
the server’s capabilities. You can find out more about it in the Roles API
documentation.

* A new, improved version of the "Advanced Sharing Permissions" JavaScript API (v2)
has been added to allow ownCloud apps to register additional
permissions/restrictions in user/group sharing. Version 1 of the API is still available
in parallel. #35863

Known issues

o This section will be updated if further issues become known.

* WebDAYV Locks: When a file in a folder is locked, exclusively locking the parent
folder currently still works ("conflicting lock"; divergent from RFC 4918))

Changes in 10.2.1

ownCloud Server 10.2.1 is a bug fix and maintenance release taking care of several
bugs and known issues. Please find, below, the changes in ownCloud Server 10.2.1
that need your attention. You can also read the full ownCloud Server changelog for
further details on what has changed. It is recommended to schedule an upgrade to this
version soon, especially if you’'re running 10.2.0 already.

O No occ upgrade is required when upgrading from 10.2.0.

Improved Performance For Storage Encryption With Master Key

ownCloud Server offers two ways for key management with storage encryption. Either
a central master key pair or individual user key pairs are used to encrypt/decrypt data.
Previously both modes used the same mechanisms which resulted in potentially
significant overhead when master key encryption was used as user key encryption
relies on so-called share keys which are necessary to allow share recipients to decrypt
shared files.

With master key encryption, share keys are redundant as you have one central key
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that can be used to decrypt all files. Version 10.2.1 corrects this behavior by dropping
share keys for master key encryption, thereby increasing the performance
dramatically, especially when sharing folders with many files as said keys do not have
to be generated anymore for each file.

Solved Issues

* Fixed reshare permission issue
An issue in the Sharing API allowed users to increase sharing permissions beyond
their own permissions in a reshare scenario: When user A shares a folder "Project"
with user B, granting only read and share permission, then the Sharing API allowed
user B to reshare a subfolder of "Project" with user C granting full permissions or
to create a public link on the shared folder, respectively. This undesired behavior is
fixed with 10.2.1.

* Fixed issue with Sharing API and enforced public link expiration dates
An issue in the Sharing API caused the ownCloud clients to prevent users from
creating public links when the option "Enforce expiration date" for public links is in
use. This is now solved.

* Fixed known issue with user avatar paths
Version 10.2.0 accidentally changed the location of user avatars making them
unavailable and storing uploaded avatar images in the wrong location. 10.2.1
restores the earlier behavior and provides a repair step to move back the avatar
images uploaded with 10.2.0 to the right location. As it is not necessary nor
possible to run occ upgrade when upgrading from 10.2.0 to this patch release, if
you are already running 10.2.0 then after installing 10.2.1 you need to run occ
maintenance:repair -s 'OC\Repair\MoveAvatarintoSubFolder' manually to
trigger the repair step.

* Fixed known issue with "Password changed" HTML emails rendered in plain
text

* Fixed use of invalid token on password reset
Password reset links sent to a user were invalid, if the user attempted to login
using their e-mail address and an invalid password prior to filling out and
submitting the Reset Password form.

* Fixed issue when removing a user from a group
Removing a user from a group using the user management Ul resulted in an error
that required the page to be refreshed to show the changes. This has been
corrected.

* Added -y option to occ encryption:encrypt-all command
The occ command encryption:encrypt-all now offers a -y option that can be used to
automatically answer potential questions with "yes" which is particularly important
for automated deployments with Ansible or similar tools.

* Fixed an issue with loading JS files when multiple apps folders are in use
Previously ownCloud would have taken the files from the apps/ folder even though
there might be newer versions in e.g. apps-external. This has been changed so that
ownCloud will always take the files from the most recent app version.

(r') Apart from this patch release, please consider the ownCloud Server
- 10.2.0 release notes.

Changes in 10.2.0

Dear ownCloud administrator, please find, below, the changes and known issues in
ownCloud Server 10.2 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.
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Migrations

Please note that this minor release contains database migrations which impact the
upgrade duration. Specifically:

* The oc_share table has a new column. The time the upgrade takes for this change
depends on the number of shares in your ownCloud installation.

* The oc_authtoken table’s login name column size has been increased. The time the
upgrade takes for this change depends on the number of recently logged in users,
and the number of app passwords that have been created.

PHP 5.6 Deprecation

Following up the PHP 5.6/7.0 deprecation notice in the ownCloud Server 10.0.8
releases ownCloud Server 10.2 does not support PHP 5.6 and some apps no longer
support older PHP versions. Additionally, PHP 7.3 support will be available in an
upcoming version.

If you're still running PHP 5.6, you must upgrade to PHP 7 before upgrading to
ownCloud Server 10.2. Please be aware that apps that do not support outdated PHP
versions will not upgrade.

@ See the system requirements in the ownCloud documentation.
To allow for additional upgrade time, version 10.2 still supports PHP 7.0, because
some of the major Linux distributions continue to support it. However, support for PHP
7.0 will be discontinued in an upcoming version of ownCloud 10, to enhance both
security and performance. To prepare for this change, we strongly encourage you to
begin planning an upgrade as soon as possible.

Advanced Sharing Permissions

The new server version introduces the means for extensions to implement additional,
advanced permissions for user and group sharing. This feature increases sharing
flexibility and opens the doors for extension developers to introduce new functionality
based on sharing permissions.

Especially, considering collaborative editing solutions, this addition provides the
foundation for mode-based document sharing, such as "view-only", "comments-only" or
"enforce change tracking". In the future, such advanced permissions should
significantly improve the security as well as the usability of review processes, working

on Office documents collaboratively, or exchanging information securely.

Based on the new capabilities a set of features has been developed together with
Collabora Online, called Secure View. Secure View is designed to enable information
distribution processes for sensitive data, meaning that information can be provided
securely yet can — under no circumstances — leave the platform.

Practically, it enables users to share documents (such as docx, xIsx, pptx, and PDF
files) in such a way that the recipient can’t edit, download, copy and paste, nor print
them. Additional protection for screenshots and photos is provided by watermarks
which display user information. What’s more, users can decide to allow printing and
exporting of documents protected by watermarks as well.

More Granular Permissions for Public Links on Folders

With ownCloud Server 10.2, the former "Download / View / Upload" permission has
been renamed to "Download / View / Edit", as this better reflects its behavior (full
permissions). Additionally, a new permission ("Download / View / Upload") has been
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introduced which allows recipients to view, download, and upload contents but not to
make any changes to existing content (e.g., rename, move, delete, update). Another
way of looking at it is as a public file drop folder for distributing and gathering
information with a single link, yet which prevents recipients from altering the existing
content.

Storage Encryption with Master Key in HSM

With version 10.2, ownCloud Server officially supports storage encryption with master
keys stored in hardware security modules (HSM). In contrast to regular master key-
based storage encryption, which stores the keys on the storage, storage encryption
with keys in an HSM allows administrators to completely prevent anyone with access
to the storage from accessing the data stored in ownCloud.

As a result, the bundled encryption app has been updated to support HSM, and a
standalone service (hsmdaemon) that connects ownCloud Server and the HSM device
is now available within ownCloud Enterprise Edition. To get started with storage
encryption and HSM, please get in touch with us. For more information around the
different encryption types ownCloud offers, consider this whitepaper.

Background Job for Change Detection of Nested Federated Shares

When using federation to share data across ownCloud instances, deeply nested folders
(e.g., folders with many sub-items) are not discovered automatically for performance
reasons. This leads to several issues such as the ownCloud Desktop Client not being
able to synchronize newly added or changed content unless the user navigates down
the hierarchy using the web interface, which manually triggers content discovery.

Also, the size of such folders can’t be calculated, showing "Pending" instead, until the
discovery is manually triggered. To help alleviate this problem, a new occ command
has been introduced. It can be executed regularly as a background job to discover
federated shares (occ incoming-shares:poll). This is aimed at handling this issue while
providing the means for administrators to control resource usage.

When using federation, it is recommended to execute occ incoming-shares:poll
regularly using Cron jobs. The time interval to choose between executions is a trade-
off between the availability of changes in federated shares and resource consumption,
which naturally depends a lot on the number of federated shares and the frequency of
changes within those shares.

Executing the command once per 12 hours should be safe enough for any instance.
However, the interval could be reduced to once per 2 hours for instances with a low
number of federated shares.

Depending on the desired resource consumption this value should be lowered or
increased based on individual expectations. To find a value that fits a specific setup, it
is recommended to execute the command once, measure the execution time and set
the interval so that the background job can finish before the next execution is
triggered.

New Option to Automatically Accept Federated Shares from Trusted
servers

ownCloud Server 10.0.9 introduced the Pending Shares feature which allows users
to decide whether or not they want to accept local user shares instead of just making
the decision for them, giving more control thereby. In contrast, Federated shares
always had to be accepted as they can originate from external, potentially untrusted,
sources.
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ownCloud Server 10.2 introduces a global option to automatically accept federated
shares originating from trusted servers. This option enables providers of several
instances (e.g., an external and an internal instance) to facilitate or automate data
exchange between them, not requiring users to accept shares.

0 For security reasons, federated shares from untrusted servers will
never be accepted automatically.

New Privacy and Self-Service Options for Users

In the spirit of self-service, ownCloud Server 10.2 introduces new options for users
that previously were reserved for global admin settings:

As discussed in the section above, there are global options for Pending Shares
regarding federated as well as regular user/group shares. To give users more
control over the sharing behavior in the scope of their account, user-based override
options were introduced that allow users to enable/disable Pending Shares for
themselves if the instance’s global setting is disabled (when "Automatically accept
new incoming local user shares" is enabled). The two new checkboxes can be found
in the 'Sharing' settings panel of personal settings.

In addition to the option "Allow username autocompletion in share dialog" in the
global 'Sharing' settings, users can now autonomously decide to opt-out of
autocompletion to protect their privacy. When enabled, other users need to enter a
user’s full identifier to be able to share with them. This option is not a general
override but an opt-out, meaning it can only be used when "Allow username
autocompletion in share dialog" is enabled. The new checkbox is available in the
‘Sharing' settings panel of personal settings.

Other Notable Changes

Added email footer with motto in email for changing passwords. If you use
customized email templates, it is necessary to adapt those to incorporate the footer.
Please compare the original templates with your custom templates
(core/templates/lostpassword/notify.php and
core/templates/lostpassword/altnotify.php).

Repair steps can now be executed individually in case one would need to be
run again. Repair steps are employed to clean up and resolve issues from former
versions. Usually, they run during upgrades, but some scenarios make it necessary
to rerun them. To save time when only specific steps need to be taken,
administrators can now individually execute them using occ maintenance:repair
--list and occ maintenance:repair --single "<repair step>".

Command for the first run wizard to reset for all users. In some cases,
administrators customize the First Run Wizard in order to distribute information to
users. Using occ firstrunwizard:reset-all you can reset the popup so that it will
appear for each user upon their next login.

Added checkboxes to hide quota and password in user management. The
columns in user management have been made more flexible. Using the bottom left
cog wheel you can now show/hide the columns for Quota and Password.

By default, the "apps-external” directory is included in config.php during
installation. For new installations, there will be two apps directories so that the
bundled apps are distinguishable from the apps that were installed or updated by
the administrator. Existing installations will not change but, generally, this
separation is recommended in all scenarios, as it makes upgrading easier and less
error-prone.

Update the occ files:scan --group and --groups options. The occ files:scan
command is used to scan resources on the storage and make them available in
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ownCloud. While previously it could only be used for all or single users and groups
of users, you can now also execute it for groups where the group name contains a
comma.

* Allow administrators to enable/disable medial search for users and groups.

Medial search is used to get search results when typing keys within a search term
in autocomplete fields (e.g. when typing "ter" you’'ll find "Peter"). Depending on the
configuration of available search terms (e.g., attributes from LDAP), search results
can deliver better results without medial search. For these reasons medial search
can now be enabled/disabled for user (‘accounts.enable_medial search') and group
(‘groups.enable_medial_search') search. See config.sample.php for more
information.

* Added a new occ command, background:queue:execute, for running cron jobs

manually.
Added two new occ background:queue commands: status and delete.
o status lists the current background job queue status

o delete removes a single background job, identified by its id.

Solved Known Issues

Fixed public link share default expiration behavior #34971. Previously, when a
default expiration date for public links had been set by an administrator (without
enforcement option), the default value has been applied upon link creation even
when a user removed it. The only way to create a link without expiration date was
to subsequently edit it and remove the expiration date. This has been fixed to work
as expected.

Better support for international email addresses after Swiftmailer update #34759

Improved speed of apps list settings page by caching integrity check results
#34584

Improved upgrade speed when migrating avatars from oC < 10 #34592
Improved performance and memory usage of account sync service #34546

Store quota overrides in the oc_preferences table #34467. In former versions,
functionality has been introduced to preserve quota values either imported via
LDAP attributes against manual changes by the administrator in ownCloud user
management, or via the provisioning API. This functionality works again properly. If
you sync accounts from LDAP and have a quota attribute specified in LDAP, each
user:sync run will set the quota values to the ones from LDAP, no matter if they
were changed manually.

Images are again properly rotated now based on EXIF rotation, also affects gallery
app #34356

An exception is logged when a background job class is not found - 34723

Known Issues

o This section will be updated if further issues become known.

Server 10.2 accidentally changes the location of user avatars on the storage from
data/avatars/.. to data/.., making existing avatars unavailable and storing uploaded
avatar images in the wrong location. The next release will correct the behavior.

The HTML email that confirms a successful password change is rendered in plain
text. Please apply this patch to fix the issue.

WebDAYV Locks: When a file in a folder is locked, exclusively locking the parent
folder currently still works ("conflicting lock"; divergent from RFC 4918))
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For Developers

* It is now possible for apps to specify extra permissions for shares #34951

* Add before-after share link auth events #34399

* Add events for user preference changes #34820

* Added CORS headers for many existing API calls, required for Phoenix #34476

* Remove classes that were deprecated since OC 8.0.0: OCP\Config,
OCP\PERMISSION XXX, OCP\Template #34927

* A capability has been added to the Capabilities API to allow clients to check
whether the server supports the details parameter for private links, e.g., as a direct
link to a resource’s sharing or versions tab in the web interface #35104

Changes in 10.1.1

ownCloud Server 10.1.1 is a hotfix follow-up release that takes care of an issue with
loading updated apps. Instead of updating the app versions to their new values in the
database, the old version value is written causing the process to repeat with every
request.

This issue can cause high load on the database, especially in large installations. If you
have already upgraded to 10.1.0, we strongly recommend upgrading to 10.1.1. You can
expect minimal downtime for the upgrade to this patch release.

Apart from this patch release, please consider the ownCloud Server 10.1.0 release
notes.

Changes in 10.1.0

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.1 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Semantic Versioning

Starting with this release, ownCloud Server and the app ecosystem will follow the
principles of Semantic Versioning. This step was taken to benefit operators by clearly
indicating the contents and upgrade procedures of new releases via version numbers.
Practically, the versioning scheme will follow the "Major.Minor.Patch" (or
"Breaking.Feature.Fix") format. App developers need to re-release their apps to make
them compatible with the new version. For details, please refer to this blog post.

Change Management for Server Updates

occ upgrade pulls app updates from the ownCloud Marketplace to make sure that not
only the Server itself but also the installed apps are kept up-to-date. In line with the
new versioning principles occ upgrade as well as the Market App now make a
difference between major and minor app updates. Practically, this means that during a
minor Server upgrade only new minor app versions will be installed. This is to make
sure that apps with breaking changes will not be automatically installed when
upgrading the Server. The --major option for occ upgrade and occ market:install
provides the means for administrators to force installing new major app versions.
Additionally, the Market App now includes a version picker to enable administrators to
choose which version of an app they want to install or upgrade to.
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MS Office Online Server Compatibility

Version 10.1 delivers all the prerequisites to be compatible with the Microsoft Office
Online Server Integration (WOPI) that is about to become available. This enables
providers to integrate ownCloud Server with Microsoft’s Office Online Server which
brings users the benefits of working on Office documents in the browser as well as
collaboratively with other users. The integration will work with MS Office Online
Server (on-premise) out-of-the-box. We kindly ask you to get in touch with us if you
want to make use of the Office 365 (cloud) version of Office Online.

WebDAV Locks

ownCloud Server 10.1 introduces WebDAV Locks that allow clients to lock and unlock
resources to prevent other users from making changes. The feature has been
implemented as a prerequisite for manual file locking and MS Office Online Server
compatibility. In the current state, file locking is only available via API. Users can
recognize locked files via the "lock" icon in the file list. Additionally a lock owner (the
user who locked the file) can manually unlock them via the "Locks" tab in the right
sidebar. The "Locks" tab will only appear for files that have active locks.

Foreign Keys in Database

Please note that foreign keys have been added with the :WebDAV Locks feature. This
is the first time ownCloud implements foreign keys.

How Does This Affect Each Database
MySQL
MySQL supports foreign keys. They are enabled by default.

MariaDB

MariaDB supports foreign keys. They are enabled by default.

PostgreSQL

PostgreSQL supports foreign keys. They are enabled by default.
SQlLite

Foreign keys are, by default, disabled in SQLite. You must ensure that foreign keys are
enabled in your SQLite installation. Here is what the current documentation says
about enabling foreign key support:

To enable foreign key support, the library must be compiled with
neither SQLITE_OMIT_FOREIGN_KEY or SQLITE_OMIT_TRIGGER
defined. If SQLITE_ OMIT TRIGGER is defined but

SQLITE_OMIT _FOREIGN_KEY is not, then SQLite behaves as it did
prior to version 3.6.19 (2009-10-14) - foreign key definitions are
parsed and may be queried using PRAGMA foreign key list, but
foreign key constraints are not enforced. The PRAGMA

foreign keys command is a no-op in this configuration. If
SQLITE_OMIT _FOREIGN_KEY is defined, then foreign key definitions
cannot even be parsed (attempting to specify a foreign key
definition is a syntax error).

— Enabling Foreign Key Support
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o SQLite is not recommended for production deployments.

Oracle

Oracle supports foreign keys. They are enabled by default.

Federation: Compliance with proposed OpenCloudMesh 1.0
specification

Federation enables instances of ownCloud and other supporting platforms to exchange
information. It allows users to share data across installations building a worldwide
collaboration network of decentralized nodes - each under the full control of it’s
provider. Together with the other vendors the underlying OpenCloudMesh API
specification has been shifted to a new level to clean up the interface, improve its
stability and to set the foundation for future feature improvements. ownCloud Server
10.1 is compliant with the new specification proposal. The introduction of the new
specification does not involve changes in functionality for users.

New Collaborative Tags Scope: Static Tags

Version 10.1 comes with a new scope for Collaborative Tags called "Static Tags". In
addition to the other tag scopes, these tags are intended to be supplied by
administrators and linked with policies in the File Firewall, Document Classification or
Workflows, for example. Every user will be able to see these tags assigned to files but
only users in specified groups have the permission to assign or unassign them. This
makes it possible to equip certain users with the means to impose pre-defined policies
upon files. To create such tags administrators need to use the Collaborative Tags
Management extension.

Other notable changes
* The user/group deletion in the users page now has a confirmation dialog to prevent
unintentional user deletion

* The default public link share name has been changed to be "Public link" instead of
formerly the file or folder’s name

* Allow loading JSON files in setups with pretty URLs. Please check that the
.htaccess file has updated automatically. If not, see https://github.com/owncloud/
core/pull/32718/files for the required change.

Solved known issues

* LDAP users can upload avatars again #33369
* Versions list performance improvements #33291

* Improved compatibility with third party WebDAYV applications (fixed PROPFIND
with depth infinity requests through Sabre update) #2834 1

* Fixed occ encrypt-all command to not attempt re-encrypting already encrypted files
#33206

Known issues

* WebDAV Locks: When a file in a folder is locked, exclusively locking the parent
folder currently still works ("conflicting lock"; divergent from RFC 4918))
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For developers

* Added "getBucket" method to HomeObjectStore to fix S3 issue #33513
e Public JS utility function for email validation #33699

* If only the patch level of an app’s version changes no migrations will run when
updating #33218

* Deprecated Sharing 1.0 PHP APIs which will be removed in ownCloud 11 #33220

* Add "uid" argument to Symfony login events for consistency #33470

Changes in 10.0.10

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.0.10 that need your attention. You can also read the full
ownCloud Server changelog for further details on what has changed.

Official PHP 7.2 Support

After announcing the future deprecation of PHP 5.6 and 7.0 with the 10.0.8 release,
ownCloud Server now follows up by officially adding PHP 7.2 support. The Server Core
and all apps maintained by ownCloud have received a full QA cycle and are proven to
work reliably with PHP 7.2. ownCloud Server is also being prepared for PHP 7.3,
which is scheduled to become available by the end of 2018.

If you are still using versions 5.6 or 7.0, please plan an upgrade to 7.2 soon. See the
system requirements in the ownCloud Documentation.

upgraded, you need to install php-openssl. See #30337 for more

0 With PHP 7.2 some extensions have changed. If you have not yet
information.

New Local User Creation Flow

In previous versions, administrators created local users by entering a username and a
password. In many cases this is undesirable, as administrators set the password for
new users and need to provide it via a second communication channel. For this reason
the local user creation flow has been changed to expect a username and an email
address, which will be used to send an activation link to new users.

This way user creation is easier and more secure as new users are informed
automatically and can choose a password in self-service. For cases where
administrators want to set the initial password, it’s possible to deviate from the default
by setting the option "Set a password for new users" on the bottom left settings cog.
The former option "Send email to new users" has been removed, as this change
made it obsolete.

HTTP API for Search

ownCloud Server 10.0.10 introduces an HTTP API for search functionality. It enables
the use of search terms to query the server and the delivery of search results via HTTP
(WebDAYV). In upcoming releases, ownCloud clients will make use of it to search
content on the server, without the need to have them available locally.

In combination with the Full-Text Search integration, which is soon to be released as
an ownCloud Server extension (Community Edition), HTTP API for Search will boost
usability and productivity for users. For example, they will be able to search through
all the content which they store in their account and quickly find files on their
smartphones.
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Native Brute-Force Protection

Together with the new server version, another security-enhancing extension is
available, Brute Force Protection. This extension is tasked with preventing attackers
from guessing user passwords (brute-force attack) by delaying subsequent failed login
attempts for a user account from the same IP address.

While in the past similar functionality was only achievable via third party applications,
such as Fail2Ban, this extension provides the functionality natively, configurable by
ownCloud administrators on the Security settings section.

The new extension supersedes the former Security extension together with the ne
Password Policy extension, which has been released with ownCloud Server 10.0.9.
This community-contributed extension is well-tested, but out of ownCloud’s general
support scope. However, individual support can be obtained on request.

Improved Reliability for Uploads Via Web Interface on Unreliable
Connections

The reliability of the file upload feature in the ownCloud web interface has been
improved. When uploading larger amounts of data on unreliable connections (e.g., on
the train or with mobile data) you have to deal with interruptions and timeouts, which
in the past required users to restart stalled uploads from the beginning in the worst
case.

On top of ownCloud’s chunking mechanism, which splits large files into pieces and
uploads them separately, there’s new logic that takes care of retrying stalled chunks.
With this, uploads can now continue from the point they froze when a connection
becomes available again.

New Option to Prevent Sharing With Specific System Groups

System groups in ownCloud can have many purposes. They can be used for sharing
with many users at once, for feature and access restrictions, or for storage mounts to
specific users - just to name a few. In some cases, especially in larger deployments, it’s
undesirable that groups which are used for other purposes are also available for
sharing. To prevent users from sharing with such groups, administrators can now
blacklist the respective system groups using the option "Exclude groups from
receiving shares" in the administration settings "Sharing" section.

New Options for the occ Command to Reset User Passwords

The occ command user:resetpassword allows system administrators to reset or change
user passwords. It has been extended to provide the additional options --send-email
and --output-link, which can be used to send a password reset link to the user via mail
and output the password reset link to the command line, respectively. This change is in
line with the new local user creation flow, which is explained above, and can also be
used for further processing with scripts. See the ownCloud Documentation and the
--help option for more information.

New Default Minimum Supported Desktop Client Version

To ensure clean and reliable operation of the ownCloud platform it is important to stay
up-to-date with the latest releases for the server as well as the clients. To take care of

compatibility between the server and desktop clients, the minimum version the server

will accept connections from has been raised to version 2.3.3.

While it’s recommended to keep up with later versions, this is the new default value. It
can be changed by altering the config.php parameter
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‘minimum.supported.desktop.version' = '2.3.3", if absolutely necessary.

New Option to Configure the Language of Mail Notifications for Public
Links

Usually ownCloud renders mail notifications in the language of the recipients, when
they are known. For the recently improved feature to send public links with a personal
note directly from the user interface, the recipients' language can’t be determined
automatically, it just knows the recipients' mail addresses.

ownCloud therefore uses the language of the user who sent the notification, which can
have the drawback that recipients can’t understand them. This is still the default
behavior but administrators can now change it via a dropdown menu "Language used
for public mail notifications for shared files" in the settings "Sharing" section.

Theming Changes

Mail templates for share notifications do not strip line breaks from the personal note
anymore. This affects the HTML (core/templates/mail.php) and plain text
(core/templates/altmail.php) mail templates. The default templates shipped with
ownCloud Server 10.0.10 have been modified to accommodate these changes. If your
custom theme overrides these templates, you have to follow up with the changes:

* Replace the following line of the HTML template p($I-t("Personal note from the
sender: %s.", [$['personal_note']])); with print_unescaped($I-t("Personal note from
the sender: <br> %s.", $['personal_note']));.

* Replace the following line of the plain text template print_unescaped($|-t("Personal
note from the sender: %s.", [$['personal_note']])); with
print_unescaped($I-t("Personal note from the sender: \n %s.", $['personal_note']));.

Other Notable Changes

* Allow automated SSL certificate verifications for CAs other than Let’s Encrypt. See
#31858 for further details.

e "/"and "%" are now valid characters in group names. See #31109 for further
details.

* New audit events for login action with token or Apache. See #31985 for further
details.

* Log entries for exceeding user quota: Loglevel changed to "debug" (Insufficient
storage exception is now logged with "debug" log level).

* The app for embedding external sites to the app launcher ("external"”) now
supports icons that originate from theme apps.

* The occ command to deactivate storage encryption (occ encryption:decrypt-all) has
received stability improvements and can now read the required recovery key from
an environment variable which is very helpful for a scripted per-user decryption
process.

Solved Known Issues

ownCloud Server 10.0.10 takes care of 10.0.9 known issues and provides remedies for
several others:

* The Password Policy extension now works with two- or multi-factor authentication
extensions. See #32058 for further details.

* The Versions feature now works also when the Comments app is disabled. See
#32208 for further details.
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* E-mail addresses with subdomains with hyphens are now also accepted for public
link emails. See #32281 for further details.

e Allow null in "Origin" header for third party clients that send it with WebDAV. See
#32189 for further details.

* Properly log failed message when token based authentication is enforced
(Fail2Ban). See #31948 for further details.

* Deleting a user now also properly deletes their external storages and storage
assignations. See #32069 for further details.

* Lockout issues with wrong passwords for Windows Network Drives are mitigated:
Fixed mount config in front-end to only load once to avoid side effects. See #32095
for further details.

» Fixed update issue related to oc_jobs when automatically enabling market app to
assist for update in OC 10. See #32573 for further details.

» Fixed missing migrations in files sharing app and add indices to improve
performance. See #32562 for further details.

* Fixed issue with spam filters when sending public link emails. See #32542 for
further details.

Known Issues

Currently there are no known issues with ownCloud Server 10.0.10. This section will
be updated in the case that issues become known.

For Developers

* Search API for files using WebDAV REPORT and an underlying search provider. See
#31946 and #32328 for further details.

¢ Add information whether user can share to capabilities API. See #31824 for further
details.

* Hook loadAdditionalScripts now also available for public link page. See #31944 for
further details.

e Added URL parameter to files app which opens a specific sidebar tab. See #32202
for further details.

* Allow slashes in generated resource routes in app framework. See #31939 for
further details.

* The app for embedding external sites to the app launcher ("external") has been
moved to a separate repository. It is still bundled with ownCloud Server releases
and can be used normally.

Changes in 10.0.9

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.0.9 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

New Features

Pending Shares

ownCloud Server 10.0.9 introduces new features to close usability gaps and to give
users more control over incoming shares. Previously, shared contents would appear,
unannounced, in the receiving user’s file hierarchy, and clients would start
synchronizing.
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Incoming shares can now have a pending state, offering the ability to accept or decline
(as known from federated sharing). We anticipate that this will provide a better user
experience.

In addition, the recently introduced notifications framework is being used to inform
users via mail.

The bell icon in the web interface and the ownCloud Desktop Client can additionally be
used to take action. To switch to the new behavior administrators need to disable the
configuration option Automatically accept new incoming local user shares in the
Sharing settings section. By default the option will be enabled to preserve the known
behavior.

Mail notifications do not, currently, support asynchronous batch processing. For this
reason, ownCloud will send notification emails directly when initiating shares between
users. Due to this limitation, sharing with large groups (> 50 users) can take some
time and might cause load peaks. When operating installations with large groups, it is,
therefore, not yet recommended to enable the feature.

Overview of pending & rejected shares

In addition to the "Pending Shares" feature, ownCloud Server now provides the means
to view "accepted", "pending" and "rejected" incoming shares. Leveraging the
"Shared with you" filter in the left sidebar of the files view users can now list all
incoming shares, their respective states and have the ability to switch between the
states easily.

This improvement not only empowers users to accept rejected shares subsequently but
also to restore shares that have been unshared before without requiring the owner to
share it again.

Password history and expiration

To prepare ownCloud Server for new capabilities in the authentication process, we
have introduced an authentication middleware, and a new major version of the
Password Policy extension is now available.

The Authentication Middleware

It:

* Offers a defined way of inserting mandatory functionality between user
authentication and user account access. For example, forcing users to accept legal
agreements.

» Affords the ability to interact with the user during the login process, such as
retrieving user details like their email address.

0 The authentication middleware is currently focused on offering new
features for the Password Policy extension.

The Password Policy Extension

The Password Policy Extension has got a new major release and has been relicensed
(OCL = GPLv2) to be available for community and standard subscription users as well.
It now supports password expiration and history policies for user accounts.

backends but only for local users created by administrators or the

9 These features don’t apply to users imported from LDAP or other
Guests extension.
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Imposing password expiration and history policies enhances security for a number of
reasons. For example, by forcing users to choose a new password, they can be
prevented from using one or more of their previous passwords. In doing this, it
encourages them to not use a previous password, which may be known to attackers.

Two further examples are manually expiring passwords and configuring the number of
days that have to pass since the last change before the password expires. These help
ensure that users change their passwords on a semi-regular basis, making them
harder to crack.

However, we encourage administrators to always consider the implication of their
password policies, so that they strike an appropriate balance between security and
usability. For example, a high frequency of password changes, for instance, might
increase security but could also decrease user satisfaction.

To help ensure a good user experience it is possible to configure:

¢ Email notifications.
» Internal notifications (they appear on the web interface and clients).
* The password history count.

* The days before reminder notification are sent.

Users will always be informed when passwords have expired.

Although the above two password practices are discouraged by NIST,
0 ownCloud is now fully compliant with common password guidelines in
enterprise scenarios.

When users employ tokens for client authentication, which can be
0 configured on the user settings page ("App passwords"), those are not
affected from password policies.

When imposing password expiration policies on an existing installation
0 it is necessary to take some further actions. Please consult "the
ownCloud documentation”™ for guidance.

Technology preview for new S3 Objectstore implementation

ownCloud Server 10.0.9 comes with the prerequisites to be ready for the new S3
Objectstore implementation "files primary s3", which will massively improve
performance, reliability and protocol-related capabilities. The new extension is
available as a technology preview via the ownCloud Marketplace and will supersede
the current Objectstore extension.

It has received extensive testing and is in very good shape. However, there is no out-
of-the-box migration from the current Objectstore to files primary s3 as this will
require individual guidance.

Due to changes to the Versioning API, the ownCloud Ransomware Protection is not yet
compatible with files primary s3. For now the Objectstore extension will continue to
work as usual. Once the new implementation leaves the technology preview state and
migrations have been taken care of, the current implementation will be deprecated.

SWIFT Objectstore Deprecation

As the markets are moving in the direction of the S3 protocol to communicate with
object storages, ownCloud will follow this path with a clear focus. To do this, it will be
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a necessity to deprecate object storage via the OpenStack SWIFT protocol.

The extension will still be available as part of ownCloud Server, but it will neither be
maintained nor developed any further by ownCloud, and support will be discontinued.
Please make sure to move to the S3 protocol to use object storage as primary storage
with future ownCloud Server versions.

New options to display Imprint and Privacy Policy

To enable GDPR and legal compliance in various jurisdictions for ownCloud providers,
it is now possible to specify links to Imprint and Privacy Policy:

* In the "General" Administration settings section
* Via the following OCC commands:
o sudo -u www-data php occ config:app:set core legal.imprint_url <link>
o sudo -u www-data php occ config:app:set core legal.privacy policy url <link>
These links can be displayed on all pages of the ownCloud web interface and in the
footer of mail notifications. When using one of the default themes provided by

ownCloud, as well as the default mail templates, configured links will be automatically
included.

For customized themes or mail templates, actions are required to include the links.
These are:

Add the following at the end of each HTML template to add the footer:
<?php print_unescaped($this—=inc(‘html.mail.footer', ['app' = 'core'])); 7>
Add the following at the end of each plain text template to add the footer:
<?php print_unescaped($this—inc('plain.mail.footer’, ['app' = 'core'])); 7>

In a custom theme, change getShortFooter and getLongFooter in defaults.php without
links to include the links

Changed behavior of "Exclude groups from sharing" option

The option "Exclude groups from sharing", in the administration settings "Sharing"
section, enables administrators to exclude groups of users from the ability to initiate
file shares. In previous versions this restriction only applied to users who were
members of exactly these groups (membership of one or more non-excluded groups
bypassed the restriction).

This behavior has been changed to be both more restrictive and to better cover the
expectations of administrators. With ownCloud Server 10.0.9, it will apply to all users
who are members of at least one of the excluded groups.

Changes to the sharing autocomplete mechanism

In ownCloud Server 10.0.8, the value for minimum characters to trigger the sharing
autocomplete mechanism <min-chars-for-sharing-autocomplete-label> has been made
configurable and set to 4 by default. As this security-enhancing change came at the
expense of usability, and might only be required in special scenarios, the default value
has been reverted to 2.

For increased security requirements, the config.php option 'user.search_min_length' =
2 can be adjusted. To further improve usability, a hint has been added to inform users
about the required character count, to get suggestions.
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Improvements for occ user:list

To improve the usability of the occ user:list command, the output has been made
configurable by using the -a option, for including certain attributes. This change has
mainly been introduced to facilitate automation tasks. Check the --help option for more
information.

Additional events for audit logging
New events are available for audit logging, among others. These include:

* Changes in user specific settings
* Sending public links via mail; and

* Accepting and rejecting shares

When logs are forwarded to external analyzers, like Splunk, administrators can check
to add the new events. The latest version of the Auditing extension (admin_audit) is
required.

Theming improvements and changes

» HTML templates for lost password mails have been added. This is important in case
a custom theme is used and it needs manual adjustments.

* The mail notifications framework, introduced with ownCloud Server 10.0.8 <new-
mail-notifications-feature-label>, has been extended to provide a basic framework
and notification structure, which can be used by ownCloud features and third party
extensions. To support this, mail template wording and structure have been
updated. Please review the templates in apps/notifications/templates/mail/ to align
them with your needs.

* Mail templates can now include a footer for HTML
(core/templates/html.mail.footer.php) and plain text mails
(core/templates/plain.mail.footer.php). The default templates shipped with
ownCloud Server 10.0.9 contain the respective references. For customized mail
templates, it is necessary to manually add the references. To do so:

* Add the following at the end of each HTML template: :

<?php print_unescaped($this->inc(‘html.mail.footer', ['app' => 'core'])); ?>
* Add the following at the end of each plain text template: :

<?php print_unescaped($this->inc('plain.mail.footer', ['app' => 'core'l])); ?>

e The ownCloud example theme (theme-example), which can be used as a solid base
to create custom themes, is no longer bundled with ownCloud Server. It now lives
in it’s own repository on GitHub.

Solved known issues

ownCloud Server 10.0.9 takes care of 10.0.8 known issues, and provides remedy for
several others:
* Issues with multiple theme apps and the Mail Template Editor #31478

* OCC command to transfer data between users (occ transfer:ownership) works as
expected again. Previously, public link shares were not transferred. See #31176 for
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further details.

OCC commands to encrypt (occ encryption:encrypt-all) and decrypt (occ
encryption:decrypt-all) user data work correctly again. Previously, shares might
have been lost during the encryption process. See #31600 and #31590 for further
details.

Files larger than 10 MB can now properly be uploaded by guest users. See #31596
for further details.

Issues with public link dialog when collaborative tags app is disabled has been
resolved. See #31581 for further details.

Enabling/disabling of users by group administrators in the web UI works again. See
#31489 for further details.

Issues with file upload using Microsoft EDGE are now circumvented (hard memory
limit of 5 GB causing uploads to fail randomly as garbage collection for file chunks
did not work properly). See #31884 for further details.

Known issues

The new Password Policy feature "Password Expiration":

Does not work together with Multi-Factor Authentication (e.g. twofactor_totp,
twofactor _privacyidea). Please do not deploy expiration policies yet when having
Two- or Multi-Factor Authentication extensions in place. This issue will be solved
with the next ownCloud Server release. See #32059 for more information.

The new Password Policy feature "Password Expiration" includes an occ command
to manually force password expiration. Please run it directly after imposing
expiration policies on an instance with existing users. Currently the command will
only work when the policy X days until user password expires has been enabled.
This might be confusing and will be solved with the next release of the extension.
See #66 for more information.

For developers

The symfony event for logging has been extended to include the original exception
when applicable: #31623

Added Symfony event for whenever user settings are changed #31266
Added Symfony event for whenever a public link share is sent by email #31632
Added Symfony event for whenever local shares are accepted or rejected #31702

Added public WebDAV API for versions using a new meta DAV endpoint #31729
#29637

Added support for retrieving file previews using WebDAV endpoint #29319 #30192

Changes in 10.0.8

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.0.8 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

PHP 5.6 deprecation

PHP 5.6/7.0 active support has ended on January 19th 2017 / December 3rd 2017 and
security support will be dropped by the end of 2018. Many libraries used by ownCloud
(including the QA-Suite PHPUnit) will therefore not be maintained actively anymore
which forces ownCloud to drop support in one of the next minor server versions as
well. Please make sure to upgrade to PHP 7.1 as soon as possible. See the system
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requirements in the ownCloud documentation.

Personal note for public link mail notification

One of the usability enhancements of ownCloud Server 10.0.8 is the possibility for
users to add a personal note when sending public links via mail. When using
customized mail templates it is necessary to either adapt the shipped original template
to the customizations or to add the code block for the personal note to customized
templates in order to display the personal note in the mail notifications.

New mail notifications feature

ownCloud Server 10.0.8 introduces a new extensible notification framework. Apart
from technical changes under the hood the Notifications app can now also send mails
for all notifications that previously were only displayed within the web interfaces
(notification bell) or on the Desktop client (notifications API) like incoming federated
share or Custom Group notifications, for example. In the "General" settings section
users can configure whether they want to receive mails for all notifications, only for
those that require an action or decide not to get notifications via mail (by default users
will only receive notifications when an action is required).

LDAP-related improvements

* When disabling or deleting user accounts in LDAP, the administrator can choose to
either delete or disable respective accounts in ownCloud when executing occ
user:sync (-m, --missing-account-action=MISSING-ACCOUNT-ACTION). User accounts
that are disabled in ownCloud can now be re-enabled automatically when running
occ user:sync if they are enabled in LDAP. When this behavior is desired
administrators just need to add the -r, --re-enable option to their cron jobs or when
manually executing occ user:sync.

* Furthermore it is now possible to execute occ user:sync only for single (-u,
--uid=UID) or seen (-s, --seenOnly) users (users that are present in the database
and have logged in at least once). These new options provide more granularity for
administrators in terms of managing occ user:sync performance.

* Another notable change in behavior of occ user:sync is that administrators now
have to explicitly specify the option -c, --showCount to display the number of users
to be synchronized.

New events for audit logging

New events have been added to be used for audit logging, among others. These
include configuration changes by administrators and users, file comments
(add/edit/delete) and updating existing public links. When logs are forwarded to
external analyzers like Splunk, administrators can check to add the new events. The
latest version of the Auditing extension (admin_audit) is required.

New command to verify and repair file checksums

With ownCloud 10 file integrity checking by computing and matching checksums has
been introduced to ensure that transferred files arrive at their target in the exact state
as their origin. In some rare cases wrong checksums can be written to the database
leading to synchronization issues with e.g. the Desktop Client. To mitigate such
situations a new command occ files:checksums:verify has been introduced. The
command recalculates checksums either for all files of a user or for files within a
specified path, and compares them with the values in the database. Naturally the
command also offers an option to repair incorrect checksum values (-r, --repair). Please
check the available options by executing occ files:checksums:verify --help. Note:
Executing this command might take some time depending on the file count.
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New config setting to specify minimum characters for sharing
autocomplete

For security reasons the default value for minimum characters to trigger the sharing
autocomplete mechanism has been set to "4" (previously it was set to "2"). This is to
prevent people from easily downloading lots of email addresses or user names by
requesting their first letters through the API. As it is a trade-off between security and
usability for some scenarios this high security level might not be desirable. Therefore
the value now is configurable via the config.php option 'user.search_min_length' = 4,.
Please check which value fits your needs best.

New option to granularly configure public link password enforcement

With ownCloud 10 the File Drop feature has been merged with public link permissions.
This kind of public link does not give recipients access to any content, but it gives
them the possibility to drop files. As a result, it might not always be desirable to
enforce password protection for such shares. Given that, passwords for public links
can now be enforced based on permissions (read-only, read & write, upload only/File
Drop). Please check the administration settings 'Sharing " section and configure as
desired.

New option to exclude apps from integrity check

By verifying signature files the integrity check ensures that the code running in an
ownCloud instance has not been altered by third parties. Naturally this check can only
be successful for code that has been obtained from official ownCloud sources. When
providing custom apps (like theme apps) that do not have a signature, the integrity
check will fail and notify the administrator. These apps can now be excluded from the
integrity check by using the config.php option ‘'integrity.ignore.missing.app.signature' =
[‘app_id1l', 'app_id2', 'app_id3'l,. See config.sample.php for more information.

New occ command to modify user details

It is now possible to modify user details like display names or mail addresses via the
command occ user:modify. Please append --help for more information.

occ files:scan can now be executed for groups

Apart from using the occ files:scan command for single users and whole instances it
can now be executed for groups using -g, --groups=GROUPS. Please append --help for
more information.

New configurable default format for syslog

When using syslog as the log type (‘'log_type' = 'syslog’, in config.php) the default
format has been changed to include request IDs for easier debugging. Additionally the
log format has been made configurable using 'log.syslog.format' in config.php. If you
require a certain log format, please check the new format and config.sample.php on
how to change it.

New config option to enable fallback to HTTP for federated shares

For security reasons federated sharing (sharing between different ownCloud
instances) strictly requires HTTPS (SSL/TLS). When this behavior is undesired the
insecure fallback to HTTP needs to be enabled explicitly by setting
‘'sharing.federation.allowHttpFallback' = false, to true in config.php.
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Migration related to auth_tokens (app passwords)

Upgrading to 10.0.8 includes migrations related to auth _tokens (app passwords).
When users have created app passwords as separate passwords for their clients the
upgrade duration will increase depending on user count. Please consider this when
planning the upgrade.

Changed behavior of e-mail autocomplete for public link share dialog

When the "Sharing" settings option Allow users to send mail notifications for shared
files for public links is enabled, users can send public links via mail from within the
web interface. The behavior of the autocomplete when entering mail addresses in the
public link share dialog has been changed. Previously the autocomplete queried for
local users, users from federated address books and contacts from CardDAV/Contacts
App. As public links are not intended for sharing between ownCloud users
(local/federated), those have been removed. Contacts synchronized via CardDAV or
created in the Contacts app will still appear as suggestions.

Notifications sent by occ can now include links

The command occ notifications:generate can be used to send notifications to individual
users or groups. With 10.0.8 it is also capable of including links to such notifications
using the -I, --link=LINK option. Please append --help for more information. There is
also Announcement center to conduct such tasks from the web interface but it is
currently limited to send notifications to all users. For now administrators can use the
occ command if more granularity is required.

Global option for CORS domains

For security reasons ownCloud has a Same-Origin-Policy that prevents requests to
ownCloud resources from other domains than the domain the backend server is hosted
on. If ownCloud resources should be accessible from other domains, e.g. for a separate
web frontend operated on a different domain, administrators can now globally specify
policy exceptions via CORS (Cross-Origin Resource Sharing) using 'cors.allowed-
domains' in config.php. Please check config.sample.php for more information.

Mail Template Editor is now unbundled

The Mail Template Editor has been unbundled from the default apps and is not
shipped with the Server anymore. When upgrading ownCloud will try to automatically
install the latest version from the ownCloud Marketplace in case the app was installed
before.

If this is not possible (e.g. no internet connection or clustered setup) you will either
need to disable the app (occ app:disable templateeditor) or download and install it
manually.

Solved known issues

* Bogus Login failed log entries have been removed (see 10.0.7 known issues)
» The Provisioning API can now properly set default or zero quota
* User quota settings can be queried through Provisioning API

* A regression preventing a user from setting their e-mail address in the settings
page has been fixed

File deletion as a guest user works correctly (trash bin permissions are checked
correctly)
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Known issues
* Issues with multiple theme apps and Mail Template Editor

As of ownCloud Server 10.0.5 it is only possible to have one theme app enabled
simultaneously. When a theme app is enabled and the administrator attempts to enable
a second one this will result in an error. However, when also having the Mail Template
Editor enabled in this scenario the administrators "General" settings section will be
displayed incorrectly. As a remedy administrators can either uninstall the second
theme app or disable the Mail Template Editor app.

* occ transfer:ownership does not transfer public link shares if they were created by
the target user (reshare).

For developers

* The global JS variable oc_current_user was removed. Please use the public method
OC.getCurrentUser() instead.

* Lots of new Symfony events have been added for various user actions, see
changelog for details, or the documentation ticket.

* When requesting a private link there is a new HTTP response header Webdav-
Location that contains the WebDAYV path to the requested file while the Location still
points at the frontend URL for viewing the file.

Changes in 10.0.7

ownCloud Server 10.0.7 is a hotfix follow-up release that takes care of an issue
regarding OAuth authentication.

Please consider the ownCloud Server 10.0.5 release notes.

Known issues

* When using application passwords, log entries related to Login Failed will appear
and can be ignored. For people using fail2ban or other account locking tools based
on log parsing, please apply this patch with patch -pl <
50c78a4bf4c2ab4194f40111b8a34b7e9ccl7al4.patch (original pull request here).

Changes in 10.0.6

ownCloud Server 10.0.6 is a hotfix follow-up release that takes care of an issue during
the build process (https://github.com/owncloud/core/pull/30265). Please consider the
ownCloud Server 10.0.5 release notes.

Changes in 10.0.5

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.0.5 that need your attention. You can also read the full ownCloud
Server changelog for further details on what has changed.

Technology preview for PHP 7.2 support

ownCloud catches up with new web technologies. This has mainly been introduced for
the open-source community to test and give feedback. PHP 7.2 is not yet supported
nor recommended for production scenarios. ownCloud is going to fully support PHP
7.2 with the next major release.

38 | Changes in 10.0.7


https://github.com/owncloud/core/issues/31134
https://github.com/owncloud/core/issues/31134
https://github.com/owncloud/core/issues/31150
https://github.com/owncloud/core/issues/31150
https://github.com/owncloud/documentation/issues/3738
https://github.com/owncloud/core/issues/30157
https://github.com/owncloud/core/issues/30157
https://github.com/owncloud/core/issues/30157
https://github.com/owncloud/core/issues/30157
https://github.com/owncloud/core/issues/30157
https://github.com/owncloud/core/commit/50c78a4bf4c2ab4194f40111b8a34b7e9cc17a14.patch
https://github.com/owncloud/core/pull/30591
https://github.com/owncloud/core/pull/30265
https://owncloud.org/changelog/server/
https://owncloud.org/changelog/server/

php-intl now is a hard requirement

Please make sure to have the PHP extension installed before upgrading.

Changed: Only allow a single active theme app

The theming behavior has been changed so that only a single theme can be active
concurrently. This change ensures that themes can not interfere in any way (e.g.,
override default theming in an arbitrary order). Please make sure to have the desired
theme enabled after upgrading.

Removed old Dropbox external storage backend (Dropbox API v1)

Please switch to the new External Storage: Dropbox app with Dropbox API v2 support
to continue providing Dropbox external storages to your users.

Fixed: Only set CORS headers on WebDAV endpoint when Origin header
is specified

ownCloud Server 10.0.4 known issue is resolved.

Fixes and improvements for the Mail Template Editor

* Known issues are resolved: Mail Template Editor works again, got support for app
themes and additional templates were added for customization.

* Mail Template Editor is still bundled with ownCloud Server but will soon be
released as a separate app to ownCloud Marketplace.

* Changelog: https://github.com/owncloud/templateeditor/blob/master/
CHANGELOG.md#02---2018-02-28

Known issues

* When using application passwords, log entries related to Login Failed will appear,
please upgrade to 10.0.7 and check the fix mentionned in its release notes.

Changes in 10.0.4

Dear ownCloud administrator, please find below the changes and known issues in
ownCloud Server 10.0.4 that need your attention. You can also read the full ownCloud
Server 10.0.4 changelog for further details on what has changed.

More granular sharing restrictions

The "Restrict users to only share with users in their groups" option, in the Sharing
settings, restricts users to only share with groups which they are a member of, while
simultaneously prohibiting sharing with single users that do not belong to any of the
users’ groups.

To make this more granular, we split this option into two parts and added "Restrict

users to only share with groups they are member of", which differentiates between

users and groups. Doing so makes it possible to restrict users from sharing with all
users of an installation, limiting them to only being able to share with groups which
they are a member of, and vice versa.

Configurable solution for indistinguishable user display names

The ownCloud sharing dialog displays users according to their display name. As users
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can choose their display name in self-service (which can be disabled in config.php) and
display names are not unique, it is possible that a user can’t distinguish sharing
results.

To cover this case the displayed user identifiers are now configurable. In the Sharing
settings administrators can now configure the display of either mail addresses or user
ids.

Added occ files:scan repair mode to repair filecache inconsistencies

We recommend to use this command when directed to do so in the upgrade process.
Please refer to the occ command’s files:scan -repair documentation for more
information.

Detailed mode for occ security:routes

Administrators can use the output of this command when using a network firewall, to
check the appropriateness of configured rules or to get assistance when setting up.

Added mode of operations to differentiate between single-instance or
clustered setup

As ownCloud needs to behave differently when operating in a clustered setup versus a
single instance setup, the new config.php option operation.mode has been added. It
can take one of two values: single-instance and clustered-instance. For example:
'operation.mode' = 'clustered-instance’,.

Currently the Market App (ownCloud Marketplace integration) does not support
clustered setups and can do harm when used for installing or updating apps. The new
config setting prevents this and other actions that are undesired in cluster mode.

When operating in a clustered setup, it is mandatory to set this option. Please
check the config sample php parameters documentation for more information.

Added occ dav:cleanup-chunks command to clean up expired uploads

When file uploads are interrupted for any reason, already uploaded file parts (chunks)
remain in the underlying storage so that the file upload can resume in a future upload
attempt. However, resuming an upload is only possible until the partial upload is
expired and deleted, respectively.

To clean up chunks (expire and delete) originating from unfinished uploads,
administrators can use this newly introduced command. The default expiry time is two
days, but it can be specified as a parameter to the command.

(r) It is recommended to configure CRON to execute this
w background job regularly.

It is not included in the regular ownCloud background jobs so that the administrators
have more flexibility in scheduling it. Please check the background jobs configuration
documentation for more information.

Administrators can now exclude files from integrity check in config.php

When administrators did intentional changes to the ownCloud code they now have the
ability to exclude certain files from the integrity checker. Please check
config.sample.php for the usage of 'integrity.excluded.files'.
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Modification time value of files is now 64 bits long

When upgrading to 10.0.4 migrations may increase update duration dependent on
number of files.

Updated minimum supported browser versions

Users with outdated browsers might get warnings. See the list of supported browser
versions.

Known issues

* When using application passwords, log entries related to Login Failed will appear,
please upgrade to 10.0.7 and check the fix mentioned in its release notes.

10.0.3 resolved known issues

* SFTP external storages with key pair mode work again
* Added support for MariaDB 10.2.7+

* Encryption panel in admin settings fixed to properly detect current mode after
upgrade to ownCloud 10

* Removed double quotes from boolean values in status.php output

Known issues
* Impersonate app 0.1.1 does not work with ownCloud Server 10.0.4. Please update
to Impersonate 0.1.2 to be able to use the feature with ownCloud 10.0.4.

* Mounting ownCloud storage via davfs does not work

Changes in 10.0.3

Dear ownCloud administrator, please find below the changes and known issues of
ownCloud Server 10.0.3 that need your attention:

The full ownCloud Server 10.0.3 changelog can be found here:
https://github.com/owncloud/core/blob/stable10/CHANGELOG.md

* It is now possible to directly upgrade from 8.2.11 to 10.0.3 in a single upgrade
process.

* Added occ command to list routes which can help administrators setting up
network firewall rules.

e occ upgrade is now verbose by default. Administrators may need to adjust scripts
for automated setup/upgrade procedures that rely on "occ upgrade' outputs.

* Reenabled medial search by default::

o Enables partial search in sharing dialog autocompletion (e.g. a user wants to
share with the user "Peter": Entering "pe" will find the user, entering "ter" will
only find the user if the option is enabled)

o New default is set to enabled as there is no performance impact anymore due to
the introduction of the user account table in ownCloud Server 10.0.1.

o Please check the setting. You need to disable it explicitly if the functionality is
undesired.

* All database columns that use the fileid have been changed to bigint (64-bits). For
large instances it is therefore highly recommended to upgrade in order to avoid
reaching limits.
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Upgrade and Market app information::

o Removed appstoreenabled setting from config.php. If you want to disable the
app store / Marketplace integration, please disable the Market app.

o Added setting ‘upgrade.automatic-app-update' to config.php to disable
automatic app updates with “occ upgrade' when Market app is enabled

o On upgrade from OC < 10 the Market app won’t be enabled if appstoreenabled
was false in config.php.

Clustering: Better support of read only config file and apps folder

Default minimum desktop client version in config.php is now 2.2.4.

Known issues

Added quotes in boolean result values of yourdomain/status.php output

Setting up SFTP external storages with keypairs does not work. https://github.com/
owncloud/core/issues/28669

If you have storage encryption enabled, the web UI for encryption will ask again
what mode you want to operate with even if you already had a mode selected
before. The administrator must select the mode they had selected before.
https://github.com/owncloud/core/issues/28985

Uploading a folder in Chrome in a way that would overwrite an existing folder can
randomly fail (race conditions). https://github.com/owncloud/core/issues/28844

Federated shares can not be accepted in WebUI for SAML/Shibboleth users

For MariaDB users: Currently, Doctrine has no support for the breaking changes
introduced in MariaDB 10.2.7, and above. If you are on MariaDB 10.2.7 or above,
and have encountered the message 1067 Invalid default value for "lastmodified,
please apply this patch to Doctrine. We expect this bug to be fixed in ownCloud
10.0.4. For more information on the bug, check out the related issue.

When updating from ownCloud < 9.0 the CLI output may hang for some time
(potentially up to 20 minutes for big instances) whilst sharing is updated. This can
happen in a variety of places during the upgrade and is to be expected. Please be
patient as the update is performed and the output will continue as normal.

Changes in 10.0.1

Hello ownCloud administrator, please read carefully to be prepared for updates and
operations of your ownCloud setup.

A new update path: ownCloud 10.0.1 contains migration logic to allow upgrading
directly from 9.0 to 10.0.1.

Marketplace: Please create an account for "the new marketplace™ . Access to
optional ownCloud extensions and enterprise apps will be provided by the
marketplace from now on. Currently some apps are still shipped with the tarballs /
packages and will be moved to the marketplace in the near future.

Apps: LDAP, gallery, activity, PDF viewer, and text editor were moved to the
marketplace.

Updates with marketplace: During the upgrade, enabled apps are also updated
by fetching new versions directly from the marketplace. If during an update,
sources for some apps are missing, and the ownCloud instance has no access to the
marketplace, the administrator needs to disable these apps or manually download
and provide the apps before updating.

App updates: Third party apps are not disabled anymore when upgrading.

Upgrade migration test: The upgrade migration test, --skip-migration-tests, has

42 | Changes in 10.0.1


https://github.com/owncloud/core/issues/28669
https://github.com/owncloud/core/issues/28669
https://github.com/owncloud/core/issues/28985
https://github.com/owncloud/core/issues/28844
https://gist.github.com/VicDeo/bb0689104baeb5ad2371d3fdb1a013ac/raw/04bb98e08719a04322ea883bcce7c3e778e3afe1/DoctrineMariaDB102.patch
https://github.com/owncloud/core/issues/28695

been removed.

The template editor app is not included in the 10.0.1 release due to
0 technical reasons, but will be distributed via the marketplace. However,
you can still edit template files manually.

Settings

* Settings design: Admin, personal pages, and app management are now merged
together into a single "Settings" entry.

* Disable users: The ability to disable users in the user management panel has been
added.

* Password Policy: Rules now apply not only to link passwords but also to user
passwords.

Infrastructure

* Client: You need to update to the latest desktop client version.

* Cron jobs: The user account table has been reworked. As a result the Cron job for
syncing user backends, e.g., LDAP, needs to be configured.

* Logfiles: App logs, e.g., auditing and owncloud.log, can now be split, see:
xref:configuration/server/config sample php parameters.adoc#logging.

Known Issues

Converting the Database Type doesn’'t work

Converting a Database from e.g. SQLite to MySQL or PostgreSQL with the occ
db:convert-type currently doesn’t work. See https://github.com/owncloud/core/issues/
27075 for more info.

Installing the LDAP user backend will trigger the installation twice

This causes an SQL error such as the following:

sudo -u www-data php occ market:install user_ldap

user_ldap: Installing new app ...

user_ldap: An exception occurred while executing 'CREATE TABLE
“ldap_user_mapping” ('ldap_dn® VARCHAR(255) DEFAULT " NOT NULL,
“owncloud name’ VARCHAR(255) DEFAULT " NOT NULL, “directory uuid®
VARCHAR(255) DEFAULT " NOT NULL, UNIQUE INDEX Idap_dn_users (" Idap_dn’),
PRIMARY KEY( owncloud name")) DEFAULT CHARACTER SET utf8mb4 COLLATE
utf8mb4 _bin ENGINE = InnoDB ROW_FORMAT = compressed":

SQLSTATE[42S01]: Base table or view already exists: 1050 Table
'Idap_user _mapping' already exists

This can be safely ignored. And the app can be used after enabling it. Please be aware
that when upgrading an existing ownCloud installation that already has user Idap this
error will not occur. It was fixed by https://github.com/owncloud/core/pull/27982.
However, this could happen for other apps as well that use database.xml. If it does
please use the same workaround.
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SAML authentication only works for users synced with occ user:sync

We will re-enable SSO for LDAP users with an update of the app in the market after
completing internal testing.

The web Ul prevents uninstalling apps marked as shipped, e.g., user_|dap

To uninstall, disable the app with occ and rm the app directory.

Moving files around in external storages outside of ownCloud will invalidate the
metadata

All shares, comments, and tags on the moved files will be lost.

Existing LDAP users only show up in the user management page and the share dialog
after being synced

The account table introduced in ownCloud 10.0.0 significantly reduces LDAP
communication overhead. Password checks are yet to be accounted for. LDAP user
metadata in the account table will be updated when users log in or when the

administrator runs occ user:sync "OCA\User_LDAP\User Proxy". We recommend setting

up a nightly Cron job to keep metadata of users not actively logging in up to date.

Error pages will not use the configured theme but will instead fall back to the
community default

Changes in 10.0.0

 PHP 7.1 support added (supported PHP versions are 5.6 and 7.0+)

* The upgrade migration test has been removed; (Option "--skip-migration-tests"
removed from update command)

* Requires to use the latest desktop client version 2.3
* Third party apps are not disabled anymore when upgrading

* User account table has been reworked. CRON job for syncing with e.g., LDAP
needs to be configured (see Syncing User Accounts for more information)

* LDAP app is not released with ownCloud 10.0.0 and will be released on the
marketplace after some more QA

* files drop app is not shipped anymore as it’s integrated with core now. Since
migrations are not possible you will have to reconfigure your drop folders (in the
"Public Link' section of the sharing dialog of the respective folders).

* SAML/Shibboleth with device-specific app passwords: No migration possible; Users

need to regenerate device-specific app passwords in the WebUI and enter those in
their clients.

* For security reasons status.php can now be configured in config.php to not return
server version information anymore (" version.hide'; default "false'). As clients still
depend on version information this is not yet recommended. The default will
change to "true' with 10.0.2 once clients are ready.

* Order of owncloud.log entries changed a bit, please review any application (e.g.
fail2ban rules) relying on this file

* External storages::

o FTP external storage moved to a separate app
(https://marketplace.owncloud.com/apps/files external ftp)

o "Local" storage type can now be disabled by sysadmin in config.php (to prevent
users mounting the local file system)
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Full changelog: https://github.com/owncloud/core/wiki/ownCloud-10.0-Features

Changes in 9.1
General

* Background jobs (cron) can now run in parallel

* Update notifications in client via API - You can now be notified in your desktop
client about available updates for core and apps. The notifications are made
available via the notifications API.

* Multi-bucket support for primary objectstore integration
e Support for Internet Explorer below version 11 was dropped

* Symlinks pointing outside of the data directory are disallowed. Please use the
configuration/files/external storage configuration gui with the
configuration/files/external storage/local storage backend instead.

* Removed dav:migrate-calendars and dav:migrate-addressbooks commands for occ.
Users planning to upgrade from ownCloud 9.0 or below to ownCloud 9.1 needs to
make sure that their calendars and address books are correctly migrated before
continuing to upgrade to 9.1.

Authentication
* Pluggable authentication: plugin system that supports different authentication
schemes
* Token-based authentication
» Ability to invalidate sessions

» List connected browsers/devices in the personal settings page. Allows the user to
disconnect browsers/devices.

» Device-specific passwords/tokens, can be generated in the personal page and
revoked

* Disable users and automatically revoke their sessions

* Detect disabled LDAP users or password changes and revoke their sessions
* Log in with email address

* Configuration option to enforce token-based login outside the web UI

» Two Factor authentication plug-in system

* OCC command added to (temporarily) disable/enable two-factor authentication for
single users

factor yet, this will be added later. It is already possible to generate a

o The current desktop and mobile client versions do not support two-
device specific password and enter that in the current client versions.

Files app

» Ability to toggle displaying hidden files
¢ Remember sort order
¢ Permalinks for internal shares

* Visual cue when dragging in files app

Autoscroll file list when dragging files

* Upload progress estimate
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Federated sharing

» Ability to create federated shares with CRUDS permissions
* Resharing a federated share does not create a chain of shares any more but
connects the share owner’s server to the reshare recipient
External storage
* UTF-8 NFD encoding compatibility support for NFD file names stored directly on
external storages (new mount option in external storage admin page)

* Direct links to the configuration pages for setting up a GDrive or Dropbox
application for use with ownCloud

* Some performance and memory usage improvements for GDrive, stream download
and chunk upload

* Performance and memory usage improvements for Dropbox with stream download
* GDrive library update provides exponential backoff which will reduce rate limit
errors

Shibboleth

* The WebDAV endpoint was changed from /remote.php/webdav to /remote.php/dav.
You need to check your Apache configuration if you have exceptions or rules for
WebDAV configured.

Minor additions

* Support for print style sheets

* Command line based update will now be suggested if the instance is bigger to avoid
potential timeouts

* Web updater will be disabled if LDAP or shibboleth are installed
* DB/application update process now shows better progress information

* Added occ files:scan --unscanned to only scan folders that haven’t yet been
explored on external storages

* Chunk cache TTL can now be configured

* Added warning for wrongly configured database transactions, helps prevent
database is locked issues

* Use a capped memory cache to reduce memory usage especially in background
jobs and the file scanner

* Allow login by email
* Respect CLASS property in calendar events
* Allow addressbook export using VCFExportPlugin
* Birthdays are also generated based on shared addressbooks
For developers
* New DAV endpoint with a new chunking protocol aiming to solve many issues like
timeouts (not used by clients yet)
* New webdav property for share permissions
* Background repair steps can be specified info.xml
* Background jobs (cron) can now be declared in info.xml

* Apps can now define repair steps to run at install/uninstall time
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* Export contact images via Sabre DAV plugin

* Sabre DAV’s browser plugin is available in debug mode to allow easier
development around webdav

Technical debt

* PSR-4 autoloading forced for OC\ and OCP\, optional for OCA\ docs at
xref:developer manual/app/classloader.adoc

* More cleanup of the sharing code (ongoing)

Changes in 9.0

9.0 requires .ico files for favicons. This will change in 9.1, which will use .svg files. See
Changing favicon in the Developer Manual.

Home folder rule is enforced in the user ldap application in new ownCloud
installations; see configuration/user/user auth ldap. This affects ownCloud 8.0.10,
8.1.5 and 8.2.0 and up.

The Calendar and Contacts apps have been rewritten and the CalDAV and CardDAV
backends of these apps were merged into ownCloud core. During the upgrade existing
Calendars and Addressbooks are automatically migrated (except when using the IMAP
user backend). As a fallback for failed upgrades, when using the IMAP user backend or
as an option to test a migration dav:migrate-calendars and/or dav:migrate-
addressbooks scripts are available (only in ownCloud 9.0) via the occ command. See
configuration/server/occ_command.

After upgrading to ownCloud 9.0 and before continuing to upgrade to
9.1 make sure that all of your and your users Calendars and

o Addressbooks are migrated correctly. Especially when using the IMAP
user backend (other user backends might be also affected) you need to
manually run the mentioned occ migration commands described above.

Updates on systems with large datasets will take longer, due to the addition of
checksums to the ownCloud database. See https://github.com/owncloud/core/issues/
22747.

Linux packages are available from our official download repository. New in 9.0: split
packages. owncloud installs ownCloud plus dependencies, including Apache and PHP.
owncloud-files installs only ownCloud. This is useful for custom LAMP stacks, and
allows you to install your own LAMP apps and versions without packaging conflicts
with ownCloud. See installation/linux installation.

New option for the ownCloud admin to enable or disable sharing on individual external
mountpoints (see External Storage GUI Mount Options). Sharing on such mount points
is disabled by default.

Enterprise 9.0

owncloud-enterprise packages are no longer available for CentOS 6, RHELG6, Debian 7,
or any version of Fedora. A new package, owncloud-enterprise-files, is available for all
supported platforms, including the above. This new package comes without
dependencies, and is installable on a larger number of platforms. System
administrators must install their own LAMP stacks and databases. See
https://owncloud.org/blog/time-to-upgrade-to-owncloud-9-0/.
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Changes in 8.2

New location for Linux package repositories; ownCloud admins must manually change
to the new repos. See maintenance/upgrade

PHP 5.6.11+ breaks the LDAP wizard with a “Could not connect to LDAP' error. See
https://github.com/owncloud/core/issues/20020.

filesystem check changes in config.php is set to 0 by default. This prevents
unnecessary update checks and improves performance. If you are using external
storage mounts such as NFS on a remote storage server, set this to 1 so that ownCloud
will detect remote file changes.

XSendFile support has been removed, so there is no longer support for serving static
files from your ownCloud server.

LDAP issue: 8.2 uses the memberof attribute by default. If this is not activated on your
LDAP server your user groups will not be detected, and you will see this message in
your ownCloud log: Error PHP Array to string conversion at
/var/www/html/owncloud/lib/private/template/functions.php#36. Fix this by disabling
the memberof attribute on your ownCloud server with the occ command, like this
example on Ubuntu Linux:

sudo -u www-data php occ ldap:set-config "s01" useMemberOfToDetectMembership
0

Run sudo -u www-data php occ Idap:show-config to find the correct sNN value; if there
is not one then use empty quotes, "". (See configuration/server/occ command.)

Users of the Linux Package need to update their repository setup as described in this
blogpost.

Changes in 8.1

Use APCu only if available in version 4.0.6 and higher. If you install an older version,
you will see a APCu below version 4.0.6 is installed, for stability and performance
reasons we recommend to update to a newer APCu version warning on your ownCloud
admin page.

SMB external storage now based on php5-libsmbclient, which must be downloaded
from the ownCloud software repositories (installation instructions).

Download from link feature has been removed.

The .htaccess and index.html files in the data/ directory are now updated after every
update. If you make any modifications to these files they will be lost after updates.

The SabreDAV browser at /remote.php/webdav has been removed.
Using ownCloud without a trusted _domain configuration will not work anymore.

The logging format for failed logins has changed and considers now the proxy
configuration in config.php.

A default set of security and privacy HTTP headers have been added to the ownCloud
.htaccess file, and ownCloud administrators may now customize which headers are
sent.
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More strict SSL certificate checking improves security but can result in cURL error 60:
SSL certificate problem: unable to get local issuer certificate errors with certain broken
PHP versions. Please verify your SSL setup, update your PHP or contact your vendor if
you receive these errors.

The persistent file-based cache (e.g. used by LDAP integration) has been dropped and
replaced with a memory-only cache, which must be explicitly configured. See
configuration/user/user auth ldap. Memory cache configuration for the ownCloud
server is no longer automatic, requiring installation of your desired cache backend and
configuration in config.php (see configuration/server/caching configuration.)

The OC _User HTTP backend has been removed. Administrators are encouraged to use
the user webdavauth application instead.

ownCloud ships now with its own root certificate bundle derived from Mozilla’s root
certificates file. The system root certificate bundle will not be used anymore for most
requests.

When you upgrade from ownCloud 8.0, with encryption enabled, to 8.1, you must
enable the new encryption backend and migrate your encryption keys.

Encryption can no longer be disabled in ownCloud 8.1. It is planned to re-add this
feature to the command line client for a future release.

It is not recommended to upgrade encryption-enabled systems from ownCloud Server
8.0 to version 8.1.0 as there is a chance the migration will break. We recommend
migrating to the first bugfix release, ownCloud Server 8.1.1.

Due to various technical issues, by default desktop sync clients older than 1.7 are not
allowed to connect and sync with the ownCloud server. This is configurable via the
minimum.supported.desktop.version switch in config.php.

Previews are now generated at a maximum size of 2048 x 2048 pixels. This is
configurable via the preview_max_x and preview_max_y switches in config.php.

The ownCloud 8 server is not supported on any version of Windows.

The 8.1.0 release has a minor bug which makes application updates fail at first try.
Reload the apps page and try again, and the update will succeed.

The forcessl option within the config.php and the Enforce SSL option within the Admin-
Backend was removed. This now needs to be configured like described in Hardening
and Security Guidance.

WebDAV file locking was removed in ownCloud 8.1 which causes Finder on macOS to
mount WebDAV read-only.

Enterprise 8.1

The SharePoint Drive application does not verify the SSL certificate of the SharePoint
server or the ownCloud server, as it is expected that both devices are in the same
trusted environment.

Changes in 8.0

Manual LDAP Port Configuration

When you are configuring the LDAP user and group backend application, ownCloud
may not auto-detect the LDAP server’s port number, so you will need to enter it
manually.
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No Preview Icon on Text Files

There is no preview icon displayed for text files when the file contains fewer than six
characters.

Remote Federated Cloud Share Cannot be Reshared With Local Users

When you mount a Federated Cloud share from a remote ownCloud server, you cannot
re-share it with your local ownCloud users. (See Federated Cloud Sharing
Configuration to learn more about federated cloud sharing)

Manually Migrate Encryption Keys after Upgrade

If you are using the Encryption application and upgrading from older versions of
ownCloud to ownCloud 8.0, you must manually migrate your encryption keys.

Windows Server Not Supported

Windows Server is not supported in ownCloud 8.

PHP 5.3 Support Dropped

PHP 5.3 is not supported in ownCloud 8, and PHP 5.4 or better is required.

Disable Apache Multiviews

If Multiviews are enabled in your Apache configuration, this may cause problems with
content negotiation, so disable Multiviews by removing it from your Apache
configuration. Look for lines like this:

<Directory /var/www/owncloud>
Options Indexes FollowSymLinks Multiviews

Delete Multiviews and restart Apache.

ownCloud Does Not Follow Symlinks

ownCloud’s file scanner does not follow symlinks, which could lead to infinite loops. To
avoid this do not use soft or hard links in your ownCloud data directory.

No Commas in Group Names

Creating an ownCloud group with a comma in the group name causes ownCloud to
treat the group as two groups.

Hebrew File Names Too Large on Windows

On Windows servers Hebrew file names grow to five times their original size after
being translated to Unicode.

Google Drive Large Files Fail with 500 Error

Google Drive tries to download the entire file into memory, then write it to a temp file,
and then stream it to the client, so very large file downloads from Google Drive may
fail with a 500 internal server error.
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Encrypting Large Numbers of Files

When you activate the Encryption application on a running server that has large
numbers of files, it is possible that you will experience timeouts. It is best to activate
encryption at installation, before accumulating large numbers of files on your
ownCloud server.

Enterprise 8.0

Sharepoint Drive SSL Not Verified

The SharePoint Drive application does not verify the SSL certificate of the SharePoint
server or the ownCloud server, as it is expected that both devices are in the same
trusted environment.

No Federated Cloud Sharing with Shibboleth

Federated Cloud Sharing (formerly Server-to-Server file sharing)does not work with
Shibboleth .

Direct Uploads to SWIFT do not Appear in ownCloud

When files are uploaded directly to a SWIFT share mounted as external storage in
ownCloud, the files do not appear in ownCloud. However, files uploaded to the SWIFT
mount through ownCloud are listed correctly in both locations.

SWIFT Objectstore Incompatible with Encryption App

The current SWIFT implementation is incompatible with any application that uses
direct file I/O and circumvents the ownCloud virtual filesystem. Using the Encryption
application on a SWIFT object store incurs twice as many HTTP requests and
increases latency significantly.

application Store is Back

The ownCloud application Store has been re-enabled in ownCloud 8. Note that third-
party apps are not supported.

Changes in 7.0

Manual LDAP Port Configuration

When you are configuring the LDAP user and group backend application, ownCloud
may not auto-detect the LDAP server’s port number, so you will need to enter it
manually.

LDAP Search Performance Improved

Prior to 7.0.4, LDAP searches were substring-based and would match search attributes
if the substring occurred anywhere in the attribute value. Rather, searches are
performed on beginning attributes. With 7.0.4, searches will match at the beginning of
the attribute value only. This provides better performance and a better user
experience.

Substring searches can still be performed by prepending the search term with *. For
example, a search for te will find Terri, but not Nate:
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occ ldap:search "te"
If you want to broaden the search to include Nate, then search for *te:
occ ldap:search "*te"

Refine searches by adjusting the User Search Attributes field of the Advanced tab in
your LDAP configuration on the Admin page. For example, if your search attributes are
givenName and sn you can find users by first name + last name very quickly. For
example, you'll find Terri Hanson by searching for te ha. Trailing whitespaces are
ignored.

Protecting ownCloud on IIS from Data Loss

Under certain circumstances, running your ownCloud server on IIS could be at risk of
data loss. To prevent this, follow these steps.

* In your ownCloud server configuration file, owncloud\config\config.php, set
config_is_read_only to true.
» Set the config.php file to read-only.

* When you make server updates config.php must be made writeable. When your
updates are completed re-set it to read-only.

Antivirus Application Modes

The Antivirus application offers three modes for running the ClamAV anti-virus
scanner: as a daemon on the ownCloud server, a daemon on a remote server, or an
executable mode that calls clamscan on the local server. We recommend using one of
the daemon modes, as they are the most reliable.

Enable Only for Specific Groups Fails

Some ownCloud applications have the option to be enabled only for certain groups.
However, when you select specific groups they do not get access to the app.

Changes to File Previews

For security and performance reasons, file previews are available only for image files,
covers of MP3 files, and text files, and have been disabled for all other filetypes. Files
without previews are represented by generic icons according to their file types.

4GB Limit on SFTP Transfers

Because of limitations in phpseclib, you cannot upload files larger than 4GB over SFTP.

Not Enough Space Available on File Upload

Setting user quotas to unlimited on an ownCloud installation that has unreliable free
disk space reporting- for example, on a shared hosting provider- may cause file
uploads to fail with a Not Enough Space Available error. A workaround is to set file
quotas for all users instead of unlimited.
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No More Expiration Date On Local Shares

In older versions of ownCloud, you could set an expiration date on both local and
public link shares. Now you can set an expiration date only on public link shares, and
local shares do not expire when public link shares expire.

Zero Quota Not Read-Only

Setting a user’s storage quota should be the equivalent of read-only, however, users
can still create empty files.

Enterprise 7.0

No Federated Cloud Sharing with Shibboleth

Federated Cloud Sharing (formerly Server-to-Server file sharing) does not work with
Shibboleth .

Windows Network Drive

Windows Network Drive runs only on Linux servers because it requires the Samba
client, which is included in all Linux distributions.

php5-libsmbclient is also required, and there may be issues with older versions of
libsmbclient; see Using External Storage > Installing and Configuring the Windows
Network Drive application in the Enterprise Admin manual for more information.

By default CentOS has activated SELinux, and the httpd process can not make
outgoing network connections. This will cause problems with curl, LDAP and samba
libraries. Again, see Using External Storage > Installing and Configuring the Windows
Network Drive application in the Enterprise Admin manual for instructions.

Sharepoint Drive SSL

The SharePoint Drive application does not verify the SSL certificate of the SharePoint
server or the ownCloud server, as it is expected that both devices are in the same
trusted environment.

Shibboleth and WebDAV Incompatible

Shibboleth and standard WebDAYV are incompatible, and cannot be used together in
ownCloud. If Shibboleth is enabled, the ownCloud client uses an extended WebDAV
protocol

No SQLite

SQLite is no longer an installation option for ownCloud Enterprise Edition, as it not
suitable for multiple-user installations or managing large numbers of files.

No Application Store

The application Store is disabled for the Enterprise Edition.

LDAP Home Connector Linux Only

The LDAP Home Connector application requires Linux (with MySQL, MariaDB, or
PostgreSQL) to operate correctly.

Changes in 7.0 | 53



Frequently Asked Questions

| want to upgrade from Community Version to
Enterprise Version. What are the changes?

In ownCloud Enterprise you will get access to new apps and features, mainly targeted
towards enterprises; apps and features that ensure security, for example.

You can upgrade to the Enterprise version without concern, as your existing files,
shares, and users remain as they are.

How do | transfer files from one user to another?

See transferring files to another user.

How do | deal with problems caused by using self-
signed SSL certificates?

See the security section of the OCC command.

I'm the admin and | lost my password! What do | do
now!

See the reset admin password documentation.

What is a Federated System?

A Federated System is another ownCloud or OpenCloudMesh supporting cloud
service.

Platform-wide known limitations, excluded files
There are known file names that can not be synced with ownCloud, these are:

* Folders and files with a trailing space.
* .htaccess.

* *.part files.

* File names that exceed 253 characters.
* client/sync-exclude.list.

* Desktop.ini in the root directory.

UNIX/Linux hidden files (files whose names have a leading dot, e.g., .12345.pdf).
Users must activate "sync hidden files" to sync them.
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Installation

You can install ownCloud in multiple ways, here are our trusted guides:

Manual Installation

This is a thorough guide to installing ownCloud, containing all the information needed
for the prerequisites, the dependencies, the actual installation and the configuration
afterwards.

Installing With Docker

This guide will show you how to install ownCloud with Docker Compose using our
YAML file.

Example Installation on Ubuntu

This is an example installation on an Ubuntu Server. This guide takes you from a clean
Ubuntu server to a finished ownCloud installation in the minimal steps required. All
commands are written down and are easy to copy paste in to your terminal.

Linux Package Manager

This guide shows you how to install ownCloud with the Ubuntu Package Manager.

Deployment Considerations

Hardware

e Solid-state drives (SSDs) for I/O.
» Separate hard disks for storage and database, SSDs for databases.

* Multiple network interfaces to distribute server synchronisation and backend
traffic across multiple subnets.

Single Machine / Scale-Up Deployment
The single-machine deployment is widely used in the community.
Pros:
* Easy setup: no session storage daemon, use tmpfs and memory caching to enhance
performance, local storage.

* No network latency to consider.
* To scale buy a bigger CPU, more memory, larger hard drive, or additional hard
drives.

Cons:

* Fewer high availability options.

* The amount of data in ownCloud tends to continually grow. Eventually a single
machine will not scale; I/O performance decreases and becomes a bottleneck with
multiple up- and downloads, even with solid-state drives.
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Scale-Out Deployment
Provider setup:

* DNS round robin to HAProxy servers (2-n, SSL offloading, cache static resources)
* Least load to Apache servers (2-n)
* Memcached/Redis for shared session storage (2-n)

* Database cluster with single primary, multiple replicas and proxy to split requests
accordingly (2-n)

* GPFS or Ceph via phprados (2-n, 3 to be safe, Ceph 10+ nodes to see speed
benefits under load)

* In case of clustering, your cluster nodes must have the same ownCloud
configuration including an identical config.php to avoid any potential issues.

Pros:

* Components can be scaled as needed.
* High availability.

* Test migrations easier.
Cons:

* More complicated to setup.
e Network becomes the bottleneck (10GB Ethernet recommended).

* Currently DB filecache table will grow rapidly, making migrations painful in case
the table is altered.

A Single primary DB is Single Point of Failure, Does Not Scale

When primary fails another replica can become primary. However, the increased
complexity carries some risks: Multi-primary has the risk of split brain, and deadlocks.
ownCloud tries to solve the problem of deadlocks with high-level file locking.

Software

Operating System

We are dependent on distributions that offer an easy way to install the various
components in up-to-date versions. ownCloud has a partnership with RedHat and
SUSE for customers who need commercial support. Canonical, the parent company of
Ubuntu Linux, also offers enterprise service and support. Debian and Ubuntu are free
of cost, and include newer software packages. CentOS is the community-supported
free-of-cost Red Hat Enterprise Linux clone. openSUSE is community-supported, and
includes many of the same system administration tools as SUSE Linux Enterprise
Server.

Web server

Apache with mod php is currently the best option. Mod php is recommended instead
of PHP FPM, because in scale-out deployments separate PHP pools are not necessary.

Relational Database

More often than not the customer already has an opinion on what database to use. In
general, the recommendation is to use what their database administrator is most
familiar with. Taking into account what we are seeing at customer deployments, we
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recommend MySQL/MariaDB in a primary-replica deployment with a MySQL proxy in
front of them to send updates to primary, and selects to the replica(s).

The second best option is PostgreSQL (alter table does not lock table, which makes
migration less painful) although we have yet to find a customer who uses a primary-
replica setup.

What about the other DBMS?
* Sqlite is adequate for simple testing, and for low-load single-user deployments. It is
not adequate for production systems.

* Microsoft SQL Server is not a supported option.

* Oracle DB is the de facto standard at large enterprises and is fully supported with
ownCloud Enterprise Edition only.

File Storage

While many customers are starting with NFS, sooner or later that requires scale-out
storage. Currently the options are GPFS or GlusterFS, or an object store protocol like
S3. S3 also allows access to Ceph Storage.

Session Storage

* Redis is required for transactional file locking Transactional File Locking, provides
session persistence, and graphical inspection tools available.

* If you need to scale out Shibboleth you must use Memcached, as Shibboleth does
not provide an interface to Redis. Memcached can also be used to scale-out shibd
session storage (see Memcache StorageService).

Deployment Recommendations

Introduction

What is the best way to install and maintain ownCloud? The answer to that is, as
always: 'it depends'.

This is because every ownCloud customer has their own particular needs and IT
infrastructure. However, both ownCloud and the LAMP stack are highly-configurable.
Given that, in this document we present a set of general recommendations, followed
by three typical scenarios, and finish up with making best-practice recommendations
for both software and hardware.

The recommendations presented here are based on a standard
ownCloud installation, one without any particular apps, themes, or code

e changes. But, server load is dependent upon the number of clients,
files, and user activity, as well as other usage patterns. Given that,
these recommendations are only a rule of thumb based on our
experience, as well as that of one of our customers.

General Recommendations

* Operating system: Linux.
* Web server: Apache 2.4.

* Database: MySQL/MariaDB with InnoDB storage engine (MyISAM is not supported,
see: MySQL / MariaDB storage engine)

* And a recent PHP Version. See System Requirements
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* Consider setting up a scale-out deployment, or using Federated Cloud Sharing to
keep individual ownCloud instances to a manageable size.

o Whatever the size of your organization, always keep one thing in mind:
The amount of data stored in ownCloud will only grow. So plan ahead.

ownCloud Administrators Must Have Command Line or Cron Access

We only recommend using hosts that provide command-line or Cron access (ideally
both) to ownCloud administrators, for three key reasons:

1. Without command-line access, OCC commands, required for administrative tasks
such as repairs and upgrades, are not available.

2. Without Crontab access, you cannot run background jobs reliably. ajax/cron.php is
available, but it is not reliable enough, because it only runs when people are using
the web UI. Additionally, ownCloud relies heavily on background jobs especially for
long-running operations, which will likely cause PHP timeouts.

3. PHP timeout values are often low. Having low timeout settings can break long-
running operations, such as moving a huge folder.

Scenario 1: Small Workgroups and Departments

This recommendation applies if you meet the following criteria:

Option Value

Number of users Up to 150 users

Storage size 100 GB to 10TB

High availability level Zero-downtime backups via Btrfs

snapshots, component

failure leads to interruption of service.
Alternate

backup scheme on other filesystems:
nightly backups

— with service interruption.

Recommended System Requirements

One machine running the application, web, and database server, as well as local
storage. Authentication via an existing LDAP or Active Directory server.

Web Server

Redis
DB Server
Local Storage

LDAP Server
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Components

One server with at least 2 CPU cores, 16GB RAM, and local storage as needed.

Operating system

Enterprise-grade Linux distribution with full support from an operating system vendor.
We recommend both RedHat Enterprise Linux and SUSE Linux Enterprise Server 12.

SSL Configuration

The SSL termination is done in Apache. A standard SSL certificate is required to be
installed according to the official Apache documentation.

Load Balancer

None.

Database

MySQL, MariaDB, or PostgreSQL. We currently recommend MySQL / MariaDB, as our
customers have had good experiences when moving to a Galera cluster to scale the
DB. If using either MySQL or MariaDB, you must use the InnoDB storage engine as
MyISAM is not supported, see: MySQL / MariaDB storage engine

If you are using MaxScale/Galera, then you need to use at least version
1.3.0. In earlier versions, there is a bug where the value of last_insert_id

o is not routed to the primary node. This bug can cause loops within
ownCloud and corrupt database rows. You can find out more
information in the issue documentation.

Backup

Install ownCloud, the ownCloud data directory, and database on a Btrfs filesystem.
Make regular snapshots at desired intervals for zero downtime backups. Mount DB
partitions with the "nodatacow" option to prevent fragmentation.

Alternatively, you can make nightly backups — with service interruption — as follows:

Shut down Apache.

Create database dump.

Push data directory to backup.
Push database dump to backup.
Start Apache.

S

After these steps have been completed, then, optionally, rsync the backup to either an
external backup storage or tape backup. See the Maintenance section of the
Administration manual for tips on backups and restores.

Authentication

User authentication via one or several LDAP or Active Directory (AD) servers. See
User Authentication with LDAP for information on configuring ownCloud to use LDAP
and AD.

Session Management

Local session management on the application server. PHP sessions are stored in a
temporary filesystem, mounted at the operating system-specific session storage
location. You can find out where that is by running grep -R 'session.save path’
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/etc/php* and then add it to the /etc/fstab file, for example:

# Retrieve the session save path setting (default or explicit value) for PHP 7.4
# Please change the file path to match your server configuration
session_path=$(\

awk 'match($0, /7~;?session.save_path = "(.*)"/, a) { print a[1] }'\

/etc/php/7.4/%*%/php.ini \

| uniq )

# Set the session save path in /etc/fstab
echo "tmpfs $session_path tmpfs defaults,noatime,mode=1777 0 0" >> /etc/fstab

Memory Caching

A memory cache speeds up server performance, and ownCloud supports four of them.
Refer to Configuring Memory Caching for information on selecting and configuring a
memory cache.

Storage

Local storage.

ownCloud Edition

Standard Edition. See ownCloud Server or Enterprise Edition for comparisons of the
ownCloud editions.

Scenario 2: Mid-Sized Enterprises

These recommendations apply if you meet the following criteria:

Option Value

Number of users 150 to 1,000 users.

Storage size Up to 200TB.

High availability level Every component is fully redundant and
can fail

without service interruption. Backups
without

service interruption

Recommended System Requirements

* 2 to 4 application servers.

* A cluster of two database servers.

» Storage on an NFS server.

* Authentication via an existing LDAP or Active Directory server.

* A Redis server for file locking
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Redis Server

Web Server 1 NFS Server

HAProxy LDAP Server
Web Server 2 DB Master

DB Slave

Components

* 2 to 4 application servers with four sockets and 32GB RAM.
» 2 DB servers with four sockets and 64GB RAM.
* 1 HAproxy load balancer with two sockets and 16GB RAM.

* NFS storage server as needed.

Operating System

Enterprise grade Linux distribution with full support from an operating system vendor.
We recommend both RedHat Enterprise Linux and SUSE Linux Enterprise Server 12.

SSL Configuration

The SSL termination is done in the HAProxy load balancer. A standard SSL certificate
is needed, installed according to the HAProxy documentation.

Load Balancer

HAProxy running on a dedicated server in front of the application servers. Sticky
session needs to be used because of local session management on the application
servers.

Database

MySQL/MariaDB Galera cluster with primary-replica replication. InnoDB storage
engine, MyISAM is not supported, see: MySQL / MariaDB storage engine. For mariadb
consider: MariaDB Monitor to configure your setup for a failover Scenario.

Backup

Minimum daily backup without downtime. All MySQL/MariaDB statements should be
replicated to a backup MySQL/MariaDB replica instance.
* Create a snapshot on the NFS storage server.
* At the same time stop the MySQL replication.
* Create a MySQL dump of the backup replica.
* Push the NFS snapshot to the backup.
Push the MySQL dump to the backup.
Delete the NFS snapshot.
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* Restart MySQL replication.

Authentication

User authentication via one or several LDAP or Active Directory servers. See User
Authentication with LDAP for information on configuring ownCloud to use LDAP and
AD.

Session Management

Session management on the application server. PHP sessions are stored in a
temporary filesystem, mounted at the operating system-specific session storage
location. You can find out where that is by running grep -R 'session.save path'
/etc/php* and then add it to the /etc/fstab file, for example:

# Retrieve the session save path setting (default or explicit value) for PHP 7.4
# Please change the file path to match your server configuration
session_path=$(\

awk 'match($0, /~;?session.save_path = "(.*¥)"/, a) { print a[1] }'\

/etc/php/7.4/%*%/php.ini \

| uniq )

# Set the session save path in /etc/fstab
echo "tmpfs $session_path tmpfs defaults,noatime,mode=1777 0 0" >> /etc/fstab

Memory Caching

A memory cache speeds up server performance, and ownCloud supports four memory
cache types. Refer to Configuring Memory Caching for information on selecting and
configuring a memory cache.

Storage

For accessing a backend storage system via NFS, you can use a dedicated storage
system like NetApp Hybrid Flash Storage Systems, or other systems like IBM Elastic
Storage based on their Power8 servers or RedHat Ceph with their NFS-Ceph gateway.

You may take a look on the NetApp NFS Best Practice and Implementation Guide for
best NFS configuring practices, especially section 9.4 Mount Option Best Practices
with NFS on page 111 and MySQL Database on NetApp ONTAP which also includes
performance measurements.

ownCloud Edition

Enterprise Edition. See ownCloud Server or Enterprise Edition for comparisons of the
ownCloud editions.

Scenario 3: Large Enterprises and Service Providers

Option Value

Number of users 5,000 to >100,000 users.

Storage size Up to 1 petabyte.

High availability level Every component is fully redundant and
can fail
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Option Value

without service interruption. Backups
without

service interruption.

Recommended System Requirements

* 4 to 20 application/Web servers.
* A cluster of two or more database servers.
» Storage is an NFS server or an object store that is S3 compatible.

* Cloud federation for a distributed setup over several data centers.

Authentication via an existing LDAP or Active Directory server, or SAML.

Web Server 1 Redis Master
Local LDAP Slave
Redis Slave
Web Server 2
LB1
Local LDAP Slave NFS Server
Web Server 3 LDAP Master
LB2
Local LDAP Slave
DB Master
Web Server 4
Local LDAP Slave DB Slave 1
DB Slave 2
Components

* 4 to 20 application servers with four sockets and 64GB RAM.

e 4 DB servers with four sockets and 128GB RAM. 2 Hardware load balancer, for
example, BIG IP from F5.

* NFS storage server as needed.
Operating system
RHEL 7 with latest service packs.
SSL Configuration

The SSL termination is done in the load balancer. A standard SSL certificate is needed,
installed according to the load balancer documentation.
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Load Balancer

A redundant hardware load-balancer with heartbeat, for example, F5 Big-IP. This runs
two load balancers in front of the application servers.

Database

MySQL/MariaDB Galera Cluster with primary-replica replication. InnoDB storage
engine, MyISAM is not supported, see: MySQL / MariaDB storage engine. For mariadb
consider: MariaDB Monitor to configure your setup for a failover Scenario.

Backup

Minimum daily backup without downtime. All MySQL/MariaDB statements should be
replicated to a backup MySQL/MariaDB replica instance. To do this, follow these
steps:

Create a snapshot on the NFS storage server.

At the same time stop the MySQL replication.

Create a MySQL dump of the backup replica.

Push the NFS snapshot to the backup.

Push the MySQL dump to the backup.

Delete the NFS snapshot.

Restart MySQL replication.

N ook w e

Authentication

User authentication via one or several LDAP or Active Directory servers, or
SAML/Shibboleth. See User Authentication with LDAP and Shibboleth Integration.

LDAP

Read-only replicas should be deployed on every application server for optimal
scalability.

Session Management

Redis should be used for the session management storage.

Caching

Redis for distributed in-memory caching.

Storage

For accessing a backend storage system via NFS, you can use a dedicated storage
system like NetApp Hybrid Flash Storage Systems, or other systems like IBM Elastic
Storage based on their Power8 servers or RedHat Ceph with their NFS-Ceph gateway.
Optionally, an S3 compatible object store can also be used.

You may take a look on the NetApp NFS Best Practice and Implementation Guide for
best NFS configuring practices, especially section 9.4 Mount Option Best Practices
with NFS on page 111 and MySQL Database on NetApp ONTAP which also includes
performance measurements.

ownCloud Edition

Enterprise Edition. See ownCloud Server or Enterprise Edition for comparisons of the
ownCloud editions.
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Redis Configuration

Redis in a primary-replica configuration is a hot failover setup, and is usually
sufficient. A replica can be omitted if high availability is provided via other means. And
when it is, in the event of a failure, restarting Redis typically occurs quickly enough.
Regarding Redis cluster, we don’t, usually, recommend it, as it requires a greater level
of both maintenance and management in the case of failure. A single Redis server,
however, just needs to be rebooted, in the event of failure.

Known Issues

Deadlocks When Using MariaDB Galera Cluster

If you're using MariaDB Galera Cluster with your ownCloud installation, you may
encounter deadlocks when you attempt to sync a large number of files. You may also
encounter database errors, such as this one:

SQLSTATE[40001]: Serialization failure: 1213 Deadlock found when trying to get
lock; try restarting transaction

The issue, identified by Michael Roth, is caused when MariaDB Galera cluster sends
write requests to all servers in the cluster; here is a detailed explanation. The solution
is to send all write requests to a single server, instead of all of them.

Set wsrep_sync_wait to 1 on all Galera Cluster nodes

What the parameter does

When enabled, the node triggers causality checks in response to certain types of
queries. During the check, the node blocks new queries while the database server
catches up with all updates made in the cluster to the point where the check begun.
Once it reaches this point, the node executes the original query.

Why enable it

A Galera Cluster write operation is sent to the primary while reads are retrieved from
the replicas. Since Galera Cluster replication is, by default, not strictly synchronous it
could happen that items are requested before the replication has actually taken place.

o This setting is disabled by default. See the Galera Cluster WSREP
documentation for more details.

References

* Database High Availability
* Performance enhancements for Apache and PHP

* How to Set Up a Redis Server as a Session Handler for PHP on Ubuntu 18.04

Network File System (NFS) Deployment Recommendations

ownCloud recommends using NFS for any scenario other than local storage. It has
solid performance and is very stable. This document contains ownCloud’s official
deployment recommendations.

There can be different scenarios where ownCloud’s storage is located on an NFS
mount (primary/secondary). In some scenarios, multiple application servers can use
the same NFS mount point.
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It is advised to use network storage like NFS only in un-routed,
switched Gigabit or higher environments.

This guide only covers the NFS client side where ownCloud runs.
Follow the storage vendors recommendations to configure the NFS
server (storage backend).

General Performance Considerations

Please consider that a network stack runs in ranges of us while a storage backend
usually runs in ranges of ms. Any tuning considerations should therefore first be
attempted on the backend storage layout side, especially under high loads.

NFS Version Comparison Overview

NFSv3
Exports

Protocol

Locking
Security
Communication
I18N

Parallel high bandwidth
access

NFSv4

Exports

Protocol

Locking
Security
Communication
I18N

Parallel high bandwidth
access

NFSv4

All exports are mounted separately

Numerous protocols for different aspects collected
together. MOUNT, LOCK, STATUS...

Permanent locks in yet another protocol
UNIX based. SecureNFS. Mode Bit Locking
One operation per RPC

All locales must match

None native. (Addition such as MPFS)

All exports can be mounted together in a directory tree
structure as part of a pseudo-filesystem

A single protocol with the addition of OPEN and CLOSE for
security auditing

Lease based locking in the same protocol

Kerberos and ACL based

Multiple operations per RPC. (Improves performance)
UTF-8

pNFS

ownCloud recommends using NFSv4 over previous versions for a number of key

reasons. These are:

* Improved Security: It mandates a strong security architecture. It does not require
rpc.statd or lockd. As a result, it only uses port 2049.

* Improved Reliability: Uses TCP by default.

* Improved Performance: It uses Multi-Component Messages, which reduce
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network traffic. It is capable of using a 32KB page size, compared to the default,
1024 bytes.

* Use of Read/Write Delegations.

NFS Mount Options
Please see the Ubuntu man pages for a detailed description of the NFS mount options.

Dependent on the NFS version used, consider following mount options:

_netdev

Use this option to ensure that the network is enabled, before NFS attempts to mount
these filesystem. This setting is essential when database files are located on an NFS
storage. The database could error or not start correctly, if the mount is not ready
before attempting to access its data files.

(r') You can also use autofs, to ensure that mounts are always available
w before attempting to access them.

bg

ownCloud recommends using this option. Determines how the mount command
behaves if an attempt to mount an export fails. If the bg option is specified, a timeout
or failure triggers the mount command to fork a child, which will continue to attempt
mounting the export. The parent immediately returns with a zero exit code. This is
known as a "background" mount. This option is useful for continuous operation
without manual intervention if the network connectivity is temporarily down or the
storage backend must be rebooted.

hard

Default value is hard. For business-critical NFS exports, ownCloud recommends using
hard mounts. ownCloud strongly discourages the use of soft mounts.

retrans

Default value is 3. This option can be tuned when using option soft.

timeo

Default value is 600 (60 seconds). This option can be tuned when using option soft.

sync/async

With the default value of async, the NFS client may delay sending application writes to
the NFS server. In other words, under normal circumstances, data written by an
application may not immediately appear on the server that hosts the file. sync
provides greater data cache coherence among clients, but at a significant
performance cost. Having the database like MySQL or Mariadb on NFS, the default
database option value for innodb flush method is fsync, even if it is not explicitly set.
This database option forces the mount to immediately write to the NFS server without
generally setting the mount sync option and avoiding this performance penalty. You
may consider further tuning when using clustederd server environments.

tcp

ownCloud recommends using this option. Force using TCP as transport protocol.
Alternatively you can use proto=tcp.
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Tune the Read and Write Block Sizes

The allowed block sizes are the packet chunk sizes that NFS uses when reading and
writing data. The smaller the size, the greater the number of packets need to be sent
to send or receive a file. Conversely, the larger the size, the fewer the number of
packets need to be sent to send or receive a file. With NFS Version 3 and 4, you can
set the rsize and wsize values as high as 65536, when the network transport is TCP.
The default value is 32768 and must be a multiple of 4096.

o Read and write size must be identical on the NFS server and client.

You can find the set values by working with the output of the mount command on a
standard server, as in the example below.

#root@server:~# mount | egrep -o rsize=[0-9]*
rsize=65536

#root@server:~# mount | egrep -o wsize=[0-9]*
wsize=65536

The information can also be retrieved using the command set of your dedicated
storage backend. Once you’'ve determined the best sizes, set them permanently by
passing the (rsize and wsize) options when mounting the share or in the share’s mount
configuration.

Listing 1. Specifying the read and write block sizes when calling mount

mount 192.168.0.104:/data /mnt -o rsize=65536,wsize=65536

Listing 2. Example for a set of NFS mount options:

bg,nfsvers=3,wsize=65536,rsize=65536,tcp, netdev

Ethernet Configuration Options
MTU (Maximum Transmission Unit) Size

The MTU size dictates the maximum amount of data that can be transferred in one
Ethernet frame. If the MTU size is too small, then regardless of the read and write
block sizes, the data must still be fragmented across multiple frames. Keep in mind
that MTU = payload (packetsize) + 28.

Get the Current Set MTU Size

You can find the current MTU size for each interface using netstat, ifconfig, ip, and
cat, as in the following examples:

68 | Deployment Recommendations



Listing 3. Retrieve interface MTU size with netstat

netstat -i

Kernel Interface table

Iface MTU RX-OK RX-ERR RX-DRP RX-OVR TX-OK TX-ERR TX-DRP TX-OVR Flg
lo 65536 363183 0 00 363183 0 0 0 LRU

ethO 1500 3138292 0 00 2049155 0 0 0 BMR

Listing 4. Retrieve interface MTU size with ifconfig
ifconfig| grep -i MTU

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

Listing 5. Retrieve interface MTU size with ip
ip addr | grep mtu

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN
group default glen 1000

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP
group default gqlen 1000

Listing 6. Retrieve interface MTU size with cat

cat /sys/class/net/<interface>/mtu

Check for MTU Fragmentation
To check if a particular packet size will be fragmented on the way to the target, run

the following command:

ping <your-storage-backend> -c 3 -M do -s <packetsize>

Get the Optimal MTU Size

To get the optimal MTU size, run following command:

tracepath <your-storage-backend>

You can expect to see output like the following:

1?: [LOCALHOST] pmtu 1500 ®
1: <your-storage-backend> 0.263ms reached @
1: <your-storage-backend> 0.224ms reached ®

Resume: pmtu 1500 hops 1 back 1
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@ The first line with localhost shows the given MTS size.
@ The last line shows the optimal MTU size.

@ If both are identical, nothing needs to be done.
Change Your MTU Value
In case you need or want to change the MTU size, under Ubuntu:

* If NetworkManager is managing all devices on the system, then you can use nmtui
or nmcli to configure the MTU setting.

» If NetworkManager is not managing all devices on the system, you can set the MTU
to 1280 with Netplan, as in the following example.

network:
version: 2
ethernets:
ethO:
mtu: 1280

Refer to the Netplan documentation for further information.

O NetworkWorld has an excellent overview of MTU size issues.
-

System Requirements

Officially Recommended Environment

For best performance, stability, support, and full functionality we officially recommend
and support:

Platform Options

Operating System Ubuntu 20.04 LTS

Database MariaDB 10+

Web server Apache 2.4 with prefork and mod_php
PHP Runtime 7.4

Officially Supported Environments

For best performance, stability, support, and full functionality we officially support:

Server
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Platform Options
Operating System (64bit) e Debian 10
* Fedora 32 and 33
* Red Hat Enterprise Linux/Centos 7.5 and 8
e SUSE Linux Enterprise Server 12 with SP4/5 and 15
* Ubuntu 18.04 and 20.04
e openSUSE Leap 15.2

Database e MySQL 8+ or MariaDB 10+ (Recommended)
e Oracle 11 and 12
* PostgreSQL 9 and 10
¢ SQLite (Not for production)

Web server * Apache 2.4 with prefork and mod_php

PHP Runtime 7.2,7.3,and 7.4

0 For Linux distributions, we support, if technically feasible, the latest
two versions per platform and the previous LTS Version.

Hypervisors

e Hyper-V

e VMware ESX
e Xen

¢« KVM

Web Browser

* Edge (current version on Windows 10)
* TE11 or newer (except Compatibility Mode)
* Firefox 60 ESR+
* Chrome 66+
e Safari 10+
Desktop Sync Client

We always recommend to use the newest sync client with the latest server release.

You can find detailed system requirements in the documentation for the Desktop
Synchronization Client.

Mobile Apps
We always recommend to use the newest mobile apps with the latest server release.
You can find detailed system requirements in the documentation for the mobile apps.

* i0S system requirements

* Android system requirements
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@ You can find out more in the changelog.

Database Requirements

The following database settings are currently required if you’'re running ownCloud
together with a MySQL or MariaDB database:

* Disabled or BINLOG_FORMAT = MIXED or BINLOG_FORMAT = ROW configured
Binary Logging (See: MySQL / MariaDB with Binary Logging Enabled)

* InnoDB storage engine (The MyISAM storage engine is not supported, see: MySQL
/ MariaDB storage engine)

* READ COMMITED transaction isolation level (See: MySQL / MariaDB READ
COMMITED transaction isolation level)

Memory Requirements

Memory requirements for running an ownCloud server are greatly variable, depending
on the numbers of users and files, and volume of server activity. ownCloud officially
requires a minimum of 128MB RAM. But, we recommend a minimum of 512MB.

Configuration Notes and Tips

SELinux

See the SELinux Configuration for a suggested configuration for SELinux-enabled
distributions such as Fedora and CentOS.

php.ini

Several core PHP settings must be configured correctly, otherwise ownCloud may not
work properly. Known settings causing issues are listed here. Please note that, there
might be other settings which cause unwanted behavior. In general, however, it is
recommended to keep the php.ini settings at their defaults, except when you know
exactly why the change is required, and its implications.

more than one ini file. This can be the case, for example, for the

o Keep in mind that, changes to php.ini may have to be configured in
date.timezone setting.

php.ini - Used by the Web server
For PHP version 7.2 onward, replace php_version with the version number installed,
e.g., 7.2 in the following examples.
/etc/php/[php_version]/apache2/php.ini
or

/etc/php/[php_version]/fpm/php.ini

or
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php.ini - used by the php-cli and so by ownCloud CRON jobs

/etc/php/[php_version]/cli/php.ini

session.auto_start && enable_post_data_reading

Ensure that session.auto start is set to 0 or Off and enable post data reading to 1 or
On in your configuration. If not, you may have issues logging in to ownCloud via the
WebUI, where you see the error: "Access denied. CSRF check failed".

session.save_path

In addition to setting session.auto_start and enable_post_data_reading correctly,
ensure that, if session.save_handler is set to files, that session.save _path is set to a
path on the filesystem which only the web server process (or process which PHP is
running as) can read from and write to.

This is especially important if your ownCloud installation is using a shared-hosting
arrangement. In these situations, session poisoning can occur if all of the session files
are stored in the same location. Session poisoning is where one web application can
manipulate data in the $ SESSION superglobal array of another.

When this happens, the original application has no way of knowing that this corruption
has occurred and may not treat the data with any sense of suspicion. You can read
through a thorough discussion of local session poisoning if you’d like to know more.

post_max_size

Please ensure that you have post_max_size configured with at least the minimum
amount of memory for use with ownCloud, which is 512 MB.

shortcut as it is very specific. Use K for kilobyte, M for megabyte and G

0 Please be careful when you set this value if you use the byte value
for gigabyte. KB, MB, and GB do not work!

realpath_cache_size

This determines the size of the realpath cache used by PHP. This value should be
increased on systems where PHP opens many files, to reflect the number of file
operations performed. For a detailed description see realpath-cache-size. This setting
has been available since PHP 5.1.0. Prior to PHP 7.0.16 and 7.1.2, the default was 16
KB.

To see your current value, query your phpinfo() output for this key. It is recommended
to set the value if it is currently set to the default of 16 KB. A good reading about the
background can be found at tideways.io.

How to get a working value

With the assumption of 112 bytes per file path needed, this would allow the cache to
hold around 37.000 items with a cache size of 4096K (4M), but only about a hundred
entries for a cache size of 16 KB.

It’s a good rule of thumb to always have a realpath cache that can hold
o entries for all your files paths in memory. If you use symlink
deployment, then set it to double or triple the amount of files.

The easiest way to get the quantity of PHP files is to use cloc, which can be installed
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by running sudo apt-get install cloc. The cloc package is available for nearly all
distributions.

sudo cloc /var/www/owncloud --exclude-dir=data --follow-links
12179 text files.
11367 unique files.
73126 files ignored.

http://cloc.sourceforge.net v 1.60 T=1308.98 s (6.4 files/s, 1283.5 lines/s)

Language files blank comment code

PHP 4896 96509 285384 558135

Taking the math from above and assuming a symlinked instance, using factor 3. For
example: 4896 * 3 * 112 = 1.6MB This result shows that you can run with the PHP
setting of 4M two instances of ownCloud.

Having the default of 16 KB means that only 1/100 of the existing PHP file paths can
be cached and need continuous cache refresh slowing down performance. If you run
more web services using PHP, you have to calculate accordingly.

PHP-FPM

Note that mod_php is used exclusively in the development and QA process of the
ownCloud server. It’s highly recommended to use mod_php in your production
environment for optimal performance and stability. Any issues with the ownCloud
server have to be reproducible with mod_php.

SAML SSO with Shibboleth will not work with php-fpm.

System Environment Variables

When you are using php-fpm, system environment variables like PATH, TMP or others
are not automatically populated in the same way as when using php-cli. A PHP call like
getenv('PATH'); can therefore return an empty result. So you may need to manually
configure environment variables in the appropriate php-fpm ini/config file.

Here are some example root paths for these ini/config files:

Ubuntu/Mint CentOS/Red Hat/Fedora
/etc/php/[php_version]/fpm/ /etc/php-fpm.d/

In both examples, the ini/config file is called www.conf, and depending on the
distribution or customizations which you have made, it may be in a sub-directory.

Usually, you will find some or all of the environment variables already in the file, but
commented out like this:
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;env[HOSTNAME] = $HOSTNAME
;env[PATH] = /usr/local/bin:/usr/bin:/bin
;env[TMP] = /tmp

;env[TMPDIR] = /tmp

;env[TEMP] = /tmp

Uncomment the appropriate existing entries. Then run printenv PATH to confirm your
paths, for example:

$ printenv PATH
/home/user/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:
/sbin:/bin:/

If any of your system environment variables are not present in the file then you must
add them.

When you are using shared hosting or a control panel to manage your ownCloud
virtual machine or server, the configuration files are almost certain to be located
somewhere else, for security and flexibility reasons, so check your documentation for
the correct locations.

Please keep in mind that it is possible to create different settings for php-cli and php-
fpm, and for different domains and Web sites. The best way to check your settings is
with label-phpinfo.

Maximum Upload Size

If you want to increase the maximum upload size, you will also have to modify your
php-fpm configuration and increase the upload _max filesize and post max_size values.
You will need to restart php5-fpm and your HTTP server in order for these changes to
be applied.

.htaccess Notes for Apache

ownCloud comes with its own owncloud/.htaccess file. Because php-fpm can’t read
PHP settings in .htaccess these settings and permissions must be set in the
owncloud/.user.ini file.

No basic authentication headers were found

This error is shown in your data/owncloud.log file. Some Apache modules like
mod_fastcgi, mod_fcgid or mod _proxy fcgi are not passing the needed authentication
headers to PHP and so the login to ownCloud via WebDAYV, CalDAV and CardDAV
clients is failing. Information on how to correctly configure your environment can be
found in the forums but we generally recommend against the use of these modules and
recommend mod php instead.

Other Web Servers

¢ Other HTTP servers

* Univention Corporate Server installation
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Installation

You can install ownCloud in multiple ways, here are our trusted guides:

Manual Installation

This is a thorough guide to installing ownCloud, containing all the information needed
for the prerequisites, the dependencies, the actual installation and the configuration
afterwards.

Installing With Docker

This guide will show you how to install ownCloud with Docker Compose using our
YAML file.

Example Installation on Ubuntu

This is an example installation on an Ubuntu Server. This guide takes you from a clean
Ubuntu server to a finished ownCloud installation in the minimal steps required. All
commands are written down and are easy to copy paste in to your terminal.

Linux Package Manager

This guide shows you how to install ownCloud with the Ubuntu Package Manager.

Installing with Docker

Introduction

ownCloud can be installed using the official ownCloud Docker image. This official
image works standalone for a quick evaluation but is designed to be used in a docker-
compose setup.

Grant docker command privileges to certain users by adding them to the group
docker:

sudo usermod -aG docker <your-user>

The changes via usermod only take effect after the docker users log in.
0 So you may have to log out and log in again or possibly reboot before

you can run docker commands.
Users not added to the docker group can run docker commands with a preceding sudo.
In this section sudo is generally omitted before docker commands since we assume
you have created a docker user, which is also the only way to run ownCloud’s
command-line interface occ in a docker container. For more information on occ, see
section Using the occ Command.

An example occ command looks like this:

docker exec --user www-data <owncloud-container-name> php occ <your-
command>
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Quick Evaluation

The commands and links provided in the following descriptions are
intended to showcase basic docker usage, but we cannot take

0 responsibility for their proper functioning. If you only want to take a
peek and are content with SQLite as database, which is not supported
by ownCloud for production purposes, try the following:

docker run --rm --name oc-eval -d -e OWNCLOUD DOMAIN=I|ocalhost:8080
-p8080:8080 owncloud/server

This starts a docker container with the name "oc-eval" in the background (option -d).
owncloud/server is the docker image downloaded from Docker Hub. If you don’t start
the container with option -d, the logs will be displayed in the shell. If you are running
it in the background as in the example above, you can display the logs with the
command:

docker logs oc-eval
With the command docker ps you can list your running docker containers and should

see the entry for oc-eval.

You can log in to your ownCloud instance via a browser at http://localhost:8080 with
the preconfigured user admin and password admin.

o Access only works with http, not https.

Now, if you like what you see but want a supported installation with MariaDB, you
should remove the eval version before proceeding with the next section.

docker kill oc-eval

This removes the container if you used the option --rm as suggested in the example
above. If you omitted that option, you need to first run the command:

docker rm oc-eval

If you now run docker ps again, the entry for oc-eval should be gone.

Docker Compose
The configuration:

* Exposes ports 8080, allowing for HTTP connections.
* Uses separate MariaDB and Redis containers.

* Mounts the data and MySQL data directories on the host for persistent storage.

The following instructions assume you install locally. For remote access, the value of
OWNCLOUD DOMAIN must be adapted.

1. Create a new project directory. Then copy and paste the sample docker-
compose.yml from this page into that new directory.
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2. Create a .env configuration file, which contains the required configuration settings.

Only a few settings are required, these are:

Setting Name Description Example

OWNCLOUD VERSIO The ownCloud version latest
N

OWNCLOUD DOMAIN The ownCloud domain localhost:8080
ADMIN_USERNAME  The admin username admin

ADMIN_PASSWORD  The admin user’s admin
password

HTTP_PORT The HTTP port to bind 8080
to

ADMIN_USERNAME and ADMIN_PASSWORD will not change between

0 deploys even if you change the values in the .env file. To change them,
you’ll need to do docker volume prune, which will delete all your
data.

Then, you can start the container, using your preferred Docker command-line tool. The
example below shows how to use Docker Compose.

# Create a new project directory
mkdir owncloud-docker-server

cd owncloud-docker-server

# Copy docker-compose.yml from the GitHub repository

wget
https://raw.githubusercontent.com/owncloud/docs/master/modules/admin_manual/e
xamples/installation/docker/docker-compose.ymi

# Create the environment configuration file
cat << EOF > .env
OWNCLOUD_VERSION=10.6

OWNCLOUD DOMAIN=Ilocalhost:8080
ADMIN_USERNAME=admin
ADMIN_PASSWORD=admin
HTTP_PORT=8080

EOF

# Build and start the container
docker-compose up -d

When the process completes, check that all the containers have successfully started,
by running docker-compose ps. If they are all working correctly, you should see output
similar to the one below:
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Name Command State Ports

owncloud mari docker-entrypoint.sh Up (healthy) 3306/tcp
adb --max ...

owncloud redi docker-entrypoint.sh --dat Up (healthy) 6379/tcp
S

owncloud serv /usr/bin/entrypoint /usr/b Up (healthy) 0.0.0.0:8080—-8080/tcp
er

In it, you can see that the database, ownCloud and Redis containers are running, and
that ownCloud is accessible via port 8080 on the host machine.

All files stored in this setup are contained in Docker volumes rather
than a physical filesystem tree. It is the admin’s responsibility to make
the files persistent.

To inspect the volumes run:
o docker volume Is | grep ownclouddockerserver
To export the files as a tar archive run:

docker run -v ownclouddockerserver_files:/mnt \
ubuntu tar cf - -C /mnt . > files.tar

Although the containers are up and running, it may still take a few
minutes until ownCloud is fully functional.
To inspect the log output:

- docker-compose logs --follow owncloud

Wait until the output shows Starting apache daemon... before you
access the web UI.

Although all important data persists after:
o docker-compose down; docker-compose up -d

there are certain details that get lost, e.g., default apps may re-appear
after they were uninstalled.

Logging In

To log in to the ownCloud UI, open http://localhost:8080 in your browser of choice,
where you see the standard ownCloud login screen as in the image below.
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The username and password are the credentials which you stored in .env earlier. Note
that these will not change between deploys even if you change the values in .env.

Stopping the Containers

Again we assume you used docker-compose like in the previous example.
To stop the containers use:

docker-compose stop
To stop and remove containers along with the related networks, images and volumes:

docker-compose down --rmi all --volumes

Running occ commands

If you want to run an occ command, first go to the directory where your .yaml or .env
file is located. Here, you are able to run any command referring to Using the occ
Command by entering:

docker-compose exec owncloud occ <command>

o Don’t use the php command prefix, this leads to several errors and is
not intended to run in docker environments.

Upgrading ownCloud on Docker

When a new version of ownCloud gets released, you should update your instance. To
do so, follow these simple steps:
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1. Go to your docker directory where your .yaml| and .env files exist.

. Put ownCloud into maintenance mode with the following command:
docker-compose exec owncloud occ maintenance:mode --on

. Create a backup in case something goes wrong during the upgrade process, using
the following command:

docker-compose exec mariadb \
/usr/bin/mysgldump -u root --password=owncloud \
owncloud > owncloud_$(date +%Y%m%d).sql

o You need to adjust the password and database name if you have
changed it in your deployment.

. Shutdown the containers:
docker-compose down

. Update the version number of ownCloud in your .env file. You can use sed for it, as
in the following example.

# Make sure that you adjust the example to match your installation.
sed -i 's/*OWNCLOUD_VERSION=.*$/OWNCLOUD_VERSION=<newVersion>/'
/compose/*/.env

. View the file to ensure the change has been implemented.
cat .env
. Start your docker instance again.

docker-compose up -d

Now you should have the current ownCloud running with docker-compose. Note that
the container will automatically run occ upgrade when starting up. If you notice the
container starting over and over again, you can check the update log with the
following command:

docker-compose logs --timestamp owncloud

Docker Compose YAML File

The file docker-compose.yml contains the configuration of your ownCloud container.
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Since ownCloud Server 10.5, the dedicated enterprise docker image
registry.owncloud.com/owncloud/enterprise is deprecated. All supported

0 enterprise features and apps are now included in the public image
owncloud/server available on Docker Hub. A login to our registry
registry.owncloud.com is no longer required.

version: "3"

volumes:
files:
driver: local
mysql:
driver: local
redis:
driver: local

services:
owncloud:
image: owncloud/server:${OWNCLOUD_ VERSION}
container_name: owncloud_server
restart: always
ports:
- ${HTTP_PORT}:8080
depends_on:
- mariadb
- redis
environment:
- OWNCLOUD_DOMAIN=${OWNCLOUD_DOMAIN}
- OWNCLOUD DB _TYPE=mysql
- OWNCLOUD_DB_NAME=owncloud
- OWNCLOUD_DB_USERNAME=owncloud
- OWNCLOUD DB _PASSWORD=owncloud
- OWNCLOUD_DB_HOST=mariadb
- OWNCLOUD_ADMIN_USERNAME=${ADMIN_USERNAME}
- OWNCLOUD_ADMIN_PASSWORD=${ADMIN_PASSWORD}
- OWNCLOUD_MYSQL_UTF8MB4=true
- OWNCLOUD_REDIS ENABLED=true
- OWNCLOUD_REDIS HOST=redis
healthcheck:
test: ["CMD", "/usr/bin/healthcheck"]
interval: 30s
timeout: 10s
retries: 5
volumes:
- files:/mnt/data

mariadb:
image: mariadb:10.5
container_name: owncloud_mariadb
restart: always
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environment:
- MYSQL_ROOT_PASSWORD=owncloud
- MYSQL_USER=owncloud
- MYSQL_PASSWORD=owncloud
- MYSQL_DATABASE=owncloud
command: ["--maXx-allowed-packet=128M", "--innodb-log-file-size=64M"]
healthcheck:
test: ["CMD", "mysqgladmin®, "ping", "-u", "root", "--password=owncloud"]
interval: 10s
timeout: 5s
retries: 5
volumes:
- mysql:/var/lib/mysq|

redis:
image: redis:6
container_name: owncloud_redis
restart: always
command: ["--databases", "1"]
healthcheck:
test: ["CMD", "redis-cli", "ping"]
interval: 10s
timeout: 5s
retries: 5
volumes:
- redis:/data

Troubleshooting
Raspberry Pi

If your container fails to start on Raspberry Pi or other ARM devices, you most likely
have an old version of libseccomp2 on your host. This should only affect distros based
on Rasbian Buster 32 bit. Install a newer version with the following command:

cd /tmp

wget http://ftp.us.debian.org/debian/pool/main/libs/libseccomp/libseccomp2_2.5.1-
1 armhf.deb

sudo dpkg -i libseccomp2_2.5.1-1_armhf.deb

Alternatively you can add the backports repo for Debian Buster:

sudo apt-key adv --keyserver keyserver.ubuntu.com \
--recv-keys 04EE7237B7D453EC 648ACFD622F3D138

echo "deb http://deb.debian.org/debian buster-backports main" | \
sudo tee -a /etc/apt/sources.list.d/buster-backports.list

sudo apt update

sudo apt install -t buster-backports libseccomp?2

In any case, you should restart the container after confirming you have
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libseccomp2.4.4 installed.

For more information see: Linux Server Docs

Manual Installation

In this section, you will find Installation Guides you need for installing ownCloud
manually.

Please consider the following when deciding which path of installation you are looking
at:

The Detailed Installation Guide gives more detailed information and describes
individual setup possibilities. It may not fit all audiences as it requires a deeper
background knowledge. As a bonus, it provides ready to use scripts which need some
preconfiguration to run successfully. The scripts are "as it is" and no responsibility is
taken.

The Quick Installation Guides are very helpful when doing standard setups and all
commands necessary are setup for copy/paste. Using these guides, you are as it says,
quickly up and running.

Detailed Installation Guide

Introduction

This document describes:

* Prepare your server
* Prerequisites and how to download ownCloud

e Install ownCloud

The descriptions are focussing on the Ubuntu distribution. Even if we try to make
these steps as easy as possible by offering ready to use commands and scripts, you
need to have sufficient knownledge about administrating a server environment which
provides webservices. This document does not give any proposals securing your
server.

Prepare Your Server

For more information about the requirements of your server, read the general
prerequisites guide. The following sections takes care about the procedures in detail.

Ubuntu 18.04 LTS Server

To prepare your Ubuntu 18.04 server for the use with ownCloud, follow the Ubuntu
18.04 preparation guide. This guide installs PHP up to version 7.3 only.

Ubuntu 20.04 LTS Server

To prepare your Ubuntu 20.04 server for the use with ownCloud, follow the Ubuntu
20.04 preparation guide. This guide installs PHP 7.4

Install a Database

If you do not already have installed a supported database or using an existing one,
follow the Manual Installation Databases guide.
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Configure the Web Server

To configure your Apache Web Server for the use with ownCloud, follow the Apache
preparation guide.

Installation of ownCloud Binaries

To install ownCloud binaries, you have to download the required package. After doing
so, you can do the following steps manually, or use provided scripts. These scripts are
benificial, because they also can be used for upgrading and ease the process a lot.

Download ownCloud

Before downloading the ownCloud package, change to a directory where you will save
your file temporarily. This can be, for example /tmp. In further examples, we use tar
archives and the actual ownCloud Complete Package. The package name for the
complete package is formed the following: owncloud-complete-
yyyymmdd.archive_type.

Download the archive of the latest ownCloud version:

1. Go to the ownCloud Download Page and select the package that fits your needs.
You can download either the .tar.bz2 or .zip archive. Based on the example below,
copy the link of the selected file and run following command to download it:

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2

2. Download the corresponding checksum file like:

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.md5

or
wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.sha256

3. Verify the MD5 or SHA256 sum:

sudo md5sum -c owncloud-complete-yyyymmdd.tar.bz2.md5 < owncloud-
complete-yyyymmdd.tar.bz2

or

sudo sha256sum -c owncloud-complete-yyyymmadd.tar.bz2.sha256 < owncloud-
complete-yyyymmdd.tar.bz2

4. You can also verify the PGP signature:

wget https://download.owncloud.org/community/owncloud-complete-
yyyymmdd.tar.bz2.asc

gpg --verify owncloud-complete-yyyymmdd.tar.bz2.asc owncloud-complete-
yyyymmdd.tar.bz2
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Script Guided Installation

Use the Script Guided Installation if you want to easily install or upgrade ownCloud or
manage ownership and permissions. The page contains detailed instructions about
downloading and usage.

(r') Using the Script Guided Installation, you can handle many useful
w installation and update options automatically.

Command Line Guided Installation

Use these steps, if you want to do the basic setup without any changes or physical
installation options. Consider using the Script Guided Installation if you plan
improving your setup from step one.

» Extract the archive contents and run the unpacking command for your tar archive:
tar -xjf owncloud-complete-yyyymmdd.tar.bz2

* tar unpacks to a single owncloud directory. Copy the ownCloud directory to its final
destination. When you are running the Apache HTTP server, you may safely install
ownCloud in your Apache document root. Assuming you document root is in
/var/www.

cp -r owncloud /var/www

Post physical installation, set the correct ownership and permissions upfront. To do so,
it is suggested use the scripts from the Script Guided Installation.

Complete the Installation

After restarting Apache, you must complete your installation by running either the
Graphical Installation Wizard or on the command line with the occ command.

After finalizing the installation, re-run the script provided in Script Guided Installation
to secure your .htaccess files. Your ownCloud instance is now ready to use.

Finalize Using the Graphical Installation Wizard

To finalize the installation using the the graphical installation wizard, refer to the
Graphical Installation Wizard.

Finalize Using the Command Line

If you want to finalize the installation via the command line, use the following example
command. The command assumes, that you have unpacked the source to
/var/www/owncloud/. Replace all the parameters according your needs.
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cd /var/www/owncloud/

sudo -u www-data php occ maintenance:install \
--database "mysql" \
--database-name "owncloud" \
--database-user "root"\
--database-pass "password" \
--admin-user "admin" \
--admin-pass "password"

To use occ refer to the occ command reference.

SELinux rules to complete their ownCloud installation; see the SELinux

o Admins of SELinux-enabled distributions may need to write new
guide for a suggested configuration.

Post Installation Configuration

After installing ownCloud successfully, ownCloud recommends that you perform some
post installation tasks. These tasks help to configure background jobs or improve
performance by caching.

Background Jobs

To read more about background jobs and how to configure them, read the Background
Job Configuration guide.

Configure Caching

It is recommended to install and enable caching (PHP opcode Cache and/or Data
Cache), which significantly improves performance. For more information read the
Caching Configuration guide.

Notes
Headers

ownCloud has a mechanism to set headers programmatically. These
headers are set with the always directive to avoid errors when there

0 are additional headers set in the web servers configuration file like
http.conf. More information on headers can be found in the
mod_headers documentation.

Managing Trusted Domains

All URLs used to access your ownCloud server must be white-listed in your config.php
file, under the trusted domains setting. Users are allowed to log into ownCloud only
when they point their browsers to a URL that is listed in the trusted domains setting.

0 This setting is important when changing or moving to a new domain
name. You may use IP addresses and domain names.

A typical configuration may look like this:
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'trusted_domains' => [
0 => 'localhost’,
1 => 'serverl.example.com’,
2 =>'192.168.1.50',

I

The loopback address, 127.0.0.1, is automatically white-listed, so as long as you have
access to the physical server you can always log in. In the event that a load-balancer is
in place, there will be no issues as long as it sends the correct X-Forwarded-Host

header.

o For further information on improving the quality of your ownCloud
installation, please see the configuration notes and tips guide.

Admins of SELinux-enabled distributions such as CentOS, Fedora, and
0 Red Hat Enterprise Linux may need to set new rules to enable installing
ownCloud. See SELinux for a suggested configuration.

The Installation Wizard
Introduction

If you are planning to use the installation wizard, we strongly
encourage you to protect it, through some form of password
authentication, or access control. If the installer is left unprotected

o when exposed to the public internet, there is the possibility that a
malicious actor could finish the installation and block you out — or
worse. So please ensure that only you — or someone from your
organization — can access the web installer.

Quick Start

When the ownCloud prerequisites are fulfilled and all ownCloud files are installed, the
last step to completing the installation is running the Installation Wizard. This involves

just three steps:
1. Point your web browser to http://<your-owncloud-domain>

2. Enter your desired administrator’s username and password

3. Click [ Fi ni sh Set up]
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Finish setup

You’'re now finished and can start using your new ownCloud server. Of course, there is
much more that you can do to set up your ownCloud server for best performance and
security. In the following sections we will cover important installation and post-
installation steps.

Detailed Guide

This section provides a more detailed guide to the installation wizard. Specifically, it is
broken down into three steps:

1. Installation Configuration Options

2. Database Setup By ownCloud

3. Post-Installation Steps

Installation Configuration Options

Click [ St orage and Dat abase] to expose additional installation configuration options
for your ownCloud data directory and to select the database respectively configure the
access.
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Finish setup

The data directory for ownCloud can be configured to be outside of your webroot. This
can be done in two ways. Either by defining the path here or when installing the
ownCloud files - see the Script Guided Installation. When defining here, a setting in
your config.php file will be adopted. When e.g. linking during installing the physical
files, the config.php setting regarding the data directory stays default.

o ownCloud’s data directory must be exclusive to ownCloud and not be
modified manually by any other process or user.

It is best to configure your data directory location at installation, as it is difficult to
move after installation. You may put it anywhere; in this example is it located in
/var/oc_data. This directory must already exist, and must be owned by your Webserver
user user.

Database Setup By ownCloud

o Your database and PHP connectors must be installed before you run
the Installation Wizard.

After you enter your administrative login for your database, the installer creates a
special database user with privileges limited to the ownCloud database.

Following this, ownCloud needs only this special ownCloud database user and drops
the aministrative database login you used before. This new user is named from your
ownCloud admin user, with an oc_ prefix, and given a random password. The
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ownCloud database user and password are written into config.php:

For MySQL/MariaDB:

‘dbuser' => 'oc_dbadmin’,
'dbpassword' => 'pX65Ty5DrHQkYPE5HRsDvyFHIZZHcm',

For PostgreSQL.:

'‘dbuser' => 'oc_postgres’,
‘dbpassword' => 'pX65Ty5DrHQkYPE5HRsDvyFHIZZHcm',

Click [ Fi ni sh set up], and you're ready to start using your new ownCloud server.

Post-Installation Steps

For hardened security ownCloud recommends setting the permissions on your
ownCloud directories as strictly as possible, and for proper server operations. This
should be done immediately after the initial installation and before running the setup.

Your HTTP user must own the config/, data/, apps/ respectively the apps-external/
directories so that you can configure ownCloud, create, modify and delete your data
files, and install apps via the ownCloud Web interface.

You can find your HTTP user in your HTTP server configuration files, or you can use
label-phpinfo (Look for the User/Group line).

e The HTTP user and group in Debian/Ubuntu is www-data.

* The HTTP user and group in Fedora/CentOS is apache.

* The HTTP user and group in Arch Linux is http.

* The HTTP user in openSUSE is wwwrun, and the HTTP group is www.

When using an NFS mount for the data directory, do not change its
o ownership from the default. The simple act of mounting the drive will

set proper permissions for ownCloud to write to the directory. Changing

ownership as above could result in some issues if the NFS mount is lost.

The easy way to set the correct permissions is to use the scripts provided in Script
Guided Installation

Quick Installation Guides

In this section, you will find Quick Installation Guides for installing ownCloud
manually.

Install ownCloud on Ubuntu 18.04

This is an ultra-short guide to installing ownCloud on a fresh installation of Ubuntu
18.04. Run the following commands in your terminal to complete the installation.

Prerequisites

e A fresh installation of Ubuntu 18.04 with SSH enabled.

* This guide assumes that you are connected as the root user.
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* This guide assumes your ownCloud directory is located in /var/www/owncloud/

Preparation

First, ensure that all the installed packages are entirely up to date, and that PHP is
available in the APT repository. To do so, follow the instructions below:

apt update &&\
apt upgrade -y

Create the occ Helper Script

Create a helper script to simplify running occ commands.

FILE="/usr/local/bin/occ"
/bin/cat <<EOM >$FILE
#! /bin/bash

cd /var/www/owncloud
sudo -u www-data /usr/bin/php /var/www/owncloud/occ "\$@"
EOM

Make the helper script executable:

chmod +x /usr/local/bin/occ

Install the Required Packages

apt install -y \
apache2 \
libapache2-mod-php \
mariadb-server \
openssl \
php-imagick php-common php-curl \
php-gd php-imap php-intl \
php-json php-mbstring php-mysql \
php-ssh2 php-xml php-zip \
php-apcu php-redis redis-server \
wget

Install the Recommended Packages

apt install -y \
ssh bzip2 sudo cron rsync curl jg \
inetutils-ping smbclient php-libsmbclient \
php-smbclient coreutils php-ldap

92 | Installation


configuration/server/occ_command.pdf

A Ubuntu 18.04 includes smbclient 4.7.6, which has a known limitation of
only using version 1 of the SMB protocol.

Installation
Configure Apache

Change the Document Root

sed -i "s#html#owncloud#" /etc/apache2/sites-available/000-default.conf

service apache?2 restart

Create a Virtual Host Configuration

FILE="/etc/apache2/sites-available/owncloud.conf"
/bin/cat <<EOM >$FILE
Alias /fowncloud "/var/www/owncloud/"

<Directory /var/www/owncloud/>
Options +FollowSymlinks
AllowOverride All

<IfModule mod_dav.c>
Dav off
</IfModule>

SetEnv HOME /var/www/owncloud
SetEnv HTTP_HOME /var/www/owncloud
</Directory>

EOM

Enable the Virtual Host Configuration

a2ensite owncloud.conf
service apache2 reload

Configure the Database

service mysql start
mysql -u root -e "CREATE DATABASE IF NOT EXISTS owncloud; \

GRANT ALL PRIVILEGES ON owncloud.*\
TO owncloud@localhost \
IDENTIFIED BY 'password'";

Enable the Recommended Apache Modules
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echo "Enabling Apache Modules"

a2enmod dir env headers mime rewrite setenvif
service apache2 reload

Download ownCloud

cd /var/www/

wget https://download.owncloud.org/community/owncloud-10.6.0.tar.bz2 &&\
tar -xjf owncloud-10.6.0.tar.bz2 &&\

chown -R www-data. owncloud

Install ownCloud

occ maintenance:install \
--database "mysql" \
--database-name "owncloud" \
--database-user "owncloud" \
--database-pass "password" \
--admin-user "admin" \
--admin-pass "admin"

Configure ownCloud’'s Trusted Domains

myip=%$(hostname -l|cut -f1 -d ' ')
occ config:system:set trusted_domains 1 --value="$myip"

Set Up a Cron Job

Set your background job mode to cron

occ background:cron

echo "*/15 * * * * Jygr/www/owncloud/occ system:cron" \
> /var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

If you need to sync your users from an LDAP or Active Directory Server,
add this additional Cron job. Every 15 minutes this cron job will sync

9 LDAP users in ownCloud and disable the ones who are not available for
ownCloud. Additionally, you get a log file in /var/log/ldap-sync/user-
sync.log for debugging.
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echo "*/15 * * * * Jvar/www/owncloud/occ user:sync 'OCA\User_LDAP\User_Proxy' -m
disable -vvv >> /var/log/ldap-sync/user-sync.log 2>&1" >
/var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

mkdir -p /var/log/ldap-sync

touch /var/log/ldap-sync/user-sync.log

chown www-data. /var/log/ldap-sync/user-sync.log

Configure Caching and File Locking

Execute these commands:

occ config:system:set \
memcache.local \
--value \OC\Memcache\APCu'

occ config:system:set \
memcache.locking \
--value \OC\Memcache\Redis'

service redis-server start

occ config:system:set \
redis \
--value '{"host": "127.0.0.1", "port": "6379"}"\
--type json

Configure Log Rotation

Execute this command to set up log rotation.

FILE="/etc/logrotate.d/owncloud"
sudo /bin/cat <<EOM >$FILE
/var/www/owncloud/data/owncloud.log {
size 10M
rotate 12
copytruncate
missingok
compress
compresscmd /bin/gzip
}
EOM

Finalise the Installation

Make sure the permissions are correct
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cd /var/www/
chown -R www-data. owncloud

ownCloud is now installed. You can confirm that it is ready to use by pointing
your web browser to your ownCloud installation.

Install ownCloud on Ubuntu 20.04

Introduction

This is an ultra-short guide to installing ownCloud on a fresh installation of Ubuntu
20.04. Run the following commands in your terminal to complete the installation.

This guide can not go into details and has its limits by nature. If you

6 experience issues like with dependencies of PHP or other relevant
things like OS / Webserver / Database, look at the Detailed Installation
Guide for more information.

Prerequisites

* A fresh installation of Ubuntu 20.04 with SSH enabled.
* This guide assumes that you are connected as the root user.
* This guide assumes your ownCloud directory is located in /var/www/owncloud/

Preparation

First, ensure that all the installed packages are entirely up to date, and that PHP is
available in the APT repository. To do so, follow the instructions below:

apt update &&\
apt upgrade -y

Create the occ Helper Script

Create a helper script to simplify running occ commands.

FILE="/usr/local/bin/occ"

/bin/cat <<EOM >$FILE

#! /bin/bash

cd /var/www/owncloud

sudo -E -u www-data /usr/bin/php /var/www/owncloud/occ "\$@"
EOM

Make the helper script executable:

chmod +x /usr/local/bin/occ

Install the Required Packages
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apt install -y \
apache2\
libapache2-mod-php \
mariadb-server \
openssl \
php-imagick php-common php-curl \
php-gd php-imap php-intl \
php-json php-mbstring php-mysql \
php-ssh2 php-xml php-zip \
php-apcu php-redis redis-server \
wget

Note : php 7.4 is the default version installable with Ubuntu 20.04

Install the Recommended Packages

The package php-smbclient was removed from the official repository. It is available in
the ondrej/php repository (ppa). Add ondrej’s ppa with these commands:

add-apt-repository ppa:ondrej/php
apt-get update

and add the key:

apt-key adv --recv-keys --keyserver hkps://keyserver.ubuntu.com:443
4F4EAOAAE5267A6C

Now you can install the recommended packages using the following command:

apt install -y \
ssh bzip2 rsync curl jq \
inetutils-ping smbclient\
php-smbclient coreutils php-ldap
Installation

Configure Apache

Change the Document Root

sed -i "s#html#owncloud#" /etc/apache?2/sites-available/000-default.conf
service apache?2 restart

Create a Virtual Host Configuration
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FILE="/etc/apache2/sites-available/owncloud.conf"
/bin/cat <<EOM >$FILE
Alias /owncloud "/var/www/owncloud/"

<Directory /var/www/owncloud/>
Options +FollowSymlinks
AllowOverride All

<IfModule mod_dav.c>
Dav off
</IfModule>

SetEnv HOME /var/www/owncloud
SetEnv HTTP_HOME /var/www/owncloud
</Directory>

EOM

Enable the Virtual Host Configuration

a2ensite owncloud.conf
service apache?2 reload

Configure the Database

mysql -u root -e "CREATE DATABASE IF NOT EXISTS owncloud; \
GRANT ALL PRIVILEGES ON owncloud.* \

TO owncloud@localhost \

IDENTIFIED BY 'password'";

Enable the Recommended Apache Modules

echo "Enabling Apache Modules"
a2enmod dir env headers mime rewrite setenvif
service apache?2 reload

Download ownCloud

cd /var/www/

wget https://download.owncloud.org/community/owncloud-10.6.0.tar.bz2 && \
tar -xjf owncloud-10.6.0.tar.bz2 &&\

chown -R www-data. owncloud

Install ownCloud
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occ maintenance:install \
--database "mysql" \
--database-name "owncloud" \
--database-user "owncloud" \
--database-pass "password" \
--admin-user "admin" \
--admin-pass "admin"

Configure ownCloud'’s Trusted Domains

myip=$(hostname -I|cut -f1 -d ' ")
occ config:system:set trusted_domains 1 --value="$myip"

Set Up a Cron Job

Set your background job mode to cron

occ background:cron

echo "*/15 * * * * Jyar/www/owncloud/occ system:cron" \
> /var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

If you need to sync your users from an LDAP or Active Directory Server,
add this additional Cron job. Every 15 minutes this cron job will sync

0 LDAP users in ownCloud and disable the ones who are not available for
ownCloud. Additionally, you get a log file in /var/log/ldap-sync/user-
sync.log for debugging.

echo "*/15 * * * * Jvar/www/owncloud/occ user:sync 'OCA\User_LDAP\User_Proxy' -m
disable -vvv >> /var/log/ldap-sync/user-sync.log 2>&1" >>
/var/spool/cron/crontabs/www-data

chown www-data.crontab /var/spool/cron/crontabs/www-data

chmod 0600 /var/spool/cron/crontabs/www-data

mkdir -p /var/log/ldap-sync

touch /var/log/ldap-sync/user-sync.log

chown www-data. /var/log/ldap-sync/user-sync.log

Configure Caching and File Locking

Execute these commands:
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occ config:system:set \
memcache.local \
--value \OC\Memcache\APCu'
occ config:system:set \
memcache.locking \
--value \OC\Memcache\Redis'
occ config:system:set \
redis \
--value '{"host": "127.0.0.1", "port": "6379"}"'\
--type json

Configure Log Rotation

Execute this command to set up log rotation.

FILE="/etc/logrotate.d/owncloud"
sudo /bin/cat <<EOM >$FILE
/var/www/owncloud/data/owncloud.log {
size 10M
rotate 12
copytruncate
missingok
compress
compresscmd /bin/gzip

}
EOM

Finalise the Installation

Make sure the permissions are correct

cd /var/www/
chown -R www-data. owncloud

ownCloud is now installed. You can confirm that it is ready to use by pointing
your web browser to your ownCloud installation.

Linux Package Manager Installation
Introduction

You can use the packetmanager installation, but it is not recommended to do so. This
is because somtimes dependencies are acting against each other like ownCloud
version, minimum PHP version and Linux distribution restrictions. Anyone who runs a
package manager installation should consider migrating to a manual installation to
overcome this situation.

Add the ownCloud Repository

Before you can install owncloud-files, you need to add ownCloud’s repository to your
distribution’s package manager.
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Package managers should only be used for single-server setups. For
e production environments, we recommend installing from the tar
archive.

Available Packages

The recommended package to use is owncloud-complete-files. It only installs
ownCloud, and does not install Apache, a database, or any of the required PHP
dependencies.

Avoid Automatic Upgrades

If you are installing ownCloud using one of the various Linux package managers, we
strongly recommend that you avoid automatically updating the owncloud-complete-
files package, when running a system update or upgrade and when upgrading other
packages. That way, there are no surprise changes (whether positive or negative) to
your ownCloud installation.

Here are the ways to do so for APT, Yum, and Zypper.

APT

If you are using APT, use apt-mark hold to mark the owncloud-complete-files package
as held. Here’s an example of how to do so:

apt-mark hold owncloud-complete-files

To see if owncloud-complete-files has already been held, use the showhold command,
as in the following example. If it’s printed out to the console, then it’s being held.

apt-mark showhold owncloud-complete-files

To unset owncloud-complete-files as held back, use the unhold command, as in the
example below.

apt-mark unhold owncloud-complete-files

Yum

If you are using Yum, there are two options that you can take to lock packages from
being upgraded. You can:

1. Add exclude=owncloud-complete-files to /etc/yum.conf

2. Use the versionlock plugin for Yum.

The VersionLock Plugin

If the versionlock plugin is not installed, install it by running:
yum install yum-plugin-versionlock

When it is installed, you can lock owncloud-complete-files run:
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yum versionlock add owncloud-complete-files

To confirm that it is locked, run:

yum versionlock list

To unlock owncloud-complete-files, run:

yum versionlock delete owncloud-complete-files

Zypper

If you are using Zypper, use the addlock or al commands. Similar to apt-mark hold
these add a package lock that prevents the package from being modified. The example
below shows how to use the command to lock owncloud-complete-files.

zypper addlock owncloud-complete-files

To see if the package has already been locked, use the locks command. If owncloud-
complete-files is already locked, then you will see output similar to the below example.

# | Name | Type | Repository

1 | owncloud-complete-files | package | (any)

To unlock owncloud-complete-files, if it is already locked, use the removelocks or rl
commands, as in the example below.

zypper removelock owncloud-complete-files

Installing ownCloud Community Edition

First, install your own LAMP stack, as doing so allows you to create your own custom
LAMP stack without dependency conflicts with the ownCloud package. Then download
and install from http://download.owncloud.org/download/repositories/production/
owncloud/.

The ownCloud server is designed to work with different databases and different web-
servers, in a large range of configurations.

This package comes without dependencies so that the installation is most likely to
succeed. It also means unfortunately, that the server will not directly run after
installing this package.

To get started, try:

apt install apache2 libapache2-mod-php mariadb-server openssl apt install php-
imagick php-common php-curl php-gd php-imap php-intl apt install php-json php-
mbstring php-mysql php-ssh2 php-xml php-zip apt install php-apcu php-redis redis-
server wget
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mysql -e "CREATE DATABASE IF NOT EXISTS owncloud" mysql -e "GRANT ALL
PRIVILEGES ON owncloud.* TO owncloud@localhost IDENTIFIED BY 'password'"; cp
/usr/share/doc/*/owncloud-config-apache.conf.default /etc/apache?2/sites-
available/owncloud.conf a2ensite owncloud; systemctl reload apache?2

For more details see: Quick Installation Guide

o See the system requirements for the recommended ownCloud setup
and supported platforms.

o Do not move the folders provided by these packages after the
installation, as this will break updates.

What is the Correct Version?

Package versions are composed of a major, a minor, and a patch number, such as 9.0,
9.1, 10.0, 10.0.1, and 10.0.2. The second number represents a major release, and the
third number represents a minor release.

Major Releases

If you want to follow either of the most recent major releases, then substitute version
with either 9.0 or 10.0.

Minor Releases

If you want to follow any of the four most recent patch releases, then substitute
version with one of 10.0.1, 10.0.2, 10.0.3, or 10.0.4. Following a minor release avoids
you accidentally upgrading to the next major release before you’'re ready.

The Latest Stable Version

Alternatively you can use stable for the latest stable version. If you do, you never have
to change it as it always tracks the current stable ownCloud version through all major
releases.

Installing ownCloud Enterprise Edition

See the enterprise installation guide for instructions on installing ownCloud Enterprise
edition.

Downgrading

Downgrading is not supported and risks corrupting your data! If you want to revert to
an older ownCloud version, install it from scratch and then restore your data from
backup. Before doing this, file a support ticket (if you have paid support) or ask for
help in the ownCloud forums to see if your issue can be resolved without downgrading.

Additional Guides and Notes

See installation wizard for important steps, such as choosing the best database and
setting correct directory permissions. See the SELinux guide for a suggested
configuration for SELinux-enabled distributions such as Fedora and CentOS.

If your distribution is not listed, your Linux distribution may maintain its own
ownCloud packages or you may prefer to install from source.
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Archlinux

The current client stable version is in the official community repository, more
packages are in the Arch User Repository.

Note for MySQL/MariaDB environments

Please refer to MySQL / MariaDB with Binary Logging Enabled on how to correctly
configure your environment if you have binary logging enabled.

Running ownCloud in a sub-directory

If you’'re running ownCloud in a sub-directory and want to use CalDAV or CardDAV
clients, make sure you have configured the correct service discovery URLs.

Troubleshooting

If your ownCloud installation fails and you see the following error in your ownCloud
log please refer to MySQL / MariaDB with Binary Logging Enabled for how to resolve
it.

An unhandled exception has been thrown: exception ‘PDOException’ with message
'SQLSTATE[HYO00O0]: General error: 1665 Cannot execute statement: impossible to
write to binary log since BINLOG_FORMAT = STATEMENT and at least one table uses
a storage engine limited to row-based logging. InnoDB is limited to row-logging
when transaction isolation level is READ COMMITTED or READ UNCOMMITTED.'

Changing Your ownCloud URL

This admin manual assumes that the ownCloud server is already accessible under the
route /owncloud (which is the default, e.g. https://example.com/owncloud). If you like,
you can change this in your web server configuration, for example by changing it from
https://example.com/owncloud/ to https://example.com/.

To do so on Debian/Ubuntu Linux, you need to edit these files:

» /etc/apache2/sites-enabled/owncloud.conf

* /var/www/owncloud/config/config.php
Edit the Alias directive in /etc/apache2/sites-enabled/owncloud.conf to alias your
ownCloud directory to the Web server root:

Alias / "/var/www/owncloud/"
Edit the overwrite.cli.url parameter in /var/www/owncloud/config/config.php:

'‘overwrite.cli.url' => 'http://localhost/',

When the changes have been made and the file saved, restart Apache. Now you can
access ownCloud from either https://example.com/ or https://localhost/.
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You will not be able to run any other virtual hosts, as ownCloud is
o aliased to your web root. On CentOS/Fedora/Red Hat, edit

/etc/httpd/conf.d/owncloud.conf and

/var/www/html/owncloud/config/config.php, then restart Apache.

Installing and Managing Apps

Introduction

After installing ownCloud, you may provide added functionality by installing
applications.

Installing and Managing Apps

Installing Apps Via the ownCloud Marketplace

)

Audio Player

Market

To add an app, use the Market app, which is accessible from the top-level navigation
bar, on the left-hand side of the page. Once in the Market app, click an app’s name to
view more details about it. Once you have done this, you can also install it by clicking
[Instal I ]. Clicking Install, downloads it from the ownCloud Marketplace, installs, and
enables it.

Sometimes the installation of a third-party app fails silently, possibly because
appcodechecker' = true, is enabled in config.php. When appcodechecker is enabled, it
checks if third-party apps are using the private API, rather than the public API. If they
are, they are not installed.

o If you would like to create or add (your own) ownCloud app, please
refer to the developer manual.

Installing Apps Manually

To install an app manually, instead of by using the Market app, extract the app tarball
into your ownCloud installation’s default app folder (</path/to/owncloud>/apps) or,
ideally, into a custom app directory.

Once the tarball has been extracted into the default app folder. Enable the application,
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* by Navigating to Settings > Admin > Apps and clicking [ Enabl e] ; or the

* occ app command.

Managing Apps

Some apps are installed and enabled during ownCloud installation, while other apps
can be installed and enabled post-installation.

0 Supported Enterprise Apps

See supported apps for a list of supported Enterprise edition apps.

View App Status

I —
= | Settings ‘{5‘., ownCloud admin

Personal
You are using 5.5 MB

L General
Storage Profile picture Full name
U  Security admin
»  Additional Email
Admin Set email
= Apps
£ = Groups
General
You are member of the following groups:
Storage admin
& User Authentication Password
& Encryption Change password
«§ Sharing Language
R v English ¥  Help translate
hAail Natifiratinne _

To see the status of your installation’s applications, go to your Apps page, via Settings
> Admin > Apps. There, you will see which apps are currently: enabled, not enabled,
and recommended. You’ll also see additional filters, such as Multimedia, Productivity,
and Tool for finding more apps quickly.

Enabling and Disabling Apps

On the Apps page (Settings > Admin > Apps), you can enable or disable applications.
Be default, enabled apps are displayed. To disable an app, click [ Di sabl e] under its
details.

To display disabled apps, click [ Show di sabl ed apps]. To enable an app, click
[ Enabl e] under its details.

Configuring Apps

Some apps have configurable options on the Apps page, such as Enable only for
specific groups. However, this is the exception. Apps are mainly configured from
your ownCloud Personal or Admin settings page, or in config.php.
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Using Custom App Directories

There are several reasons for using custom app directories instead of ownCloud’s
default. These are:

1. It separates ownCloud’s core apps from user or admin downloaded apps. Doing so
distinguishes which apps are core and which aren’t, simplifying upgrades.

2. It eases manual upgrades. Having non-core apps in a directory separate to the core
app directory makes them simpler to manage.

3. ownCloud may gain new core apps in newer versions. Doing so orphans deprecated
apps, but doesn’t remove them.

If you want to store apps in a custom directory, instead of ownCloud’s default (/app),
you need to modify the apps_paths element in config/config.php. There, you need to
add a new associative array that contains three elements. These are:

path
The absolute file system path to the custom app folder.

url
The request path to that folder relative to the ownCloud webroot, prefixed with /.

writable
Whether users can install apps in that folder.

After adding the configuration, ownCloud only installs apps in directories where
writable is set to true. The configuration example below shows how to add a second
directory, called apps-external.

<?php
$CONFIG = [
‘apps_paths' => [
[
'path' => OC::$SERVERROOQT.'/apps’,
'url' => '/apps',
'writable' => false,

'path' => OC::$SERVERROOQT.'/apps-external’,
'url' => '/apps-external’,
'writable' => true,
Ik
Il

// remainder of the configuration

L

After you add a new directory configuration, you can then move apps from the original
app directory to the new one. To do so, follow these steps:

1. Enable maintenance mode.

2. Disable the apps that you want to move.

3. Create a new apps directory and assign it the same user and group, and ownership
permissions as the core apps directory.
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4. Move the apps from the old apps directory to the new apps directory.

. Add a new app directory in config/config.php.

6. If you're using a cache, such as Redis or Memcached, ensure that you clear the

cache.

. Re-enable the apps.

8. Disable maintenance mode.

Multiple Servers

We recommend to have your apps-external and your config directory on a network
storage in order to prevent conflicts when installing or updating apps.

Supported Apps in ownCloud

AGPL Apps

Activity

Anti-Virus

Collaborative Tags

Comments

Encryption

External Sites

External Storage

ownCloud WebDAV Endpoint (handles old and new webdav endpoints)
Federated File Sharing (allows file sharing across ownCloud instances)
Federation (allows usernname auto-complete across ownCloud instances)
Files (cannot be disabled)

Files Media Viewer

Before Files Media Viewer 1.0.4, the Gallery and Files VideoPlayer
apps need to be uninstalled before installing the Media Viewer

o app. Starting with Files Media Viewer 1.0.4, the Gallery and Files
VideoPlayer apps need to be disabled before using the Files Media
Viewer app.

Files PDF Viewer
Files Sharing

Files TextEditor
Files Trashbin

Files Versions

First Run Wizard
Notifications
Provisioning API
Template Editor (for notification emails)
Update Notifications
User External

User LDAP
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Enterprise-Only Apps

Auditing

Collaborative Tags Management

File Firewall

LDAP Home Connector

Object Storage Support

Password Policy

External Storage: SharePoint

SAML/Shibboleth User Backend

Windows Network Drives (requires External Storage)
Workflows

ownCloud X Enterprise Theme

Media Viewer App

The Media Viewer App is a simple viewer for pictures and videos integrated into the
files app, which supersedes the former Gallery and Video Player apps.

* Before installing the Media Viewer app, the Gallery and Video Player
apps need to be removed, or at the very least disabled. When
removing or disabling, ensure that any gallery link shares are

0 redirected.

* Gallery and Video Player are no longer supported and will not
receive any further security or bug fixes.

» Users are strongly encouraged to switch to Media Player.

Add Support For More Media Types

To add support for additional media types, in addition to the default set, ensure that
ImageMagick and its PECL extension are installed and enabled. Next, add new entries

to

the enabledPreviewProviders in config/config.php. Below, is an example of how to

configure it.

'‘enabledPreviewProviders' => [
'OC\\Preview\\PNG',
'OC\\Preview\\|PEG',
'OC\\Preview\\GIF',
'OC\\Preview\\lllustrator®,
'‘OC\\Preview\\Postscript',
'‘OC\\Preview\\Photoshop',
'OC\\Preview\\TIFF'

I

0 Support for playing Apple QuickTime (*.mov) does not work in Chrome -
however it is supported in Safari and Mozilla.

(r) Look at the sample configuration (config.sample.php) in your config
w folder, for more information about this configuration key.
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SELinux Configuration

Introduction

Security-Enhanced Linux (SELinux) is a Linux kernel security module that provides a
mechanism for supporting access control security policies, including mandatory access
controls (MAC).

Preparation

When you have SELinux enabled on your Linux distribution, you may run into
permissions problems after a new ownCloud installation, and see permission denied
errors in your ownCloud logs.

The following settings should work for most SELinux systems that use the default
distro profiles. Run these commands as root, and remember to adjust the filepaths in
these examples for your installation

semanage fcontext -a -t httpd_sys rw_content t
'/var/www/html/owncloud/data(/.*)?'

semanage fcontext -a -t httpd_sys_rw_content_t
'/'var/www/html/owncloud/config(/.*)?'

semanage fcontext -a -t httpd_sys _rw_content_t
'/var/www/html/owncloud/apps(/.*)?"

semanage fcontext -a -t httpd_sys rw_content_t '/var/www/html/owncloud/apps-
external(/.*)?'

semanage fcontext -a -t httpd_sys rw_content t
‘/var/www/html/owncloud/.htaccess'

semanage fcontext -a -t httpd_sys rw_content_t '/var/www/html/owncloud/.user.ini'

restorecon -Rv '/var/www/html/owncloud/'

If you uninstall ownCloud you need to remove the ownCloud directory labels. To do
this execute the following commands as root after uninstalling ownCloud

semanage fcontext -d '/var/www/html/owncloud/data(/.*)?'
semanage fcontext -d '/var/www/html/owncloud/config(/.*)?"'
semanage fcontext -d '/var/www/html/owncloud/apps(/.*)?"'
semanage fcontext -d '/var/www/html/owncloud/apps-external(/.*)?'
semanage fcontext -d '/var/www/html/owncloud/.htaccess'
semanage fcontext -d '/var/www/html/owncloud/.user.ini'

restorecon -Rv '/var/www/html/owncloud/'

If you have customized SELinux policies and these examples do not work, you must
give the HTTP server write access to these directories:
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/var/www/html/owncloud/data
/var/www/html/owncloud/config
/var/www/html/owncloud/apps
/var/www/html/owncloud/apps-external

Enable updates via the web interface
To enable updates via the ownCloud web interface, you may need this to enable
writing to the ownCloud directories:

setsebool httpd_unified on

When the update is completed, disable write access:

setsebool -P httpd_unified off

Disallow write access to the whole web directory
For security reasons it’s suggested to disable write access to all folders in /var/www/

(default):

setsebool -P httpd_unified off

Allow access to a remote database

An additional setting is needed if your installation is connecting to a remote database:

setsebool -P httpd_can_network_connect_db on

Allow access to LDAP server

Use this setting to allow LDAP connections:

setsebool -P httpd_can_connect_ldap on

Allow access to remote network

ownCloud requires access to remote networks for functions such as Server-to-Server
sharing, external storages or the ownCloud Marketplace. To allow this access use the
following setting:

setsebool -P httpd _can_network _connect on

Allow access to network memcache

This setting is not required if httpd can_network connect is already on:
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setsebool -P httpd_can_network_memcache on

Allow access to SMTP/sendmail

If you want to allow ownCloud to send out e-mail notifications via sendmail you need
to use the following setting:

setsebool -P httpd_can_sendmail on

Allow access to CIFS/SMB

If you have placed your datadir on a CIFS/SMB share use the following setting:

setsebool -P httpd_use_cifs on

Allow access to FuseFS

If your owncloud data folder resides on a Fuse Filesystem (e.g. EncFS etc), this setting
is required as well:

setsebool -P httpd_use_fusefs on

Allow access to GPG for Rainloop

If you use a the rainloop webmail client app which supports GPG/PGP, you might need
this:

setsebool -P httpd_use_gpg on

Troubleshooting

General Troubleshooting

For general Troubleshooting of SELinux and its profiles try to install the package
setroubleshoot and run:

sealert -a /var/log/audit/audit.log > /path/to/mylogfile.txt

to get a report which helps you configuring your SELinux profiles.

Another tool for troubleshooting is to enable a single ruleset for your ownCloud
directory:

semanage fcontext -a -t httpd_sys rw_content_t '/var/www/html/owncloud(/.*)?'
restorecon -RF /var/www/html/owncloud

It is much stronger security to have a more fine-grained ruleset as in the examples at
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the beginning, so use this only for testing and troubleshooting. It has a similar effect
to disabling SELinux, so don’t use it on production systems.

See this discussion on GitHub to learn more about configuring SELinux correctly for
ownCloud.

Redis on RHEL 7 & Derivatives

On RHEL 7 and its derivatives, if you are using Redis for both local server cache and
file locking and Redis is configured to listen on a Unix socket instead of a TCP/IP port
(which is recommended if Redis is running on the same system as ownCloud) you must
instruct SELinux to allow daemons to enable cluster mode. You can do this using the
following command:

setsebool -P daemons_enable cluster mode 1

Let’s Encrypt SSL Certificates

In this section you will find all the details you need to configure ownCloud with Let’s
Encrypt.

* Using Let’s Encrypt SSL Certificates

* Configure Apache with Let’s Encrypt

Using Let’s Encrypt SSL Certificates

Introduction

This page covers how to configure your web server to use Let’s Encrypt as the
certificate authority for your ownCloud server. Note that Let’s Encrypt is not officially
supported, and this page is community-maintained. Thank you, contributors!

* For ease of handling, SSL-specific directives have been moved into a separately
included file. This can help for first-time certificate issuance as well as for reusing
configurations.

* The examples shown are based on Ubuntu 18.04.
* Read the Certbot user guide for details of the commands.

* Let’s Encrypt CA issues short-lived certificates valid for 90 days. Make sure you
renew the certificates at least once in this period, because expired certificates need
reissuing. A certificate is due for renewal earliest 30 days before expiring. Certbot
can be forced to renew via options at any time as long the certificate is valid.

(r') Raymii.org provides an excellent introduction to strong SSL security
w measures with Apache, if you would like to know more.

Requirements & Dependencies

You require a domain name with a valid A-Record pointing back to your servers IP
address. In case your server is behind a firewall, take the necessary measures to
ensure that your server is accessible, worldwide, from the internet, by adding the
required firewall and port forward rules.

Install Let’s Encrypt’s Certbot Client

The Certbot client can be installed in following ways:
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1. Installation via APT install
2. With the Ubuntu PPA repository.
Via APT

To install Certbot via APT, run the following commands.

sudo apt-get update
sudo apt-get install certbot

Via PPA

To install Certbot via the PPA repository, run the following commands.
These will add the repository, update APT’s cache, and install Certbot.

9 This method is preferred when you’re using a version of Ubuntu prior
to 18.04.

sudo apt-get update

sudo apt-get install software-properties-common
sudo add-apt-repository ppa:certbot/certbot
sudo apt-get install certbot

Run Certbot

To run Certbot use the following command:

sudo certbot

Depending on how you installed Let’s Encrypt, certbot may also be
e named letsencrypt or certbot-auto. However, this guide will refer to it
as certbot. Please bear that in mind, and update the examples and
scripts used in this guide to reflect your Certbot installation.
Updating Certbot

If you need to update Certbot at a later date, run:

sudo apt-get install --only-upgrade certbot

Register Your Email Address

First Time Registration

Now that Certbot is installed, register your email address for urgent renewal and
security notifications. This command also prepares Certbot’s environment if it’s not
already installed. To do this, run the following command:

sudo certbot register --agree-tos --email <your-email-address>
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When it executes, you’ll see a question similar to the following, which you can answer
"YeS“ Or “NO”:

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about EFF and
our work to encrypt the web, protect its users and defend digital rights.

When that completes, you’ll see a message similar to the following:

IMPORTANT NOTES:

1. Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

Please, strongly, consider following its recommendation.
Update Your Registration

In case you want to update your registered email address use following command:

o This will affect all the certificates issued using this account.

sudo certbot register --update-registration --email <your-email-address>
When that completes, you’ll see a message similar to the following:

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about EFF and
our work to encrypt the web, protect its users and defend digital rights.

IMPORTANT NOTES:
- Your e-mail address was updated to <your-email-address>
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Create Let’s Encrypt’s Config Files

* Create following files in the Let’s Encrypt directory. They will help to maintain your
certificates.

* Replace the path to Certbot and the Certbot script name based on your installation.
You can find it by running which certbot.

* Rename <your-domain-name>.sh with the name of the domain(s) you want to issue
a certificate for.
As an example, the script could be renamed to your-domain-name.com.sh.

* Make all files executable except cli.ini by running sudo chmod +x <script-name>.

o All scripts have to be executed with sudo.

cd /etc/letsencrypt
touch cli.ini list.sh renew.sh renew-cron.sh delete.sh <your-domain-name=>.sh

cli.ini

This file defines some default settings used by Certbot. Use the email address you
registered with. Comment / un-comment the post-hook parameter according which
web server you use.

rsa-key-size = 4096

email = <your-email-address>
agree-tos = True

authenticator = webroot

# post-hook = service nginx reload

# post-hook = service apache?2 reload

list.sh

This script lists all your issued certificates.

#!/bin/bash

LE_PATH="/usr/bin"
LE CB="certbot"

"$LE_PATH/$LE_CB" certificates

renew.sh
This script:

* Renews all your issued certificates.

* In case you have enabled the post hook for your webserver in cli.ini, it will reload
the web server configuration automatically if a certificate has been renewed.
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#!/bin/bash

LE_PATH="/usr/bin"
LE_CB="certbot"

"$LE_PATH/$LE_CB" renew

renew-cron.sh

This script:

* Renews all your issued certificates but does not upgrade Certbot.

* In case you have enabled the post hook for your webserver in cli.ini, it will reload
the web server configuration automatically if a certificate has been renewed.

o This script is intended for use via Cron.

#!/bin/bash

LE_PATH="/usr/bin"
LE_CB="certbot"

"$LE_PATH/$LE_CB" renew --no-self-upgrade --noninteractive

delete.sh

This script deletes an issued certificate.
Use the list.sh script to list issued certificates.
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#!/bin/bash

LE_PATH="/usr/bin"
LE_CB="certbot"

#H#
## Retrieve and print a list of the installed Let's Encrypt SSL certificates.
#H#
function get certificate_names()
{
"$LE_PATH/$LE_CB" certificates | grep -iE "certificate name" | awk -F: '{gsub(/\s+/,
" $2); printf("- %s\n", $2)}'
}

echo "Available Certificates:"

get_certificate_names
echo

read -p "Which certificate do you want to delete: " -r -e answer
if [ -n "$answer" ]; then

"$LE_PATH/$LE_CB" delete --cert-name "$answer"
fi

<your-domain-name>.sh

As an example, this script creates a certificate for following domain / sub-domains. You
can add or remove sub-domains as necessary. Use your domain / sub-domain names.
The first (sub)domain name used in the script is taken for naming the directories
created by Certbot.

You can create different certificates for different sub-domains, such as
o example.com, www.example.com, and subdomain.example.com, by
creating different scripts.

#!/bin/bash
# export makes the variable available for all subprocesses

LE_PATH="/usr/bin"
LE_CB="certbot"

# Assumes that example.com www.example.com and subomain.example.com are
the domains

# that you want a certificate for

export DOMAINS="-d example.com -d www.example.com -d
subdomain.example.com"

"$LE_PATH/$LE CB" certonly --config /etc/letsencrypt/cli.ini "$DOMAINS" # --dry-run
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o You can enable the --dry-run option which does a test run of the client
only.

Create an SSL Certificate

With all the scripts created, to create an SSL certificate, run the following command:
sudo /etc/letsencrypt/<your-domain-name=>.sh
After you run the script, you will see output similar to the following:

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Obtaining a new certificate

Performing the following challenges:

http-01 challenge for your-domain-name.com

Using the webroot path /var/www/html for all unmatched domains.
Waiting for verification...

Cleaning up challenges

Running post-hook command: service apache2 reload

IMPORTANT NOTES:

1. Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/your-domain-name.com/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/your-domain-name.com/privkey.pem
Your cert will expire on 2018-06-18. To obtain a new or tweaked
version of this certificate in the future, simply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew"

2. If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

You can see that the SSL certificate’s been successfully created, and that it will expire
on 2018-06-18.

Listing Existing Certificates
If you want to list (view) existing SSL certificates, use list.sh, which can be run as
follows:

sudo /etc/letsencrypt/list.sh

Depending on the number of certificates, you can expect to see output similar to the
following:
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Found the following certs:
Certificate Name: your-domain-name.com
Domains: your-domain-name.com
Expiry Date: 2018-06-18 10:57:18+00:00 (VALID: 82 days)
Certificate Path: /etc/letsencrypt/live/your-domain-name.com/fullchain.pem
Private Key Path: /etc/letsencrypt/live/your-domain-name.com/privkey.pem

Web Server Setup

Refer to the Apache setup guide, to set up your web server and issue a certificate.

Test the Setup

After you have setup and configured the web server and installed the SSL certificate
using Certbot, you should now test the security of your new configuration. To do so,
you can use the free service of SSL Labs. See an example screenshot of a test run
below.

@ Quclys, SSL Labs Home Projects Qualys.com Contact

You are here: Home > Projects > SSL Server Test

SSL Report

Assessed on: Sat, 17 Mar 2018 14:27:01 UTC | HIDDEN | Clear cache Scan Anothel’ »

Summary

Overall Rating

Certificate

A+ —
0 20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Renewing SSL Certificates

As Let’s Encrypts certificates expire every 90 days, you should ensure you renew them
before that time.
There are two ways to do so: manually and automatically.

Manual Renewal

If you have provided your email address, you will receive reminder notifications.

sudo /etc/letsencrypt/renew.sh

If the certificate is not yet due for renewal, you can expect to see output similar to that
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Cert not yet due for renewal

The following certs are not due for renewal yet:
/etc/letsencrypt/live/your-domain-name.com/fullchain.pem (skipped)

No renewals were attempted.

No hooks were run.

Automatic Renewal via Crontab

Certificates are only renewed if they are due, so you can schedule Cron jobs to renew
your SSL certificates on a more frequent basis. However, a weekly check is sufficient.

To add a new Cron job to auto-renew your certificates, firstly run the following
command to edit the job list.

sudo crontab -e

o It is essential to use sudo to derive proper permissions.

Then, add the following at the end of the existing configuration:
30 03 * * 6 /etc/letsencrypt/renew-cron.sh

After you save and exit the file, the new job will have been added to the Cron job
scheduler.

0 If you want to use own values, you can check them eg. at crontab.guru
or modify the script for other options.

Add Extra Domains to the Certificate

If you want to add an extra domain, like subdomain.example.com, to your certificate,
add the domain in the domain shell script above, re-run it and reload the web server
config. This can be useful when migrating from a sub-directory to sub-domain access.

9 This also implies that you need to comment the include directive (please
refer to the relevant web server setup) and follow the steps afterwards.

Deleting SSL Certificates

If you want to delete an SSL certificate, use the delete.sh script, running it as follows:
sudo /etc/letsencrypt/delete.sh

It will start off, as below, by displaying a list of the currently available SSL certificate
domain names, and then prompt you to supply the certificate that you want to delete.
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Available Certificates:
1. your-domain-name.com

Which certificate do you want to delete:

Provide the SSL certificate name that you want to delete and click [ enter], and the
certificate and all of its related files will be deleted. After that you should expect to see
a confirmation, as in the example output below.

Configure Apache with Let’s Encrypt

Introduction

This guide shows how to configure Apache with Let’s Encrypt.

Dependencies

To follow this guide, your server needs to have the following dependencies installed:

* Apache 2.4.8 or later
* OpenSSL 1.0.2 or later
e Let’s Encrypt

Assumptions
This guide assumes two things:

1. That you are using Ubuntu Linux 18.04. If you are not using Ubuntu 18.04, please
adjust the instructions to suit your distribution or operating system.

2. That your ownCloud installation is configured using a VirtualHost (vhost)
configuration instead of being configured in the main Apache configuration, and

3. That the vhost configuration file is stored under /etc/apache2/sites-available/. Not
all distributions use this location, however. Please refer to your distribution’s
Apache documentation, to know where to store yours.

Create and Configure a Diffie-Hellman Params File

When using Apache 2.4.8 or later and OpenSSL 1.0.2 or later you can generate and
specify a Diffie-Hellman (DH) params file. If not already present in your VirtualHost
(vhost) file, add an SSLOpenSSLConfCmd directive and a new certificate with stronger
keys, which improves forward secrecy.

(r) The OpenSSL command may take a quite a while to complete, so please
w be patient.

You can place the generated SSL certificate into any directory of your choice, by
running the following command, and changing the value supplied to the -out option.
We recommend storing it in /etc/apache2/ in this guide, solely for sakes of simplicity.
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sudo openssl dhparam -out /etc/apache2/dh4096.pem 4096

Once the command completes, add the following directive to your common SSL
configuration:

SSLOpenSSLConfCmd DHParameters /etc/apache2/dh4096.pem

Let's Encrypt ACME-Challenge

After that, add an Alias directive for the /.well-known/acme-challenge location in your
HTTP VirtualHost configuration, as in line four in the following example.

<virtualHost *.80>
ServerName mydom.tld

Alias /.well-known/acme-challenge/ /var/www/letsencrypt/.well-known/acme-
challenge/

<Directory "/var/www/letsencrypt/.well-known/acme-challenge/">

Options None

AllowOverride None

ForceType text/plain

RedirectMatch 404 "~ (?!/\.well-known/acme-challenge/[\w-]{43} $)"
</Directory>

# ... remaining configuration
</virtualHost>

Create an SSL VirtualHost Configuration

We recommend creating a separate file for storing the SSL directives. If these
directives already exist in this Virtual Host, delete them and include the file instead.
This is because, when the certificate has been created, you can use this file in any
SSL-enabled VirtualHost configuration for which the certificate is valid, without
reissuing the SSL certificate.

cd /etc/apache2/
sudo mkdir ssl_rules
touch ssl_rules/ssl_mydom.tld

Listing 7. /etc/apacheZ2/ssl rules/ssl_ mydom.tld

# Eases letsencrypt initial cert issuing

SSLEngine on

SSLCertificateChainFile /etc/letsencrypt/live/mydom.tld/fullchain.pem
SSLCertificateKeyFile /etc/letsencrypt/live/mydom.tid/privkey.pem
SSLCertificateFile /etc/letsencrypt/live/mydom.tid/cert.pem
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To improve SSL performance, we recommend that you use the
SSLUseStapling and SSLStaplingCache directives. Here’s an example
configuration:

SSLUseStapling on
SSLStaplingCache shmcb:/tmp/stapling_cache(2097152)

With the files created and filled-out, update your HTTPS VirtualHost configuration:

<virtualHost *:443>
ServerName mydom.tld

# ssl letsencrypt
# Include /etc/apache2/ssl_rules/ss|_mydom.tld

#...
</virtualHost>

o For the moment, comment out the Include directive, as the certificate
files do not, currently, exist.

Test and Enable the Apache Configuration

With the configuration created, test it by running one of the following two commands:

sudo apache2ctl configtest
sudo apache2ctl -t

It should not display any errors. If it doesn’t, load your new Apache configuration by
running the following command:

sudo apache2ctl graceful

Create the SSL Certificates

To create the SSL certificates, run the following command:
sudo /etc/letsencrypt/<your-domain-name>.sh

Next, double check that the certificates have been issued by running the list.sh script.
sudo /etc/letsencrypt/list.sh

If successful, you will see output similar to that below when the command completes:
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Saving debug log to /var/log/letsencrypt/letsencrypt.log

Found the following certs:
Certificate Name: mydom.tld
Domains: mydom.tld
Expiry Date: 2018-06-18 10:57:18+00:00 (VALID: 89 days)
Certificate Path: /etc/letsencrypt/live/mydom.tld/fullchain.pem
Private Key Path: /etc/letsencrypt/live/mydom.tld/privkey.pem

As the certificate files exist, you can uncomment the Include directive in your HTTPS
VirtualHost configuration to use them.

<virtualHost *:443>
ServerName mydom.tld

# ssl letsencrypt
Include /etc/apache2/ssl _rules/ssl_mydom.tld

#...
</virtualHost>

Reload the Apache Configuration
Finally, reload (or restart) Apache.

It is now ready to serve HTTPS request for the given domain using the issued
certificates.

sudo service apache?2 reload
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Configuration

In this section, you will find all the information you need for configuring ownCloud.

Database
In this section, you can find out about

* Converting your Database Type

* Database Configuration on Linux

Converting Database Type

Introduction

SQLite is good for testing ownCloud, as well as small, single-user, ownCloud servers.
But, it does not scale for large, multi-user sites. If you have an existing ownCloud
installation which uses SQLite, and you want to convert to a better performing
database, such as MySQL, MariaDB or PostgreSQL, you can use the ownCloud
command line tool: occ.

o ownCloud Enterprise edition does not support SQLite.

Preparation

Add the following to your ownCloud config/config.php:
'mysql.utf8mb4' => true,

Add, or adjust, the following in /etc/mysql/mariadb.conf.d/50-server.cnf:

0 You can do the same for MySQL by replacing mariadb.conf.d/50-
server.cnf with mysql.conf.d/mysqld.cnf.
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key buffer_size = 32M

table_cache = 400
query_cache_size = 128M
#in InnoDB:

innodb_flush_method=0_DIRECT
innodb_flush_log_at_trx_commit=1
innodb_log_file_size=256M
innodb_log_buffer _size = 128M
innodb_buffer_pool_size=2048M
innodb_buffer_pool_instances=3
innodb_read _io threads=4
innodb_write_io_threads=4
innodb_io_capacity = 500
innodb_thread_concurrency=2
innodb _file_format=Barracuda
innodb_file_per _table=ON
innodb_large_prefix =1
character-set-server = utf8mb4
collation-server = utf8mb4_general_ci

Restart the Database Server

When you have changed the database parameters, restart your database by running
following command:

sudo service mysql restart

Run the conversion

After you have restarted the database, run the following occ command in your
ownCloud root folder, to convert the database to the new format:

sudo -u www-data php occ db:convert-type [options] type username hostname
database

The converter searches for apps in your configured app folders and
uses the schema definitions in the apps to create the new table. As a
result, tables of removed apps will not be converted — even with option

0 --all-apps For example:

sudo -u www-data php occ db:convert-type --all-apps mysql
oc_mysql user 127.0.0.1 new_db_name

To successfully proceed with the conversion, you must type yes when prompted with
the question Continue with the conversion? On success the converter will automatically
configure the new database in your ownCloud config config.php.
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Unconvertible Tables

If you updated your ownCloud installation then the old tables, which are not used
anymore, might still exist. The converter will tell you which ones.

The following tables will not be converted:
oC_permissions

You can ignore these tables. Here is a list of known old tables:

* oc_calendar_calendars

* oc_calendar_objects

* oc_calendar_share_calendar
* oc_calendar_share_event
» oc_fscache

* oc_log

* oc_media_albums

* oc_media_artists

* 0C_media_sessions

* oc_media_songs

* 0C_media_users

* 0OC_permissions

* 0C_queuedtasks

* oc_sharing
Database Configuration on Linux

Introduction

ownCloud requires a database in which administrative data is stored. The following
databases are currently supported:

* MySQL / MariaDB

* PostgreSQL

* Oracle (ownCloud Enterprise edition only)

0 The MySQL or MariaDB databases are the recommended database
engines.

After physically installing ownCloud, the setup of the owncloud

o database is either done with the installation wizard or via the command
line. For more information see the Complete the Installation section in
the Manual Installation documentation.

Requirements

Choosing to use MySQL / MariaDB, PostgreSQL, or Oracle as your database requires,
that you install and set up the server software first.

O Oracle users, see the Oracle Database Configuration guide.
-
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The steps for configuring a third party database are beyond the scope of this
document. Please refer to the documentation below, for your database vendor.

* The MariaDB Knowledge Base
* The MySQL documentation
* The Oracle Database documentation

* The PostgreSQL documentation
MySQL / MariaDB
Enabling Binary Logging

ownCloud is currently using a TRANSACTION READ COMMITTED transaction isolation
to avoid data loss under high load scenarios (e.g., by using the sync client with many
clients/users and many parallel operations). This requires a disabled or correctly
configured binary logging when using MySQL or MariaDB. Your system is affected if
you see the following in your log file during the installation or update of ownCloud:

An unhandled exception has been thrown: exception "PDOException' with message
"SQLSTATE[HYO0O0O0]: General error: 1665 Cannot execute statement: impossible to
write to binary log since BINLOG_FORMAT = STATEMENT and at least one table uses
a storage engine limited to row-based logging. InnoDB is limited to row-logging
when transaction isolation level is READ COMMITTED or READ UNCOMMITTED.'

There are two solutions. One is to disable binary logging. Binary logging records all
changes to your database, and how long each change took. The purpose of binary
logging is to enable replication and to support backup operations.

The other is to change the BINLOG FORMAT = STATEMENT in your database
configuration file, or possibly in your database startup script, to BINLOG FORMAT =
MIXED or BINLOG FORMAT = ROW. See Overview of the Binary Log and The Binary
Log for detailed information.

Set READ COMMITED as the Transaction Isolation Level

As discussed above, ownCloud is using the TRANSACTION_READ_COMMITTED
transaction isolation level. Some database configurations are enforcing other
transaction isolation levels. To avoid data loss under high load scenarios (e.g., by using
the sync client with many clients/users and many parallel operations), you need to
configure the transaction isolation level accordingly. Please refer to the MySQL
manual for detailed information.

Configuring the Storage Engine

Since ownCloud 7, only InnoDB is supported as a storage engine. Some shared hosts
do not support InnoDB and only MyISAM. Running ownCloud in such an environment
is not supported.

Parameters

For setting up ownCloud to use any database, use the instructions in the Installation
Wizard. You should not have to edit the respective values in the config/config.php.
However, in exceptional cases (for example, if you want to connect your ownCloud
instance to a database created by a previous installation of ownCloud), some
modification might be required.
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MySQL / MariaDB

If you decide to use a MySQL or MariaDB database, ensure the following:

* That you have installed and enabled the pdo_mysql extension in PHP.

* That the mysql.default_socket points to the correct socket (if the database runs on
the same server as ownCloud).

MariaDB is backward compatible with MySQL. All instructions work for both, so you
will not need to replace or revise any existing MySQL client commands. The PHP
configuration in /etc/php/7.4/apache2/conf.d/20-mysql.ini could look like this:

# configuration for PHP MySQL module
extension=pdo_mysql.so

[mysql]
mysql.allow_local_infile=0n
mysql.allow_persistent=0n
mysql.cache_size=2000
mysql.max_persistent=-1
mysql.max_links=-1
mysql.default_port=
mysql.default_socket=/var/lib/mysql/mysql.sock # Debian squeeze:
/var/run/mysgld/mysqld.sock
mysql.default_host=
mysql.default_user=
mysql.default_password=
mysql.connect_timeout=60
mysql.trace_mode=0ff

An ownCloud instance configured with MySQL would contain the hostname on which
the database is running, a valid username and password to access it, and the name of
the database. The config/config.php as created by the installation wizard would
therefore contain entries like this:

<?php

"dbtype" => "mysql",
"dbname" => "owncloud",
"dbuser" => "username",
"dbpassword" => "password",
"dbhost" => "|localhost",

"dbtableprefix" => "oc_",

Configure MySQL for 4-byte Unicode Support

For supporting such features as emoji, both MySQL (or MariaDB) and ownCloud need
to be configured to use 4-byte Unicode support instead of the default 3-byte. If you are
setting up a new ownCloud installation, using version 10.0 or above, and you’re using
a minimum MySQL version of 5.7, then you don’t need to do anything, as support is
checked during setup and used if available.
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However, if you have an existing ownCloud installation that you need to convert to use
4-byte Unicode support or you are working with MySQL earlier than version 5.7, then
you need to do two things:

1. In your MySQL configuration, add the configuration settings below. If you already
have them configured, update them to reflect the values specified:

[mysqld]

innodb_large_prefix=0ON
innodb_file_format=Barracuda
innodb_file_per_table=ON

2. Run the following occ command:

sudo -u www-data php occ db:convert-mysqgl-charset

When this is done, tables will be created with:

o A utf8mb4 character set.
o A utf8mb4_bin collation.

o row_format set to compressed.

For more information, please either refer to config.sample.php, or have
a read through the following links:

PostgreSQL

https://dev.mysql.com/doc/refman/5.7/en/innodb-parameters.html#
sysvar innodb large prefix

https://mariadb.com/kb/en/library/innodb-system-variables/#
innodb large prefix

http://www.tocker.ca/benchmarking-innodb-page-compression-
performance.html

http://dev.mysql.com/doc/refman/5.7/en/charset-unicode-
utf8mb4 . html

https://dev.mysql.com/doc/refman/5.7/en/innodb-file-format.html

https://dev.mysql.com/doc/refman/5.7/en/innodb-multiple-
tablespaces.html

https://dev.mysql.com/doc/refman/5.7/en/innodb-parameters.html#
sysvar innodb large prefix

If you decide to use a PostgreSQL database, make sure that you have installed and
enabled the PostgreSQL extension and the PostgreSQL PDO extension in PHP. The
PHP configuration in /etc/php/7.4/apache2/conf.d/20-pgsql.ini could look like this:
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# configuration for PHP PostgreSQL module
extension=pdo_pgsql.so
extension=pgsqgl.so

[PostgresSQL]
pgsql.allow_persistent = On
pgsql.auto_reset persistent = Off
pgsql.max_persistent = -1
pgsql.max_links = -1
pgsql.ignore_notice = 0
pgsql.log_notice = 0

The default configuration for PostgreSQL (at least in Ubuntu 14.04) is
(r) to use the peer authentication method. Check
- /etc/postgresql/9.3/main/pg_hba.conf to find out which authentication
method is used in your setup.

To start the PostgreSQL command-line mode use:
sudo -u postgres psql -d templatel

Then a templatel=\# prompt will appear. You can now enter your commands as
required. When finished, you can quit the prompt by entering:

\q

An ownCloud instance configured with PostgreSQL will contain the hostname on which
the database is running, a valid username and password to access it, and the name of
the database. The config/config.php as created by the Installation Wizard would
contain entries like this:

<?php

"dbtype" => "pgsql",
"dbname" => "owncloud",
"dbuser" => "username",
"dbpassword" => "password",
"dbhost" => "localhost",

"dbtableprefix" => "oc_",

Troubleshooting

How to Workaround General Error: 2006 MySQL Server Has Gone Away

The database request takes too long, and therefore the MySQL server times out. It’s
also possible that the server is dropping a packet that is too large. Please refer to the
manual of your database for how to raise the configuration options wait_timeout
and/or max_allowed_packet.

Some shared hosts are not allowing access to these config options. For such systems,
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ownCloud is providing a dbdriveroptions configuration option within your
config/config.php where you can pass such options to the database driver. Please refer
to the sample PHP configuration parameters for an example.

How Can | Find Out If My MySQL/PostgreSQL Server Is Reachable?

To check the server’s network availability, use the ping command on the server’s
hostname (db.server.com in this example):

ping db.server.com

PING db.server.com (ip-address) 56(84) bytes of data.

64 bytes from your-server.local.lan (192.168.1.10): icmp_req=1 tt|I=64 time=3.64
ms

64 bytes from your-server.local.lan (192.168.1.10): icmp_req=2 ttI=64 time=0.055
ms

64 bytes from your-server.local.lan (192.168.1.10): icmp_req=3 ttI=64 time=0.062
ms

For a more detailed check whether the access to the database server software itself
works correctly, see the next question.

How Can | Find Out If a Created User Can Access a Database?

The easiest way to test if a database can be accessed is by starting the command-line
interface:

MySQL
Assuming the database server is installed on the same system you’re running the
command from, use:

mysqgl -uUSERNAME -p

To access a MySQL installation on a different machine, add the -h option with the
respective hostname:

mysql -uUSERNAME -p -h HOSTNAME

mysql> SHOW VARIABLES LIKE "version";

+ + +

| Variable_name | Value |
+ + +

| version | 5.1.67 |

+ + +

1 row in set (0.00 sec)
mysql> quit

PostgreSQL

Assuming the database server is installed on the same system you’re running the
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command from, use:

psql -Uusername -downcloud

To access a PostgreSQL installation on a different machine, add the -h option with the

applicable hostname:

psgl -Uusername -downcloud -h HOSTNAME

postgres=# SELECT version();

PostgreSQL 8.4.12 on i686-pc-linux-gnu, compiled by GCC gcc (GCC) 4.1.3

20080704 (prerelease), 32-bit
(1 row)
postgres=# \q
Useful SQL Commands
Show Database Users
MySQL
SELECT User,Host FROM mysql.user;
Show Available Databases
MySQL
SHOW DATABASES;
Show ownCloud Tables in Database
MySQL
USE owncloud; SHOW TABLES;
Quit Database
MySQL

quit;

How to Solve Deadlock Errors

PostgreSQL
SELECT * FROM pg_user;

PostgreSQL
\I

PostgreSQL

\c owncloud; \d

PostgreSQL

\q

SQLSTATE[40001]: Serialization failure: 1213 Deadlock found when trying to get

lock; try restarting transaction

Explanation

This error occurs when two transactions write and commit to the same rows in
separate cluster nodes. Only one of them can successfully commit. The failing one will
be aborted. For cluster level aborts, Galera Cluster returns a deadlock error.
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Solution

The solution, for Galera Cluster, would be to send all write requests to a single DB
node, instead of all of them. Here is a useful guide, when using HAProxy.

The same concept applies when MaxScale is used as a DB proxy. It needs to be
configured to send all write requests to a single DB node instead all of them and
balance read statements across the rest of the nodes. Here is a useful guide on how to
configure MaxScale with Read/Write splitting.

Enabling Causality Checks

Additionally, to solve this issue, when using Galera Cluster, customers should try to set
wsrep_sync_wait=1. When enabled, the node triggers causality checks in response to
certain types of queries. This is disabled by default.

Encryption

In this section you will find all the details you need to configure encryption in
ownCloud.

Enable the Encryption App

Before you can use encryption you must enable the encryption app. You can do this
either from the command-line or from the Web-UI.

Enable Encryption From the Command-Line

To enable the encryption app, run the following command:
sudo -u www-data php occ app:enable encryption

If the encryption app successfully enables, then you should see the following
confirmation:

encryption enabled

This should never happen, but the encryption app may not be packaged
with your ownCloud installation. If so, you will see the following output
when you attempt to enable it:

encryption not found

If that happens, then you need to install it manually. You can do this by
cloning the encryption app, using the following command:

git clone https://github.com/owncloud/encryption.git apps/encryption

Enable Encryption From the Web-Ul

To enable encryption from the Web-UT:

1. Go to Settings > Admin > Apps and click on Show di sabl ed apps
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2. When the disabled apps are rendered click [ Enabl e] under "Default encryption
module".

3. After that go to Settings > Admin > Encryption, and enable [ Enabl e server-si de
encryption].

4. Then, under "Default encryption module", select the desired encryption type,
whether "Master Key" (recommended) or "User-key".

5. Now you must log out and then log back in to initialize your encryption keys.

Disable Encryption

Matthew Setter <matthew@matthewsetter.com> :keywords: encryption, occ
:description: This guide will show you how to disable encryption in ownCloud.

You may disable encryption only with occ. Make sure you have backups of all the
encryption keys, including those for all users. When you do, put your ownCloud server
into single-user mode, and then disable your encryption module with this command:

sudo -u www-data php occ maintenance:singleuser --on
sudo -u www-data php occ encryption:disable

Encryption cannot be disabled without the user’s password or file
o recovery key. If you don’t have access to at least one of these then
there is no way to decrypt all files.

When decryption has finished, disable single-user mode, using the following command.
sudo -u www-data php occ maintenance:singleuser --off

It is possible to disable encryption with the file recovery key, if every user uses them.
If so, decrypt-all will use it to decrypt all files.

LDAP and Other External User Backends

If you use an external user back-end, such as an LDAP or Samba server, and you
change a user’s password on that back-end, the user will be prompted to change their
ownCloud login to match on their next ownCloud login. The user will need both their
old and new passwords to do this.

If you have enabled the recovery key, then — as an ownCloud admin — you can change
a user’s password in the ownCloud Users panel to match their back-end password, and
then — of course — notify the user and give them their new password.

Encryption Configuration

Background Information

The primary purpose of the ownCloud server-side encryption is to protect users’ files
when they’re located on remote storages, such as Dropbox and Google Drive, and to
do it smoothly and seamlessly from within ownCloud.

From ownCloud 9.0, server-side encryption for local and remote storages can operate
independently of each other. By doing so, you can encrypt a remote storage without
also having to encrypt your home storage on your ownCloud server.
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Starting with ownCloud 9.0 we support Authenticated Encryption for all
o newly encrypted files. See htips://hackerone.com/reports/108082 for
more technical information about the impact.

For maximum security make sure to configure external storage with "Check for
changes: Never". This will let ownCloud ignore new files not added via ownCloud. By
doing so, a malicious external storage administrator cannot add new files to the
storage without your knowledge. However, this is not wise if your external storage is
subject to legitimate external changes.

ownCloud’s server-side encryption encrypts files stored on the ownCloud server and
files on remote storages that are connected to your ownCloud server. Encryption and
decryption are performed on the ownCloud server. All files sent to remote storage will
be encrypted by the ownCloud server and decrypted before serving them to you or
anyone whom you have shared them with.

Encrypting files increases their size by roughly 35%. Remember to take

0 this into account when you are both provisioning storage and setting
storage quotas. Secondly, user quotas are based on the unencrypted file
size — not the encrypted size.

When files on an external storage are encrypted in ownCloud, you cannot share them
directly from the external storage services, only through ownCloud sharing. This is
because the key to decrypt the data never leaves the ownCloud server.

ownCloud’s server-side encryption generates a strong encryption key, which is
unlocked by users’ passwords. As a result, your users don’t need to track an extra
password. All they need to do is log in as they normally would. ownCloud,
transparently, encrypts only the contents of files, and not filenames and directory
structures.

o You should regularly backup all encryption keys to prevent permanent
data loss.

The encryption keys are stored in the following directories:

Directory Description

data/<user>/fi Users’ private keys and all other keys necessary to decrypt
les_encryption the users’ files.

data/files_encr Private keys and all other keys necessary to decrypt the files
yption stored on a system wide external storage.

0 You can move the keys to a different location. To do so, refer to the
Move Key Location section of the documentation.

When encryption is enabled, all files are encrypted and decrypted by the ownCloud
application, and stored encrypted on your remote storage. This protects your data on
externally hosted storage. The ownCloud admin and the storage admin will see only
encrypted files when browsing backend storage.

Encryption keys are stored only on the ownCloud server, eliminating exposure of your
data to third-party storage providers. The encryption application does not protect your
data if your ownCloud server is compromised, and it does not prevent ownCloud
administrators from reading users’ files.
