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Branded Clients

* Building a Branded Desktop Sync Client
* Building Branded Android Apps
* Building Branded iOS Apps


branded_desktop_client/branded_desktop_client.pdf
branded_android_app/building_branded_android_client.pdf
branded_ios_app/publishing_ios_app.pdf

Creating Branded Desktop Client

Building a Branded Desktop Sync Client

Introduction

To build a branded Desktop sync client, you need to supply your own artwork and use the
ownBrander wizard in your account on customer.owncloud.com. The ownBrander wizard details
the required image specifications.

Build Process

In the ownBrander wizard at your account, start with the Common section at the top, and enter
information common to all clients that you can build with ownBrander. You may override any
settings inside the Common section of the Client sections.

Then go to the Desktop client section of ownBrander, which has two sections, Required and Optional.

L Ly g

Common This is the tab for Desktop Client branding for Windows and MAC OS. In this
tab, you will enter all of the branding information for the Desktop Client. We
i0s have divided the tab into two sections: Required, and Suggested. There are

no Advanced options for the Desktop Client. Required items are those that
Optional must be uploaded for the Desktop Clients to build correctly. Recommended
items are those that ownCloud suggests as they improve the overall user

Advanced experience. Advanced items give you a greater degree of control over the
interface, but are too fine grained for most of our customers.

Android
Required
Optional All of the branding items in this section of the Desktop Client tab are
required. It will not be possible to generate your Desktop Clients until you
Advanced enter all of the requested items.
Application name
Desktop Name of your app
Optional

Work your way through the wizard, enter required elements and any optional elements you wish.
When you have completed the wizard, press the [ Generate Desktop Client] button. You will
either get messages warning of any items that need to be corrected, or a success message.

It takes 24-48 hours to build your client. When finalized you will see it in your account on
customer.owncloud.com.


https://customer.owncloud.com/owncloud
https://customer.owncloud.com/owncloud

Updating Your Branded Desktop Clients

Introduction

The Client Updater Server provides a Web service that will tell an ownCloud Desktop sync client
whether or not an update is available. If an update is available, it will also provide metadata for the
update, such as the Download URL, signatures or a fallback URL that the client can resort to in case
the update goes wrong.

Clients for Mac OS X and Windows will update themselves automatically. Linux clients will not. You
have two options for your Linux users:

* Set up your own download repository so your Linux users can update your branded clients with
their package managers when they receive an update notification.
» Upload new versions of your branded client to your Web server. Your Linux users receive

update notifications, then download and install the client manually.

There are times when you may want to disable update notifications. See the examples below to
learn how to do this.

Prerequisites
1. Configure Update URL in the Desktop section of your ownBrander account (available for
advanced users only).

o Example:
https://mycloud.example.com/updates/
(note the forward slash at the end)

2. Generate branded clients.
3. Upload branded clients to your Web server.

- Windows example:
https://mycloud.example.com/install/mycloud-2.1.1.240-setup.exe

o Mac OS X examples:
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg.tbz
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg.tbz.sig

> You should have a Web page with links to your branded clients, so your users can find and
download them. For example, https://mycloud.example.com/install/
with Options +Indexes in your ownCloud .htaccess file.

Install client-updater-server

1. Download client-updater-server-0.4.tar.xz from https://customer.owncloud.com/

2. Extract client-updater-server-0.4.tar.xz to your Web server. The index.php must be accessible
at https://mycloud.example.com/updates/index.php.

3. Copy your ownCloud config/ownCloud.yml file, and name it according your Application short


https://customer.owncloud.com/

name as configured in ownBrander.

Example: config/mycloud.yml

Configure client-updater-server

All configuration is done in your config/mycloud.yml:

throttle: 1 # 100% of the requests get served with the new version

platforms:
win32msi :
currentVersion: 2.5.0.10598
currentVersionString: ownCloud Client 2.5.0 (build 10598)
updateUrl: https://owncloud.com/desktop-app
downloadUrl: http://download.owncloud.com/desktop/stable/ownCloud-2.5.0.10598.ms1i

win32:
currentVersion: 2.4.3.10188
currentVersionString: ownCloud Client 2.4.3 (build 10188)
updateUrl: https://owncloud.com/desktop-app

downloadUrl: http://download.owncloud.com/desktop/stable/ownCloud-2.4.3.10188-
setup.exe

Linux:
currentVersion: 1.8.0
currentVersionString: ownCloud Client 1.7.1
updateUrl: https://owncloud.com/desktop-app

macos:
currentVersion: 1.8.0.2139
currentVersionString: ownCloud Client 1.8.0 (build 2139)
downloadUrl: https://download.owncloud.com/desktop/stable/ownCloud-
1.8.0.2139.pkg.tbz
pubDate: 2015-03-26

signature: MCwCFFedScUKeRXYMS6VKVLw821B+/+1AhRbiCxHNzVVZFNXHSvBIGNHOUI5cw==
minimumSystemVersion: 10.7.0

In earlier versions this configuration was written in PHP, which is still supported but no longer the
default. The structure slightly changed and would look like this analoguely to the yml config
config/mycloud.php:

<?php

$updateInfo = [
"throttle' => 0.7, // 70% of the requests get served with the new version
'platforms’ => [
'win32msi' => [
"currentVersion' => '2.5.0.10598",



"currentVersionString' => "ownCloud Client 2.5.0 (build 10598)",
'updateUrl' => "https://owncloud.com/desktop-app’,
"downloadUr1l' => 'http://download.owncloud.com/desktop/stable/ownCloud-
2.5.0.10598.msi "',
1,
'win32' => [
"currentVersion' => '2.4.3.10188",
"currentVersionString' => 'ownCloud Client 2.4.3 (build 10188)",
'updateUrl' => "https://owncloud.com/desktop-app’,
"downloadUr1l' => 'http://download.owncloud.com/desktop/stable/ownCloud-
2.4.3.10188-setup.exe’,
1,
"linux' => array(
"currentVersion' => '1.8.0",
‘currentVersionString' => 'ownCloud Client 1.7.1",
'updateUrl' => "https://owncloud.com/desktop-app',
)
'macos' => array(
"currentVersion' => '1.8.0.2139"',
"currentVersionString' => 'ownCloud Client 1.8.0 (build 2139)',
"downloadUr1l" => "https://download.owncloud.com/desktop/stable/ownCloud-
1.8.0.2139.pkg.tbz",
'pubDate’ => '2015-03-26",
"signature' =>
"MCwCFFedScUKeRXYMS6VKVLw821B+/+1AhRbiCxHNzVVZFNXHSVBIGNHOUI5cw==",
'minimumSystemVersion' => '10.7.0",

)I
1

(The former top-level config options were moved under a platforms key.)

Disabling Notifications

There may be times when you wish to disable update notifications. To do this, make the
"currentVersion' and 'currentVersionString' older than the currently installed version. To re-
enable notifications, change these to release versions that are newer than the currently installed

clients.

Windows

* 'currentVersion'
Exact version of the new client, including the build number

e 'currentVersionString'
Name of the new client, same as "Application name" configured in ownBrander.

e 'updateUrl’
Human-readable Web site with links to your new client files.

* 'downloadUrl’
Full URL to download the *exe file. https needed.



Mac 0OS X

e currentVersion'
Exact version of the new client, including the build number.

* 'currentVersionString'
Name of the new client, same as Application name configured in ownBrander.

* 'downloadUrl'
Full URL to download the *pkg.tbz file. https needed.

e 'pubDate’
Currently not used.

* 'signature’
Content of mycloud-2.1.1.787.pkg.tbz.sig, adds some extra security to the Mac OS X updater.

e 'minimumSystemVersion'
Minimum required Mac OS X version according to https://owncloud.com/desktop-app/

Linux

e 'currentVersion'
Exact version of the new client, including the build number

* 'currentVersionString'
Name of the new client, same as Application name configured in ownBrander.

e 'updatelr1'
Human-readable Web site with links to your new client files to manually install new client
versions.

Debugging client-updater-server

Windows

This a example URL of a 2.5.0 client for Microsoft Windows:
https://mycloud.example.com/updates/?version=2.5.0.10598&platform=win32&msi=true&oem=mycloud

You should see something like the following in your Web server logs:

[19/Feb/2016:14:33:35 +0100] "GET
/updates/?version=2.5.0.10598&platform=win32&msi=true&oem=mycloud HTTP/1.1" 200 185 "-

"Mozilla/5.0 (Windows) mirall/2.5.0 (mycloud)" microsecs:530450
The output should look like this if you call the URL manually:

<?xml version="1.0"?7>
<owncloudclient>
<version>2.5.0.10598</version>
<versionstring>MyCloud Client 2.5.0 (build 10598)</versionstring>


https://owncloud.com/desktop-app/

<web>https://mycloud.example.com/install/</web>
<downloadurl>https://mycloud.example.com/install/
mycloud-2.5.0.10598.msi</downloadurl>
</owncloudclient>

Mac OS X
This a example URL of a 2.1.1 client for Mac OS X:
https://mycloud.example.com/updates/?version=2.1.1.687&platform=macos&oem=mycloud&sparkle=true

You should see something like the following in your Web server logs:

[19/Feb/2016:14:00:17 +0100] "GET
/updates/?version=2.1.1.687&platform=macos&oem=mycloud&sparkle=

true HTTP/1.1" 200 185 "-" "Mozilla/5.0 (Macintosh) mirall/2.1.1 (mycloud)"
microsecs:1071 response_size:2070 bytes_received:306 bytes_sent:2402

The output should look like this if you call the URL manually:

<?xml version="1.0" encoding="utf-8"7>
<rss version="2.0"
xmlns:sparkle="http://www.andymatuschak.org/xml-namespaces/sparkle"
xmlns:dc="http://purl.org/dc/elements/1.1/">
<channel>
<title>Download Channel</title>
<description>Most recent changes with links to updates.</description>
<language>en</language><item>
<title>MyCloud Client 2.1.1 (build 787)</title>
<pubDate>Mon, 23 Feb 16 00:00:00 -0500</pubDate>
<enclosure url="https://mycloud.example.com/install/
mycloud-2.1.1.787.pkg.tbz" sparkle:version="2.1.1.787"
type="application/octet-stream"
sparkle:dsaSignature="MCwCFFedScUKeRXYMS6VKVLW821B+/+
1AhRb1iCxHNzVVZFNXHSvBIGNHOUI5cw=="/>
<sparkle:minimumSystemVersion>10.7.0</sparkle:minimumSystemVersion>
</item>
</channel>
</rss>



Creating Branded 10S Apps

Building and Distributing Your Branded iOS App

Introduction

Building and distributing your branded iOS ownCloud app involves a large number of
interdependent steps. The process is detailed in this chapter over several pages. Follow these
instructions exactly and in order, and you will have a nice branded i0S app that you can distribute
to your users.

Prerequisites

* A Mac OS X computer with Xcode (free download) and Keychain Access (included in Utilities).
This computer is essential to the entire process and will be linked to to your iOS Developer
account. You will use it create and store distribution certificates, and to upload your app to
iTunes Connect.

* An i0S developer account on developer.apple.com/ios, which costs $99 per year. Or an
Enterprise account for $299/yr. The developer account limits you to testing on 100 devices of
each type (Apple TV, Apple Watch, iPad, iPhone, iPod Touch) which must be registered in your
account. The Enterprise account allows testing on unlimited, unregistered devices.

* An ownCloud Enterprise Subscription, with the ownBrander app enabled on
customer.owncloud.com

* Some iPhones or iPads for testing your app. Again, if you have the $99 developer account each
device must have its UDID registered in your account on developer.apple.com.

Procedure

You need the Apple tools to build eight provisioning profiles (4 Ad Hoc and 4 App Store) and a P12
certificate. You will email the four Ad Hoc profiles and P12 certificate to support@owncloud.com
after building your app with the ownBrander app on customer.owncloud.com. You must create the
provisioning profiles and P12 certificate first, before building your app, because you must supply a
unique bundle ID and an app group to build your app. These are created in your account on
developer.apple.com, and with Keychain Access on your Mac computer.

We use the 4 Ad Hoc provisioning profiles and P12 certificate to complete building your app, and
then in 24-48 hours your new branded app is loaded into your account on customer.owncloud.com.

The next step is to test your app. When it passes testing, the final step is to upload it to your iTunes
Connect account for distribution.

You will need a lot of graphics for building your app, and for your iTunes store listing, in specific
sizes and file formats. The ownBrander app and iTunes detail all the image specifications you will
need.


https://developer.apple.com/ios/
https://customer.owncloud.com/owncloud
https://developer.apple.com
mailto:support@owncloud.com
https://customer.owncloud.com/owncloud
https://developer.apple.com
https://customer.owncloud.com/owncloud

Create Certificate Signing Request

Start by creating a .certSigningRequest (CSR) file on your Mac, using Keychain Access. Open Finder,
and then open Keychain Access from the Utilities folder.
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Next, open Keychain Access > Certificate Assistant > Request a Certificate From a Certificate
Authority.
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Enter the email address that you use in your Apple developer account, and enter a common name.
The common name can be anything you want, for example a helpful descriptive name like "ios-
mybiz". Check [Saved to disk] and [Let me specify key pair information], then click



[ Continue ].

Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: carla@bratgrrl.com

Common Mame: | ios-mybiz

CA Email | |

Request is: [ | Emailed to the CA
o Saved to disk

Let me specify key pair information

Continue

Give your CSR a helpful descriptive name, such as iosapp.certSigningRequest, and choose the
location to save it on your hard drive, then click [ Save ].

Certificate Assistant
Save As: |icsapp.cert3igningl=laquest | ~
Tags:
Where: [ Documents

Cancel Save

In the next window, set the Key Size value to 2048 bits and Algorithm to RSA, and click
[ Continue ]. This will create and save your certSigningRequest file (CSR) to your hard drive.
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Key Pair Information

Specify the key size and algorithm used to create your key
pair.

The key pair is made up of your private and public keys. The
private key is the secret part of the key pair and should be
kept secret. The public key is made publicly available as part
of the digital certificate.

Key Size: 2048 bits
Algorithm: = RSA
Learn More...

Continue

In the next screen your certificate creation is verified. Click a button to view it, or click [ Done ] to
go to the next step.

Conclusion

Your certificate request has been created on disk.

Show In Finder...

Done

You also get a corresponding public and private key pair, which you can see in the Login > Keys
section of Keychain.

11



Keychains
& login R <key=>
ﬁ" Local ltems Kind public key, RS:&. 204§—bit
- ¢ Usage Encrypt, Derive, Verify
= System
) System Roots
Marme ~  Kind
Category ® <key> public key
'r$ All ltems @ <key> private key
% @ iMessage Encryption Key public key
'f“ Frsswords @ iMessage Encryption Key private key
Secure Notes @ iMessage Signing Key public key
E My Certificates iMessage Signing Key private key

ios-mybiz

public key

[Z] certificates private key

ios-mybiz

Double-click on your new private key to open the Access Control dialog. Check [Allow all
applications to access this item ].

N NON ios-mybiz
|
| Afttributes YR
o Allow all applications to access this item Access to this item is not restricted.

[ Confirm before allowing access

| Ask for Keychain password

Always allow access by these applications:

Mame

+ | — Save Changes

Now login to the Member Center on https://developer.apple.com/. Click [ Certificates, Identifiers
& Profiles ].
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https://developer.apple.com/

& Developer Member Center

Hi, Caria Schender | Sig- nu

SDKs Forums
Divanlaad chie S0Ks and thie latest beta softwars,

Fing ansaars and discuss wth athar developers and Appke
BRginsers.,

Certificates, Identifiers & Profiles

Manage your certificates, identifiers, desices, and profiles
for your apps

Bug Repaorting
Subemit bugs ar request enhancements to ARS and
developer Wel.

Tunes Connect

Managpe your apps puslished on the App Store and Mac Technical Support
Apo Sore. Reguest technical support with the development of your
app.
Then click i0S Apps > Certificates.
@ Developer Tech)

Certificates, Identifiers & Profiles

Provisioning Profiles

Learn More
D App Distribution Guide

Next, click the [ add ] button (the little plus sign) in the top right corner of the i0OS Certificate page.
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" DEVEIDP'Ef Technologias Resquroes Programs Suppart Membar Canter aQ

Certificates, Identifiers & Profiles Cafla Schvoder -

05 Apps - DG Ceriificates ®

1 Certificatas
Al
Pendng
Dawelcprmant

Producticn

= |dentidl
o Getting Started with iOS Cerfificates

A 1M

Under "What type of certificate do you need?" check [ App Store and Ad Hoc], then click the
[ Continue ] button at the bottom of the page.

Add iOS Certificate q,
Reguest > Generate :} Dewnload
- .
“ﬁf What type of certificate do you need?
Development

i0% App Development
Sign develooment wersions of your i0S app

_ Apple Push Notification service S5L (Sandbox)

Establish connectivity betwesn your notification server and the Apple Push Motification service sandbox
arviranment. A separate certificata (s requirad far sach app you develop.

Praduction

=) App Store and Ad Hoc

Slgn your 125 app for submission to the App Stora ar for Ad Hoc distribution.

The next screen, About Creating a Certificate Signing Request (CSR) has information about
creating a CSR in Keychain Access. You already did this, so go to the next screen. "Add iOS
Certificate", to upload the CSR you already created, then click the [ Generate ] button.
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| Generate your certificate.

When your CSR file is created, a public and private key pair is automatically generated. Your
private key is stored on your computer. On a Mac, it is stored in the login Keychain by default
and can be viewed in the Keychain Access app under the "Keys" category. Your requested
certificate is the public half of your key pair.

Upload CSR file.
Select .certSigningRequest file saved on your Mac.

Choose File.. J iosapp.certSigningReguest

Your new certificate is named ios_distribution.cer. Download it to your Mac; then find it and
double-click on it to install it properly in Keychain.

?F'
=) Your certificate is ready.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

Mame: 108 Distribution: Carla Schroder
Type: i05 Distribution
Expires: Jun 24, 2016

After installing it, you should see it stored with its corresponding private key in Keychain.

15



Mame ~  Kind

Category % <key=> pl.l-blll: key
2 Al ltems @ <key> private key
;; b - § Message Encryption Key public key
asswaords

- @ iMessage Encryption Key private key
Secure t_*«l.o[es % iMessage Signing Key public key
Bl My Certificates @ IMessage-Bigrmy Key private key
#ios-mybiz public key

T Keys . b blic k

=] Certificates ios-mybiz private key

- IPhone Distribution: Carla Schroder (XYDXTDCSUW certificate

Remember to make backups of your keys and certificates and keep them in a safe place.

Create Bundle IDs

Create Bundle IDs

The next step is to create four Bundle IDs. These are unique identifiers for your branded iOS app.
You must also create an App Group and place your three Bundle IDs in your App Group. You will
need your base Bundle ID and App Group when you build your app with the ownBrander app on
customer.owncloud.com.

Create App ID

Now you must create your App ID. Go to Identifiers > App IDs and click the [ plus button] (top
right) to open the "Register i0OS App ID" screen. Fill in your App ID Description, which is anything
you want, so make it helpful and descriptive. The App ID Prefix is your Apple Developer Team ID,
and is automatically entered for you.

16


https://customer.owncloud.com/owncloud

Register iOS App ID (a]

ﬂ Registering an App ID

The App ID string contains two parts separated by a period {.)—an App |D Prefix that is defined
as your Team ID by default and an App ID Suffix that is defined as a Bundle ID search string.
Each part of an App ID has different and important uses for your app. Learn More

App |D Description

Mame: | MyBiz 105 App|
You cannot use special characters suchas @, &, =, ', "

App ID Prefix

Value: XYDX7DCSUW (Team ID)

Scroll down to the App ID Suffix section and create your Bundle ID. Your Bundle ID is the unique
identifier for your app. Make a note of it because you will need it as you continue through this
process. The format for your Bundle ID is reverse-domain, e.g. com.MyCompany.MyProductName.

App ID Suffix

© Explicit App ID
If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unigue string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.mybiziosapp |

We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname), It cannot contain an asterisk (*).

The next section, App Services, is where you select the services you want enabled in your app. You
can edit this anytime after you finish creating your App ID. Check App Groups, make your other
selections and then click the [ Continue ] button at the bottom. Now you can confirm all of your
information. If everything is correct click [ Submit ]; if you need to make changes use the [ Back]
button.

17



App ID Description:
Identifier:

App Groups:
Associated Domains:
Data Protection:
Came Center:
HealthKit:

HomekKit:

Wireless Accessory Configuration:
iCloud:

In-App Purchase:
Inter-App Audio:
Apple Pay:
Passbook:

Push Notifications:

VPN Configuration & Control:

Cancel

When you are finished you will see a confirmation. Click the [ Done ] button at the bottom.

18

MyBiz i0S App
XYDX7DCSUW.com.mybiz.iosapp
© Configurable
@ Disabled

@ Disabled

® Enabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled

@ Enabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled

Back



ﬂ Registration complete.

This App ID is now registered to your account and can be used in your provisioning profiles.

App D Description: MyBiz 105 App
Identifier: XYDX7DCSUW.com.mybiz.iosapp
App Groups: @ Configurable

Associated Domains: @ Disabled
Data Protection: @ Disabled

Came Center: @ Enabled

Create App Group

The next step is to create an App Group and put your App ID in it. Go to Identifiers > App Groups
and click the [ plus button ] (top right).

App Groups

Getting Started with App Groups
App Groups allow access to group containers that are shared among multiple

related apps, and allows certain additional interprocess communication
between apps.

Register App Groups
Team agents and admins can manually register App Groups. Continue

Create a description for your app group, and a unique identifier in the format
group.com.MyCompany.MyAppGroup. Then click [ Continue ]
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ﬂ Registering an App Group

Registering your App Group allows access to group containers that are shared among multiple
related apps, and allows certain additional interprocess communication between the apps.

App Groups Description

Description: | MyBiz 03 Apps

You cannot use special characters such as @, &, ®, ', "

Identifier
Enter a unique identifier for your App Group, starting with the string 'group’.

ID: | group.com.mybiziosapps
We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname).

== .. |

Review the confirmation screen, and if everything looks correct click the [ Register ] button.

g Confirm your App Group.

Ensure your App Group information is correct.

Name: MyBiz iOS Apps

Identifier:  group.com.mybiz.iosapps

Youw’ll see a final confirmation screen; click [ Done ].
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g Registration complete.

Name: MyBiz iOS Apps

Identifier: group.com.mybiz.iosapps

When you click on [ App Groups ] you will see your new app group.

Certificates, Identifiers & Profiles

i0S Apps - App Groups

¥ Certificates 1 App Groups Total

All Hame =~| ID

Pending MyBiz iO% Apps

Development

group.com. mybiz.iosapps

Production

e \dentifiers
App IDs
Pass Type IDs
Wehsite Push IDs
ICloud Containers
App Groups

Merchant IDs

Now go back to Identifiers > App IDs and click on your [ App ID]. This opens a screen that
displays all your app information. Click the [ Edit ] button at the bottom.
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1 App IDs Total

Name = (¥

MyBiz iOS App com.mybiz.iosapp

Name: MyBiz iO5 App

g Prefix: XYDX7DCSUW

1D com.mybiz.iosapp

Application Services:

Service Development Distribution
App Group @ Configurable @ Caonfigurable
Associated Domains ) Disabled = Disabled
Data Protection O Disabled 0 Disabled
Game Center @ Enabled @ Enabled
HealthKit ' Disabled = Disabled
HomeKit ) Disabled 0 Disabled
r:i::!r::::ﬁmw ) Disabled © Disabled
iCloud ) Disabled 0 Disabled
In-App Purchase @ Enabled @ Enabled
Inter-App Audio ) Disabled 0 Disabled
Apple Pay ) Disabled ) Disabled
Passbook o Disabled © Disabled
Push Notifications ) Disabled 0 Disabled
VPN Configuration & Contrael © Disabled = Disabled
Edit

Click the [ Edit ] button next to [ App Groups ].

i0S App ID Settings [+l

Setup and configure services for this App 1D,

Mame: MyBiz 105 Apo
ID: com.mybiz.iosapp

Enable Service

App Groups
@ E-E ! Edlit
@ Configurable. App Group 103 (0)
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Check your app and click the [ Continue ] button.

g App Group Assignment.

Select the App Groups you wish to assign to the bundle.

Select All 1 of 1 iternis) selected

MyBiz iO5 Apps group.com.mybiz.iosapps

The next screen asks you to "Review and confirm the App Groups you have selected". Click the
[ Assign ] button to confirm. The next screen announces "You have successfully updated the App
Groups associations with your App ID", and you must click yet another button, the [ Done ] button
at the bottom.

Create a DocumentProvider Bundle ID

Now you must return to Identifiers > App IDs and click the [plus button] to create a
DocumentProvider Bundle ID. Follow the same naming conventions as for your App ID, then click
[ Continue ].
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ID Registering an App ID

The App 1D string contains two parts separated by a period (. )—an App 1D Prefix that is defiredas your
Team D by cefaultandanApp [D Suffic that is defined as a Bundie |0 search string. Each partofan App D

has different and important uses for your app. Learn More

App |ID Description

Mame: | MyBiz i05 App DocumentProvider
You cannot use specialcharacters suchas @, &, °, "'

App ID Prefix

Malue: XYDXTDCSUW (Team D)

App ID Suffix

o Explicit App ID
o
Ifyou plantoincorporate app services suchas Game Center, I-App Purchase, Data Protection, and
iCloud, or wanta provisioning profie unique toa single app, you must registeranexplicit App 1D for

yourapp.

Tocreate anexplicit App D, enter a unique string inthe Bundie ID fiekd. This string should match the
Bundie 1D of your app.

Bunde ID: | com.mybiz.iosapp.DocumentProvider

We recommend using a reverse-domain name styk string (ie.,
com.comainrame . apprame). [t cannot contain an asterisk (*).

Confirm your new App ID and click [ Submit ].

| ID Confirm your App ID.

Tocompletetheregistration ofthis App ID, make sure your App D informationiscorrect, andclickthe
submitbution.

App |D Description: MyBiz I0S App DocumentProvider
Identifier: XYDX7DCSUW.com.mybiz.losapp.DecumentProvi...

App Groups: Disabled
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You will see one more confirmation: "Registration complete. This App ID is now registered to your
account and can be used in your provisioning profiles.” Click [ Done ].

Now you need to add it to your App Group. Go to Identifiers > App IDs and click on your new
[ DocumentProvider Bundle ID] to open its configuration window, and then click the [Edit]
button at the bottom.

i0S App IDs
2 App IDs Total
Mame < 1D
MyBiz iOS App com.mybiz.iosapp

MyBiz iOS App DucumentP@ com.mybiz.iosapp.DocumentProvider

Select [ App Groups ] and click the [ Edit button ].

lD Name: [ MyBiz iOS App DocumentProvider ]

ID: com.mybiz.iosapp.DocumentProvider

Enable Senvice

v G App Groups

- @ Configurable. App Group 1Ds (0

Select your group and click [ Continue ].

ID App Group Assignment.

Selectthe App Groupsyou wishto assigniothe bundle,

& salect All 1011 itermn(s) selected

L Lt
Lf_l MyBiz IOS Apps group.com.myblziosapps :

Once again you will asked if you really mean it. On the confirmation screen click [ Assign ], and

you’ll see the message "You have successfully updated the App Groups associations with your App
ID."
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Create a DocumentProviderFileProvider Bundle ID

One more time, go to Identifiers > App IDs and click the [plus button] to create a
DocumentProviderFileProvider Bundle ID. Follow the same naming conventions as for your App ID,
then click [ Continue ].

ID‘ Registering an App ID

The App 1D string contains two parts separated by a period (.)—an App ID Prefix thatisdefined asyour
Team|D bydefault and an App 1D Sullixthatisdelined as aBundle |D search string. Each pariof an App 1D

hasdifferentandimporantuses foryour app. Learn More

App ID Description

Mame: | MyBiz 05 App DocumentProviderFileProvider
You cannot use special characters such as@, &, *,°,"

App ID Prefix

Value: ¥XYDXETDCSUW (TeamID)

App ID Suffix

»  Explicit App ID
lfyou planto incorporate app services such as Game Center, In-App Purchase, Data Protection, and
iCloud, or wanta provisioning profile unique fo a single app, you must register an explicit App 1D for

yourapp,

Tocreate an explicit App 1D, enter aunigue string in the Bundle 1D field, This string should match the
Bundie|D of your app.

Bundle D! com.mybiz.iosapp.DocumentProviderFileProvider

We recommend using a reverse-domain name style string (i.e,
comdomainname.appname), It cannot contain an asterisk (*).

Confirm your new App ID and click [ Submit ].
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. ID Confirm your App ID.

Tocompletethe registration of this App 1D, make sure your App 1D informationis correct, and clickthe
submit bution.

App |D Descripion:  MyBiz iI0S App DocumentProviderFileProvider

[dentiier,  XYDX7DCSUW.com.mybiz.losapp.DocumentProvi..

You will see one more confirmation; review it and click [ Done ]. Now you need to add it to your
App Group. Go to Identifiers > App IDs and click on your new [ DocumentProviderFileProvider
Bundle ID ] to open its configuration window, and then click the [ Edit ] button.

i0S App IDs + Q
3 App |Ds Total
Mame - 3]
MyBiz i0S App com.umybiziosapp
MyBiz i0S App DocumentProvider com.mybiziosapp DocumeantProvider

comumybiziosapp DocumentProviderFileProvider

MyBiz i0S App DocumentProviderFileProvider

Select [ App Groups ] and click the [ Edit ] button.

ID Name: [Myﬁiz 105 App DocumentProviderFileProvider ]
__d ID: commybiziosapp.DocumentProviderFileProvider

Enable  Semvice

App Groups
d @E] @ Configurable. App Group |Ds (0 Edit

Select your group and click [ Continue ].
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E App Group Assignment.

Selectthe App Groups you wish to assign to the bundle.

Select All 1 of 1 item(s) selected
v MyBiz iCS Apps group.com.mybiz.iosapps :

s’

On the confirmation screen click [ Assign], and you’ll see the message "You have successfully
updated the App Groups associations with your App ID."

Create a ShareExtApp Bundle ID
This supports Apple’s ShareIN extension.

Yet again, go to Identifiers > App IDs and click the [ plus button ] to create a ShareExtApp Bundle
ID. Follow the same naming conventions as for your App ID, then click [ Continue ].

App ID Description

Name: MyBix iOS App ShareExtApp

You cannot use special characters suchas @, &, *, ' "

App ID Prefix

Valueg: XYDXTDCSUW (Team ID)

App ID Suffix

» Explicit App ID
[f you plan to incorporate app services such as Game Center, In-App Purchase, Data Protection,
and iCloud, or want a provisioning profile unigue to a single app, you must register an explicit App
D foryour app.

Tocreate an explicit App 1D, enter a unigue string in the Bundle |D field. This string should match
the Bundle 1D of your app.

Bundle ID: | com.mybiz.iosapp.ShareExtApp |

We recommend using a reverse-domain name style string {i.e.,

com.domainname.appname). It cannot contain an asterisk (7).
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Confirm your new App ID and click [ Submit ].

IP‘I Confirm your App ID.

To complete the registration of this App 1D, make sure your App |D information is correct, and click the
submit button.

App ID Description: MyBix iOS App ShareExtApp
Identifier: XYDX7DCSUW.com.mybiz.iosapp.ShareExtApp

App Groups: © Configurable

You will see one more confirmation; review it and click [ Done ]. Now you need to add it to your
App Group. Go to Identifiers > App IDs and click on your new [ ShareExtApp Bundle ID ] to open
its configuration window, and then click the [ Edit ] button.

iOS App IDs +][a
4 App |Ds Total
Name « | 1D
MyBiz I0S App com.myhiz.iosapp
MyBiz 105 App DocumentProvider com.mybiz.iosapp.DocumentProvider
MyBiz 105 App DocumentProviderFileP... com.mybiz.iosapp.Docum entP rovide rFila Pravider

yEiz i0S5 App ShareExtApp com.mybiz.iosapp.ShareExtApp

Select [ App Groups ] and click the [ Edit ] button.
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iI0S App ID Settings + [Q

Setup and configure services for this App ID.

ID Name: 'Myﬂiz 05 App ShareExtApp
_.‘ D: com.mybiz.iosapp. ShareExtApp

Enable Service

v (@@ AppGroups - Edit
— @ Configurable. App Group |1Ds (0

Select your group and click [ Continue ].

|D App Group Assignment.

Select the App Groups you wish to assign to the bundle.

~ Salect All 1 of 1 item(s) selected
¥ MyEiz QS5 Apps group.com.mybiz.iosapps A
b

On the confirmation screen click [ Assign], and you’ll see the message "You have successfully
updated the App Groups associations with your App ID."

Four Completed App IDs

Now you should have four new App IDs, and all of them should belong to your App Group.

iOS App IDs +|q
4 App IDs Total
Mame -~ Ib
MyBiz i0S App com.mybiz.iosapp
MyBiz i0S App DocumentProvider com.mybiz.iosapp.DocumentProvider

MyBiz i0S App DocumentProviderFileProvider  com.mybiz.iosapp. DocumentProviderFileProvider

MyEBiz i0S App ShareExtApp com.mybiz.iosapp.ShareExtApp
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Setting up Testing Devices

The $99 Apple Developer account allows you to test your iOS apps on a maximum of 100 devices of
each type:

Apple TV 100
Apple Watch 100
iPad 100
iPhone 100
iPod Touch 100

And you must register the UDID of each device in your Apple developer account. If you have the
$299 Enterprise account then you can install your app on any device without registering it.

The easiest way to find UDIDs is to connect to your iTunes account. Then connect your iOS device to
your Mac computer. Your device will appear on the left sidebar in iTunes. Click on this to display
your device information. Then click on the serial number, and you will see your UDID.

& o o i L ‘ ||_|lll (0 Search Stoee |

LIERARY En® info  Apps  Ringtones  Muslc  Movies  T¥Shows  Podcasts  Tunes U Photes
S5 wusic
B wovics iPhone
[0 1% Shoes.
(& Amms
STORE Mame; Layla's iPhone
B unes store Capacity: 1463
‘_':' iE] Software Wersiom 4.2.1
=[! Puirehaeid Identifier (UMDY Foe’ 5205061 FEES2061 206601 737420636172

DEVICES
* [ aidws rhore [ S

Return to your account on Developer.apple.com, go to I0S Apps > Devices > All, and click the plus

button on the top right to register a new device. You can make the name anything you want, and

the UDID must be the UDID copied from iTunes.
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Add iOS Devices Ea - <

-I Registering a New Device or Multiple Devices

Pre-Release Software Reminder

Yaou may only share Apple pre-release softwarewith employees, contraciors, and members of your
organizetion who are regisiered as Apple developers and have a demenstrable need (o know or uses
Apple softwareto develop and test applications an your babalf.

Unauthorized distribution of Apple canhidential infermation (including pre-relsase sofiware) is prohibited

and may rasult in the teemination of your Apple Davelcoer Program. [t may alse subject yau to vl and
criminal liability.

. Register Device
Mame your device and enter its Unique Device |dentifier (LIDID),

MNama! | ayla's iPFhone

UDID:  795f7520686176652061206661737420636172

If you have a large number of devices to register, you may enter them in a text file in this format,
and then upload the file:

Device ID Device Name
A123456789012345678901234567890123456789  NAMET
B123456789012345678901234567890123456789  NAME2

Click Download sample files to see examples of plain text and markup files.

Register Multiple Devices

Lpload a file containing the devices you wish o register. Please nate that a maximum of 100 devices
can be included in your file and it may take a few minutes to process.

Cownload szample files

Cancel | ontinue
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When you are finished entering your device IDs click the Continue button. Verify, and then click
Done.

Create Provisioning Profiles

Next Step

The next phase of this glorious journey is to create eight provisioning profiles: 4 Ad Hoc and 4 App
Store <app_store_profiles_label>. You will email the four Ad Hoc profiles, and your P12 certificate
<publishing_ios_app_6> (which you will create after your provisioning profiles), to
support@owncloud.com after building your branded app with the ownBrander app on
customer.owncloud.com. Do not send us the App Store profiles. All eight of these profiles must be
stored on your Mac PC.

First Ad Hoc Provisioning Profile

Go to Provisioning Profiles > All, then click the [ plus button] (top right) to open the Add iOS
Provisioning Profile screen. Select [ Ad Hoc ] and click [ Continue ].

Add iOS Provisioning Profile 7
Configure Generate Download

tg What type of provisioning profile do you need?

ROV

Development

_ 105 App Development
Create a provisioning profileto install development appson fest devices,

Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

*_ Ad Hoc
Create adistributist provisioning profileioinstall yourappon a limited number of regisiersd devices.

On the Select App ID screen select the first of the three App IDs that you created and click
[ Continue ]. (The first one has the shortest name, if you followed the naming conventions in this
manual.)
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ﬁ Select App ID.

FRON

[fyou plan to use services such as Game Cenler, In-App Purchase, and Push Notifications, orwanta
Bundle D unigueto asingle app, use an explicit App 1D, f youwantto create one provisioning profile
for multiple appsordontneed a specific Bundle 1D, select awildcard App 1D, Wildcard App IDs use an
asterisk (") asthelastdigit inthe Bundie D field. Please note thatiOs App IDsand Mac App IDscannot
beused interchangeably.

App 1D payBiz i0S App (XYDX7DCSUW.com.mybiz.iosapp) v

Select the certificate that you created at the beginning of this process and click [ Continue ].

Select cerificates.
PROV

Selectthecerificates you wish to include inthis provisioning profile. To usanls profileto Install an app, the
cerificatethe app was signed with mustbe included,

® Cara Schroder (i0S Distribution)

Jun 25, 2016

Select the devices that you want to install and test your app on, then click [ Continue ].

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Name your provisioning profile with a descriptive Profile Name and click [ Generate ].
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—
@_ Name this profile and generate.

PROV

The name you provide will be used to identify the profile in the portal.

Profile Name: | MyBiz iOS Profile

Type: 10S Distribution

App ID: MyBiz I0S App(XYDX7DCSUW.com.mybiz.iosapp)

Certificates: 1 Included

Devices: 1 Included

When it has generated, download your new profile to your Mac computer.
! I

@- Your provisioning profile is ready.

PROW

Download and Install

Download and douhble click the following file to install your Provisioning Profile.

B | Name: MyBiz iOS Profile

{g‘ Type: iOS Distribution
App ID: XYDX7DCSUW.com.mybiz.iosapp
PROV Expires:Jun 25, 2016

Find it on your Mac (usually the Download folder) and double-click to install it in Xcode.
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o0 ® Downloads
< 2B m o = o8
Favorites Namea =

B Al My Files | los_distribution.cer
Q MyBiz_IOS_Profile.mobileprovision
¢ iCloud Drive =l MyBlz_IUs. P

@ AirDrop

¥ Applications
[ Desktop
@) Downloads

Second Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].

Add iOS Provisioning Profile T4

Select Type Configure . Generate . Download

@- What type of provisioning profile do you need?

PROV

Development
_ 105 App Development
Create a provisioning profileto install development appson f2st devices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adisributict provisioning profiletoinstall yourappon a limited number of regisiersd deavices.,

This time select the .DocumentProvider app ID and click [ Continue ].
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App ID v MyBiz i0S App XYDX7DCSUW.com.mybiz.iosapp)

MyBiz i0S App DocumentProvider O0rDXT DCSUW.com.mybiz.iosapp.DocumentProvider)
MyBiz i0OS App DocumentProviderFileProvider DOYDXTDCSUW.com.mybiz.iosapp.Documen

e[ e

Select the certificate that you created at the beginning of this process and click [ Continue ].

Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et ] [

Select the devices that you want to install and test your app on, then click [ Continue ]. These must
be the same devices you selected for the first provisioning profile.
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i

@ Select devices.
PROV

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Give this provisioning profile the same name as your first profile, plus .DocumentProvider and
click [ Generate ].

Name this profile and generate.

The name you provide will be used to identify the profile in the portal.

Profile Name: MyBiz i0S Profile.DocumentProvider
Type: i0S Distribution

App ID: MyBiz iOS App DocumentProvider
(XYDX7DCSUW.com.mybiz.iosapp.DocumentProvid...

Certificates: 1 Included

Devices: 1 Included

Just like the first provisioning profile, download it to your Mac computer, and then double-click to
install it in Xcode.
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Third Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].

Add i0OS Provisioning Profile 7

Select Type Configure !/- Generate ;- Download

@- What type of provisioning profile do you need?
_PROV

Development

_ 105 App Development
Create a provisioning profileto install development appson testdevices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adistribulis provisioning profileta install yourappon a limited numberof registerad devices.

This time select the .DocumentProviderFileProvider app ID and click Continue.

App 1Dt | MyBiz iOS App DocumentProviderFileProvider (XYDX7DCSUW.com.mybiv |

Select the certificate that you created at the beginning of this process and click [ Continue ].
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Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et | [

Select the devices that you want to install and test your app on, then click [[ Continue ]. These must
be the same devices you selected for the first provisioning profile.

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Give this provisioning profile the same name as vyour first profile plus
.DocumentProviderFileProvider and click [ Generate]. There is a 50-character limit, but don’t
worry about counting characters because it will be automatically truncated if you go over.
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Name this profile and generate.

The name you provide will be used to identify the profile in the portal.

Profile Name: = myBiz i0S Profile.DocumentProviderRleProvider
Type: i0S Distribution

App ID: MyBiz iOS App DocumentProviderFileProvider
(XYDX7DCSUW.com.mybiz.iosapp.DocumentProvid...

Certificates: 1 Included

Devices: 1 Included

Download it to your Mac computer, and then double-click to install it in Xcode.

Fourth Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].
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Add i10S Provisioning Profile = |
Configure . Generate » Download

| s
@\ What type of provisioning profile do you need?
_PROV_

Development

. 105 App Development
Create a provisioning profileto install development appson testdevices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adistributist provisioning profiletoinstall yourappon a limited number of regisiered devices.

This time select the .ShareExtApp app ID and click [ Continue ].

App ID: | MyBiz i0S App ShareExtipp (X¥DXTDCSUW.com.mybiz.icsapp. ShareExtApp) E

MyBiz i0S App (XYDX7DCSUW.com.mybiz.iosapp)

MyBiz 0S5 App DocumentProvider [XYDXTDCSUW. com.mybiz. icsapp. Decumeant Providar)

MyBiz 05 App DocumentProviderFileProvider (XY DX7DCSUW.com.mybiz. iosapp. Docurment ProviderFileProvider)
MyBiz 05 App ShareBxtApp (YDXTDESUW.com.mybiz_iosapp.ShareExtApp)

Select the certificate that you created at the beginning of this process and click [ Continue ].
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Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et | [

Select the devices that you want to install and test your app on, then click [ Continue ]. These must
be the same devices you selected for the first provisioning profile.

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Give this provisioning profile the same name as your first profile plus .ShareExtApp and click
[ Generate ]. There is a 50-character limit, but don’t worry about counting characters because it
will be automatically truncated if you go over.
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A
@ Name this profile and generate.
|_FROV |

The name you provide will be used to identify the profile in the portal.

Profile Name: | MyBiz i0S Profile.ShareExtApp]

Type: 105 Distribution

App ID: MyBiz iOS App ShareExtApp
(XYDX7DCSUW.com.mybiz.iosapp.ShareExtApp)

Certificates: 1 Included

Devices: 1 Included

Download it to your Mac computer, and then double-click to install it in Xcode. You should now see
all of your Ad Hoc provisioning profiles listed in your "iOS Provisioning Profiles".

iIOS Provisioning Profiles + ||| Q
7 profiles total.
Mame Type *  Skaktus
MyBiz iOS Profile i0S Distribution @ Active
MyEiz iOS Protile.DocumentProvider i0OS Distribution @ Active
MyBiz iOS Profile.DocumentProviderFileProvider i0S Distribution @ Active
MyBiz iOS Profile.ShareExtApp iOS Distribution @ Active

Create Four App Store Profiles

Creating your four App Store profiles is the same as creating your Ad Hoc profiles, except that when
you start you check the App Store checkbox, and you won’t select testing devices.
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I
@- What type of provisioning profile do you need?

PROV

Development

_ 10s App Development

Create a provisioning profile to install development apps on test devices.

Distribution

(s) App Store

Create a distribution provisiogitg profile to submit your app to the App Store.

. Ad Hoc

Create a distribution provisioning profile to install your app on a limited number of registered devices.

When you’re finished, you’ll have eight new provisioning profiles. Remember, when you build your
app on ownBuilder you only send in the four Ad Hoc profiles, plus your P12 certificate.

IOS Provisioning Profiles += || 5| | Q
11 profiles 1atal,

Mame ~ Type Stakus

MyBiz i0OS App-Store 05 Distribution @ Active
MyBiz i0OS App-Store.DocumentProvider i0S Distribution @ Active
MyBiz i0S App-Store.DocumentProviderFileProvider 05 Distribution @ Active
MyBiz iOS App-Store.ShareExtApp i0S Distribution @ Active
MyBiz i0S Profile i05 Distribution ® Active
MyEBiz i05 Protile. DocumentProvider 105 Distripution @ Active
MyEBiz i0S Profile.DocumentProviderFileProvider 05 Distribution @ Active
MyEiz iOS Protile.ShareEXtApp i0S Distribution @ Active

Go to the next page to learn how to create your P12 certificate <publishing_ios_app_6>.
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Creating a P12 Certificate

In addition to emailing your four Ad Hoc provisioning profiles to support@owncloud.com, you
must also include your P12 certificate. To create this, return to Keychain Access on your Mac
computer and find your private key that you created at the beginning (see Create Certificate Signing
Request).

e Keychain Access

~
E ' Click to lock the login keychain.

Keychains
g login (o) o .
su Local tems : Kind public key, RS{A. 204§—blt
- ¢ Usage Encrypt, Derive, Verify
= System
] System Roots
Mame ~  Kind
@ <key> public key
@ wkey> private key
@ iMessage Encryption Key public key
@ iMessage Encryption Key private key
@ iMessage Signing Key public key
@ iMessage Signing Key private key
Category - . :
= 0.S=maB public key
f‘i All ams ios-mybiz private key
4. Passwords [5] iPhene Distribution: Gafla Schroder (XYDX7DCSUW) certificate

Secure Notes
El My Certificates
2 Keys

El Certificates

Right-click on your private key and left-click Export [your key name].

? iMessage Signing Key private key -
® ios-mybiz public key =
| v SE ios-myb¥ o b

Copy “ios-mybiz"
Delete “ios-mybiz”

Get Info

Create a Certificate With “ios-mybiz"...

Request a Certificate From a Certificate Authority With “ios-mybiz"...
Create a Certificate Authority With “ios-mybiz"...

El Phor

Enter any name you want, the location you want to save it to, and click [ Save ].
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Save As: | MyBiz-i0S-12| v

Tags: | |
Where: | [ Documents

File Format: = Personal Information Exchange (.p12)

Cancel Save

In the next screen you have the option to enter a password. If you put a password on your P12
certificate you will have to include it when you send your certificate and provisioning profiles to

support@owncloud.com. Click [ OK].

Enter a password which will be used to protect
- the exported items:

|

Password: |---v--v- | Izl

Verify: ll--l--ll

- )
Password Weak

|| Show password

7 Cancel r

On the next screen you must enter your login keychain password, which is your Mac login
password, and click [ Allow ].

/"\I Keychain Access wants to export key “ios-
acme” from your keychain.

w To allow this, enter the “login” keychain password.

Password:

( 3

Always Allow Deny Allow

Now your new P12 certificate should be in the directory you saved it in.
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[ Documents
s Bm o = .
Name -~ Date Modified

igningRequest Jun 26, 2015, 11:58 AM
MyBiz-105-12.p12 Today, 8:53 AM

You have now completed all the necessary steps for signing your branded iOS app. The next step is
to build your app with the ownBrander app on https://customer.owncloud.com.

Building Your 10S App With ownBrander

Build Your Branded iOS App

At long last you have arrived at the point where you can actually build your branded iOS app. Log
into your account on customer.owncloud.com/owncloud and open the ownBrander app.

N . Enterprise
owntloud EE

ownBrand..

If you don’t see the ownBrander app, open a support request with the [ Open Case ] button.

Your first ownBrander task is to review the i0OS page on ownBrander for your image requirements.
You will need a lot of them, in specific sizes and formats, and they’re all listed on the ownBrander

page.

There are three sections: Required, Suggested, and Advanced. The Required sections contains all of
the required elements that you must configure. Suggested and Advanced allow additional
customizations.

When you have completed and submitted your app, email your three provisioning profiles and P12
certificate to support@owncloud.com.

Required Section

Enter your application name. This can be anything; in this example it is the same name used in our
signing certificate examples.
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Common
Required
i05 All of the branding items in this section of the iOS tab are required. It will not
be possible to generate the 105 app .ipa file until you enter all of the requested
Suggested iterns and alsoc you provide to us (branding@owncloud.com) the needed
certificates.
e lle Application name
The desired name of your mobile app or desktop client. Once the app
Android is released, this name cannot be modified because it is used to
identify the app - both by end-users, devices, and also internally. This
Suggested app name should be pulled by default from the Common tab in
ownBrander, but it can be modified here for the i0S app if you choose.
Advanced

MyBiz iO5 App X

Next, enter your ownCloud server URL. This hard-codes it into your app. If you leave this blank
then your users will have to enter it every time they use the app.

Server URL

+ Set a static server URL that cannot be changed by the user. If this
option is not selected, users will have to enter a server URL manually
to connect to the ownCloud server. This option and the URL should be
pulled from the Common tab in ownBrander, but it can be modified
here for the i0S app if you choose.

ownCloud server URL and path to which users connect. This URL
should be pulled from the Common tab in ownBrander, but it can be
modified here for the i05 app if you choose.

www.mybiz.com/owncloud X

Check Server URL Visible to make your ownCloud server URL the default, and to allow your users
to enter a different URL.

Server URL visible
@ Set the URL to be visible and editable by the end user. If selected, the URL

you entered above will be displayed, but users will be able to edit it manually.

And now, the all-important Bundle ID. Make sure that this is exactly the same as the Bundle ID you
created on developer.apple.com (see Bundle ID).
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Bundle ID

The bundle ID is a unique identifier for your app. Typically this is the

reverse domain notation of your app and your company name, such

as com.examplecompany.iOs . The bundle ID needs to be unique to

your app alone, so it is important to set the company identifier to a

unigue string. The bundle ID needs to match the bundle ID you enter in iTunes Connect
before you can submit your app to the store. Further information about i05 bundle IDs
is available at developer.apple.com

com.mybiz.iosapp X

You must also enter the App Group you created.

APP Group
In order to take advantage of some of the i0OS8 extensions we need
you to create an app group and enable it on the Bundle ID. The App

Group format is typically: group.BundlelD (Bundle ID is the one set
above)

group.com.mybiz.iosapps X

Check Show multi-account or disconnect if you plan to allow your users to have more than one
ownCloud account.

Show multi-account or disconnect

|:| Multi-account enables users to connect to more than one ownCloud
instance with their mobile app. If this option is not selected, the i0S app will
show users a disconnect option instead of the add account option. Most

customers choose to show users the disconnect button.

Check Enable SAML authentication if that is what you use on your ownCloud server. Otherwise
leave it blank.

Enable SAML

| Enable SAML authentication for end users. By default, the ownCloud app
authenticates via a username and password. Check this box if SAML
authentication will be used instead.

Number of uploads shown controls the length of the most recent uploads list on the app. The
default is 30.

50



Number of uploads shown

The number of uploads shown on the uploads view. In the app, when you
upload a file to the server a list is created and stored in the uploads view.
Thile the latest uploads are listed, this option allows you to specify the

maximum number of files that you want to be shown in this view. The default
is 30.

30 X

The next section is for uploading your custom artwork to be built into the app. The ownBuilder app
tells you exactly which images you need, and their required size. You only need one Splash Screen
image, and ownBrander will automatically resize and crop it for different-sized screens. You must
also select a background color, which ensures that the splash screen image is always at the correct
size ratio. (Click the example images on the right to enlarge them.)

W kg - e g 1 e -

Application icon @ -
v Icon for the app that is shown on the device Home |_| '
Jo screen. While many icon resolutions are needed
.‘ . for the different i0OS devices, you only need to

upload one size. ownBrander will automatically
create the others. Note: it is important to not have a transparent
background. (width: 1024px height: 1024px) 1

Delete image Upload

Splash screen image

This is the app splash screen image. ownBrander will
rescale the image automatically to match specific i05
device resolutions screen image (width: 2048px
height: 2048px) 1

Upload

Splash screen background

This is the app splash screen background color. On some i0S
devices, rescaling the splash screen image may lead to blank space
which will be filled in with this background color

4

You may enter a custom User agent, which is useful for traffic analysis and whitelisting your app.
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User agent

myhiz-iosapp * 5

Check Recommend to open a Twitter, Facebook, and Email recommendation configurator.

Recommend

Options show after clicking on the recommend button in the settings page:
Facebook, Twitter and Mail. The messages generated by ownCloud when
one of the recommend options is selected by a user can be the standard
ownCloud messages, which are translated into several languages. or you
may choose to enter a custom message. If you choose to enter a custom
message, this will not be translated beyond the message you enter here.

[:] Show recommend in app

If you have online help, enter the URL here.

Help URL
Select this option to show a help URL in your app.
v Show help url?

Help URL. Enter the URL where users may go to find help for your app. Please,
include the http:// prefix

https://mybiz.com/help

Activate the option feedback creates an option for your users to either enable or not enable the
feedback option on their devices. If you enable this, enter your Feedback email address.
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Activate the option feedback
|£| Select this option if you want the feedback option to be available on the App

settings. When end-user selects this option, they will be able to send to you their
feedback through email.

Feedback email
An email address where you can receive feedback from users

feedback@mybiz.com X

Enter your Imprint URL (your "about" page)

Imprint URL

Activate use of imprint so users may learn more about your company.
[v| Show imprint in app

URL where users may found more information about the company.

https://mybiz.com/about

Check Show a "new account" link in app to allow new users to request a new account.

Show a "new account” link in app
D Select if you want to include a link for new users on the login view
to request a new account (see login screenshot).

Upload an icon that will be displayed by default when there is no file preview to display.

__.|Generic icon for iPad

‘ SOK S This image will be shown on the iPad when
there is no file previewed (width: 1024px
height: 558px) 1

Delete image | Upload

By default, both internal sharing and sharing by link are enabled. You have the options to disable
one or both of these.
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[ Check this option if you don't want the internal sharing option
to be shown in the app. Otherwise your users will be able to share
any data with other users. By default, internal sharing option is
shown

[ Check this option if you don't want the share by link option
to be shown in the app. Otherwise your users will be able to
share any data by link. By default, share by link option is shown

You may disable background transfers if you are using mobile device management (MDM), such as
Mobile Iron, that does not support background jobs, or if you simply do not want to allow the app to
work in the background. By default, the ownCloud iOS app supports background file transfers by
taking advantage of Background Execution.

Disable background transfers

| Check this option if you intend to wrap this app in an MDM that does not
support background jobs, such as Mobile Iron, or if you don't want the app to
work in the background. iOS allows a transfer - either an upload or a download
- to operate in the background to 3 minutes after the app is closed.

The default version number of your branded app is the same as the official ownCloud app. You
have the option to customize your version number. Once you do this, you will have to update it
manually for new releases. This must be the same as the version number that you enter in iTunes.
Your version number is visible to your users.

Version number

[ Doyou want to modify the release version number? The version

number 15 a two-period-separated list of positive Integers (as In

4.5.2). The version number is shown in the store and that version

needs to match the version number you enter in iTunes Connect.

Update the version number when you create a new app version in [Tunes Connect,
MOTE: once you modify the version number with this option, it will no longer be
modified automatically for your branded app. You will have to increase the version
number manually every time a new version Is released.

You may also customize the build number, which defaults to 1.0.0. This must also be manually
updated when you customize it. Your build number is used by iTunes to uniquely identify your app.
When the build number changes, iTunes automatically syncs the updates for your users. The build
number is not visible to your users.
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Build number

_| Do you want to modify the bulld number? The bulld number Is

used by Apple to uniguely Identify the app, and If you want to

upload a new build of your app to ITunes Connect you must Use a

new build number. For 105 apps. Munes will recognize that the

build string changed and properly sync the new app bulld to 105 devices. This Is
different than the version number above which is a useful but cosmetic feature,
whereas the build number is technically required. NOTE: once you modify this
parameter, it will no lenger be autematically modified on your branded app. You will
have to Increase It every time a new version Is released. By default 1.0 Is used. This
number is not automatically updated

That completes the required elements of your branded iOS app.

Suggested Section

The Suggested section allows you to customize additional elements such as text and background
colors, and icons. The Suggested items are all optional.

Advanced Section

The Advanced section allows you to optionally customize the color of messages such as connection
status, error messages, letter separators, buttons, and additional icons.

Generate iOS App

When you have uploaded all of your images and completed your customizations, click the
Generate iOS App button and take a well-deserved break. Remember to email your four Ad Hoc
provisioning profiles and P12 certificate to support@owncloud.com.

Generate iOS App
You may go back and make changes, and when you click the Generate iOS App button the build
system will use your latest changes.
Check your account on customer.owncloud.com in 48 hours to see your new branded ownCloud
app.

Testing Your New Branded 10S App

Distribute the File

You’ll distribute the file with the .ipa extension, like our example MyBiz iOS App-3.4.211.ipa, from
your https://customer.owncloud.com/owncloud account to your beta testers. To do this you’ll need a
Mac computer, an iPhone or iPad registered in your Apple developer account, and the iTunes
account associated with your Apple developer account.

1. Connect your registered iPhone or iPad to a Mac running iTunes.
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2. Double-click your iOS .ipa file.
3. You should see your device in the upper left corner of your iTunes windows. Click on it.

4. Click the [ Apps] button. Now you should see your app in the iTune apps list, with an Install
button. Click it.

5. The Install button changes to Will Install.
6. Click the [ sync] button in the lower-right corner to sync your device. This installs your app on

your device.

Your other testers can now install and test your app on their registered iPhones and iPads just like
any other app from iTunes.

If you have the Enterprise Apple developer account, there is no limit on the number of testing
devices, and they do not have to be registered.

Getting Crash Reports From Testers

i0S automatically records crash logs when apps crash. Your testers can retrieve and send these logs
to you. They must follow these steps:

1. Connect the testing device to a Mac computer running iTunes.

2. The crash logs are automatically downloaded to ~/Library/Logs/CrashReporter/MobileDevice

3. Attach the relevant log files to email and send them to you.

Publishing Your New Branded i0OS App

Publish for General Distribution on iTunes

At last, after following all the previous steps and passing beta testing, your branded iOS app is
ready to publish for general distribution on iTunes. You need a Mac computer with Xcode installed
(Xcode is a free download), and you need the eight provisioning profiles (4 Ad Hoc and 4 Apple
Store) and p12 file that you created copied to the same computer that you are using to upload your
app to iTunes. You will also need a number of screenshots of your app in specific sizes and
resolutions, which are detailed in your iTunes Connect setup screen.

O Apple must review and approve your app, and the approval process can take
- several days to several weeks.

Download the xcarchive.zip file from your account. Your friendly macOS computer will
automatically unpack it and change the name to something like ownCloud i0S Client 02-07-15
10.30.xcarchive. Double-click on this file to automatically install it into Xcode. Go to Xcode and you

will see it in the Archives listing under Window » Organizer.
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ece

Mame Creation Date | Version
0S8 Apps i
: E Owncloud i0= Client Jul 2, 2015, 1:30 AM 3.4.1 (1.0)
. MyBiz iOS App
= ownCloud

Next, go back to the Apple Developer Member Center to log into iTunes Connect to set up your app
storefront.

@ Developer

Frograms & Add-ons Your Account

SDKs

Download the SDKs and the latest beta software.

Certificates, ldentifiers & Profiles
Manage your certificates, identifiers, devices, and prafiles for your apps.

iTunes Connect
=published on the App Store and Mac App Store.

After logging in click the blue [ My Apps ] button. This takes you to the main screen for managing
your apps on iTunes.

a

My Apps

Click the plus button on the top left to setup your new branded iOS app.
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iTunes Connect My Apps ~

oo

Mew iOS App

Mew Mac App

This opens a screen where you will enter your app information. Make sure you get it right the first
time, because it is difficult to delete apps, and Apple will not let you re-use your app name or SKU.

* Enter any name you want for your app. This is the name that will appear in your App Store
listing.

* Choose your primary language.

* Select the bundle ID from the drop-down selector.

* Enter your app version number, which should match the version number as it appears in your
Xcode organizer.

The SKU is a unique ID for your app, and is anything you want.

Then click the [ Create ] button.

MNew i0OS App
Mame 7 ersion 7
MyBiz 105 App 1.0
Primary Language SKU 7
English v | iosapp1|
Bundle ID 7
WyBiz I05 App - com.mybiz.iosapp -

Register 8 new bundle 1D on the Developer Portal.

I Cancel H Create .

Now go back to your Xcode organizer to upload your app; click the blue [ Submit to App Store ]
button.
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Archive Information
Owncloud i0Os Client
i  ul 2, 2015, 1:30 AM

Submit to App Store...

Validate... Export...

Details

Wersion 3.4.1 (1.0}
Identifier com.mybiz.iczsapp
Type 0S5 App Archive

This takes a few minutes as it verifies your bundle ID and certificates, and then you will see an
upload status.

Submitting archive to the i0S App Store:

Uploading Archive
A

Uploading package to the iTunes Store...

Cancel

At long last, after working through this long complex process, you are almost ready to publish your
app on iTunes.

Setting up Your iTunes Storefront

There are just a few steps remaining. Now that you have uploaded your branded iOS app, you need
to upload some screenshots, an optional demo video, and fill in some information for your app
listing on your iTunes storefront. You should see something like this on your main screen (figure 8).
You should click the [ Save ] button at the top right periodically to preserve your changes.
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F fhs - Carla Zchrocer
iTunes Connect My Apps - Carla Scheader

aae 2} Search ALl Statusas w =

MyBiz 0% App

1.0 Prepare for Submissior

This screen displays all of your apps and their submission status. Click [ Prepare for Submission ]
to get started on the submission process. The first screen is for entering screenshots of your app for

various devices, and optionally a demonstration video. Click the little question marks to learn the
required image specifications.

Version Information

App Video Preview and Screenshots 2

4.7-Inch  5.5-Inch 3.5-Inch iPad

: T T R T s e
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Apple simplified the screenshot submission process. Please check this Video (in Safari) for details.

For the ownCloud client, we also don’t use real screenshots, we use frames in different sizes
instead. You can find templates to generate those assets. Here are examples for the Sketch app:

* https://github.com/LaunchKit/SketchToAppStore

* https://github.com/MengTo/AppStoreSketch

Then you must enter:

* Your app name
* A description
* Some keywords for iTunes searches; and

* Some optional URLs

Mame 7
MyBiz 10S App

Description 7 Keywords 7
Branded ownCloudiOS apps for MyBiz, LLC. mybiz owncloudios

Support URL 7
https:/fmybiz.com/support

Marketing URL 7
https:/fmybiz.com/about

Privacy Policy URL -
https:)//mybiz.com/privacy

The next section is for Apple Watch. If you don’t support Apple Watch you can skip this.

The General App Information section requires a:

1024 x 1024 logo
* Version

* Rating

* Category

e License

Copyright, and

Contact information
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General App Information

App lcon 7 Copyright 7
2015 MyBiz, LLC

Trade Representative Contact Information 7
Display Trade Representative Contact Information onthe

Korean App Stare.
Carla Schroder
First name Last name
Apple D 7
1016672646 PO
Apt., suite, bldg. (optional )
Version 7
Mytown California
1.0
12345 United States -
Cat ?
ey 123-456-7890 contact@mybiz.com
Productivity v
i i i
Business . Routing App Coverage File 7
Rating Edit Choose File
Ages 4+
Additional Ratings

License Agreement  Edit

Apple's Standard License Agreement

In the Build section, click the plus button and select your app.

Add Build

Build Upload Date

341(1.0) July 06, 2015 4:10 PM i

| Cancel H Done ‘

The App Review Information requires contact information, and some information about your app
to guide reviewers. Remember, everyone on iTunes can review your app, so it’s in your best
interest to be helpful. You may optionally provide a login for a demo account.

App Review Information

Contact Information 7 Notes 7
Carla Schroder Features include instant upload, sync, share, customizable
) sync, and image previews.
Phone number contact@mybiz.com
Demo Account 7

demo@mybiz.com quest
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The Version Release section allows you to choose between automatic release, which means your
app will be published upon approval, or manual release, where you must release your app after it
is approved.

Pricing

Next, you must go to the Pricing page to set your price, and to select the territories you want your
app to be available in.

MyBiz |0S App - Rights and Pricing

Select the availability date and price tier for your app.

Availability Date 07/jul ~ |8 ~| 2015 v

Price Tier free v

Price Tier Effective Date pow ~ [Now ~ Now

Price Tier End Date MNone + | | None v | None L

Price Tier Schedule

Price Tier Price Effective Date Price End Date

Free Existing MNone

Discount for Educational Institutions

AN

Select the App Store Volume Purchase Programs in which you want to make your app Select All' | Deselect Al
available. MNote that if you deselect all territories, your app will be removed from all
App Store territories worldwide,

Submit For Review

When you have filled in all the required forms and provided the required screenshots, click Save
and then Submit for Review. If anything needs to be corrected you will see messages telling you
exactly what must be fixed.

The next screen is legalese; click the appropriate Yes or No boxes, and then click the Submit button.

You are now finished. No really, you are. When you return to your My Apps page you’ll see that the
status of your app has changed to "Waiting for review". In a few days, or perhaps many days, your
app will either be approved or rejected. If it is rejected Apple will tell you what you need to do to
get it approved.

FAQ

Here are the most common answers to questions from the iOS App Review Team.
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iTunes Connect My Apps v

MyBiz 10S App

1.0 Waiting For Review

When, at last, it is published on iTunes you may distribute the URL so that your users may install
and use your app.

FAQ iOS App Review Team

Information from Apple: https://developer.apple.com/support/app-review/

The product contains cryptography, and whether it classifies for export
exemptions.

No, the product does not contain cryptography. Although the app is ready to connect via SSL, this
does not imply that the app includes any cryptography

How does the app utilize Document Picker and File Provider extensions?

The ownCloud app takes advantage of the Document Provider extensions so that those apps that act
as Document Picker may access to the ownCloud data, edit it and then changes are automatically
uploaded back to the ownCloud server.

Background Audio
Questions:
* What is the purpose of declaring Audio background mode? Please explain the need for this

background mode and where the usage can be found in your binary.

* Your app declares support for audio in the UIBackgroundModes key in your Info.plist but did
not include features that require persistent audio. The audio key is intended for use by
applications that provide audible content to the user while in the background, such as music
player or streaming audio applications. Please revise your app to provide audible content to the
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user while the app is in the background or remove the "audio" setting from the
UIBackgroundModes key.

Answer:

Sometimes, usually, the first time the ownCloud app is submitted, it is rejected because it is
included the background mode, Apple rejected it because in the past some apps used this trick to
avoid the app to be fully closed. Howerver, the ownCloud app used it only when music is played.
This may be checked by Apple reviewers, what we suggest is to be proactive, instead of waiting for
the app to be rejected because of that, adding an explanation line, something such as: You may
notice that the app is ready to play music not only in foreground but also in background, for you to
test it we have uploaded to the test account the file XXX

Content Rights - Does your app contain, display, or access third-party
content?

If the branded app has the help option enable, the answer is yes. Within the help, we are having
access to an external web Otherwise, no

Does this app use the Advertising Identifier (IDFA)?

No, no ads at all

IPv6 Connectivity
Question:
We discovered one or more bugs in your app when reviewed on the iPad

and the iPhone running iOS 10.2 on Wi-Fi connected to an IPv6 network -
Specifically, the app does not connect to the server.

Information from Apple: https://developer.apple.com/library/content/documentation/
NetworkingInternetWeb/Conceptual/NetworkingOverview/
UnderstandingandPreparingfortheIPv6Transition/
UnderstandingandPreparingfortheIPv6Transition.html

Here you can check your server for IPv6 connectivity: http://ipv6-test.com/validate.php

Business questions from Apple

* Does your app access any paid content or services?

What are the paid content or services, and what are the costs?

» Who pays for the content or services?

* Where do they pay, and what’s the payment method?

* If users create an account to use your app, are there fees involved?

 How do users obtain an account?
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This is a standard question Apple has to avoid iTunes circumvention as for some stuff they want the
30% revenue share. (see In-App Purchase: https://developer.apple.com/in-app-purchase/)

66


https://developer.apple.com/in-app-purchase/

Building Branded Android Apps

Building Your App With ownBrander

Introduction

Follow along and begin creating your ownBrander Android app. Within the ownBrander you will
find that most of the fields that require your input are self-explanatory. If you still have questions,
or perhaps suggestions, feel free contact us.

Use your credentials to log in to customer.owncloud.com.

If you need credentials, do not hesitate to contact your account sales representative.

After successfully logging in to your account, navigate to the left side of your ownCloud instance
and click on the inverted arrow to open the menu. Then click the ownBrander icon to open it.

Support Re...

Begin on the Common Tab and navigate to the Required area. Next, enter your application name
and the URL of your ownCloud server in the corresponding fields.
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Carlos Damken Testing «

Common -g—

05
Welcome to the Common tab. This tab is where you will enter information that is common to all three ownCloud branded platforms: 105,
Optional Android and Desktop. Information entered here will be transferred to the appropriate tabs, but do not worry - you may locally change this
information on each individual tab later.

Advanced
_ Required
Android ! .
In this tab, all branding items are required. Please fill out these attributes and navigate to the next page.
Optional
Advanced Application name
The desired name of your mobile app or desktop client. Once the app is released, this name cannot be modified because it is
Desktop used to identify the app - both by end-users and also internally.
Optional +» damkencloud x
Web (beta)
Server URL
Optional
—p https://cloud.damken.com/owncloud X

These entries define your global defaults for all of the platforms in ownBrander. You can change
them when you create your apps.

When you create production apps, you must then use your real app name, and the URL must point
to your real ownCloud server. (However, for testing purposes, these values can be anything.)

Configuring ownBrander Parameters

Next, click on the Android Tab. Here you will find another Required area to fill out. You will also
see two additional tabs: Optional, and Advanced. These are not mandatory for the processing of
your branding experience.

Common
i0s
Welcome to the Common tab. This tab is where you will enter information that is common to all three ownCloud branded platforms: i0S, Android and Desktop. Information entered here will be
Optiona transferred to the appropriate tabs, but do not worry - you may locally change this information on each individual tab later.
Advanced
Android ReqUIrEd
In this tab, all branding items are required. Please fill out these attributes and navigate to the next page.
Optiona
Advanced Application name

The desired name of your mobile app or desktop client. Once the app is released, this name cannot be modified because it is used to identify the app - both by end-users and
Desktop also internally.

damkencloud x
Optional
&
Web (beta)
Server URL
Optiona

Set a static server URL. If this option is not selected, users will have to enter a URL manually to connect to the ownCloud server,

Start in the Required section and type in your application name, your Android package name and
your account typ.
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Commaon .
Required
08 All of the branding items in this sections of the i05 Client are required. It will not be possible to generate the Android app .apk file
until you enter all of the requested itemns.
Optional . X
Application name
Advanced The desired name of your mobile app or desktop client. Once the app is released, this name cannot be modified
because it is used to identify the app - both by end-users and also internally. This app name should be pulled from the
Android -— Common tab in ownBrander, but it can be modified here for the Android app if you choose.
—» Damken Cloud %
Optional
Advanced
Android package name
Desktop

The unigue package name for your app, equivalent to the i05 Bundle ID. It is usually the reverse domain of your
company, with an added ".android" at the end. Note: this package name cannot be modified once the app is released.
Optional The package name defines your application s identity so if you change it, it is considered a different application by,
for example, the Google Play store.
‘Web (beta)
—» com.damken.cloud.android X

Optional

Account type

The account type is an identifier of the account. Its aim is to distinguish this account from other accounts in the
Android device when the app is installed. It is usually the app name plus the domain name. Once you filled in and click
on "generate app" button; it won "t be possible to modify it.

—p Cloud.damken.com

Move on to styling your app.
Wizard for your Branding Images

Building an Android app requires just a few images (preferably PNG format). The wizard also
provides you with the exact dimension requirements. Please make certain that your images fulfill
the specifications.

Now you can upload your images into the pre-defined boxes.
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Main app icon

Icon for the app that is shown on the device Home screen.
While many icon resolutions are needed for the different
Android devices, you only need to upload one size.
ownBrander will automatically create the others. (width:

96px height: 96px) 1

Delete image

WP BOKS

.4

Upload

Logo
This logo will be used on the login screen (see login
screenshot). (width: 300px height: 149px) 1

Delete image || Upload

Notification
This logo will be used for the notifications. (width: 48px
height: 48px) 1

Delete image || Upload

Proceed to the section regarding the signing of your Android client and click on the checkbox if you
want this option. Provide the required information for the three fields (Key Store Password, Key
Alias and Key Alias Password.) You will need these credentials in the Google Play Store Console.

Generating Your App

After a first-time ownCloud branding or after performing any modifications (updating your app),
click the Generate Android App button.

This butten is used to start the creation of your app. Once you dlick this button, the settings and images will be used to autematically generate your app, after which the Android .apk will be uploaded to your customer.owncloud.com account. While this process
can take up to 24 hours, the exact time it will take to create your app will vary based on system load. Note: dlicking “Generate Android App” multiple times will only cause the process to start again, not speed the process. Also note, if you do find a mistake, you

may click “Generate Android App” again, and your latest settings will be used.

Generate Android App

The version that it will be generated is: oc-android-2.18.1_oem

The following information will pop up - click ok.
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@ customer.owncloud.com

Your branded items have been uploaded to the server successfully
and your app is in the build queue. It will be generated automatically

within the next 48 hours.

Download Your Branded App

After the above mentioned time frame, open your account at: customer.owncloud.com

The ownBrander produces three files required to build your app. These are automatically uploaded
into your personal folder.

Choose the folder with your name to find the folders for your various branded clients.

| Allfiles # You don't have permission to upload or create files here

& Favorites Name Size Modified
Shared with

«&  shared with you E‘ e r < Admin  ew 288.1MB  amonthago

[ External storage
—l carlos_damken « ownbrander 21GB 4 hours ago

Choose the Mobile App for Android folder. This folder should contain the three files seen in the
image below. The .aab file is of relevance for your app in the Google Play Console.

M Allfiles %+ carlos_damken ¥ou don't have permission to upload or create files here
% Favorites Name Size Modified
Shared with you —_—
< v Mabile App for Android « ownbrander 2458 MB 4 hours ago
[ External storage
Desktop Client « ownbrander 1.5GB a month ago
Mobile App for i0S <2 ownbrander 3273MB o yearago

I Allfiles | carlos_damken Mobile App for Android ¥ou don't have permission to upload or create files here
J Favorites Name Size Modified
Shared with you
< ¥ . damkencloud_2.18.1_834-release « ownbrander 12.5MB 4 hours ago
[ External storage
M demkendoud 2.18.1.834-debug « ownbrander 171MB 4 hours ago
ﬁ damkencloud_2.18.1.834-release. «4 ownbrander 142 MB 4 hours ago

Now you must sign your app in the Google Play Store in order to distribute it to your users.
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Distributing Your Branded Android App

Introduction

Now that you have created your branded Android app with ownCloud’s ownBuilder service
(building_branded_android_client) how do you distribute it to your users? There are multiple ways:
email, publish_server, or publish_google_play. However you distribute it, the first step is to digitally
sign your new app. Signing your app verifies authorship and authenticity.

When you create your branded Android app we supply you with two .apk files: one for debugging
and testing, and one for deployment, like these examples:

acmecloud_2.0.0-debug.apk
acmecloud_2.0.0-release-unsigned.apk

The second .apk file, acmecloud_2.0.0-release-unsigned.apk, is the one you will sign and distribute.

Digitally Signing Android Apps

Signing your app is required. You can do this in the ownBrander wizard <sign_android_app>, or
after it is built and delivered to you. The most time-consuming part of signing the built app is
installing the commands you need to sign it. You need three commands to sign your app: keytool,
jarsigner, and zipalign. Follow these steps:

1. Install the signing commands

2. Create a self-signed certificate with keytool

3. Use jarsigner to sign the app, and to verify signing

4. Use zipalign to optimize your app

You only need to create a certificate once, and then use it to sign all of your branded ownCloud
apps. If you publish your apps on Google Play they must all be signed with the same certificate.

Installing the App Signing Tools

keytool and jarsigner are in Java runtimes. Linux users can get these in Open]DK. For example, on
current versions of Debian, Mint, and Ubuntu Linux you need to install two packages. The first one
supplies keytool and the second one supplies jarsigner:

sudo apt-get install openjdk-8-jre-headless
sudo apt-get install openjdk-8-jdk

Plus some additional 32-bit packages:

sudo apt-get install 1ibc6-i386 1ib32stdc++6 \
1ib32gcc1 1ib32ncurses5-dev z1ib1g:1386
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On SUSE systems, install this package:
sudo zypper install java-1_7_0-openjdk-devel

It is simpler to get these on CentOS and Red Hat Enterprise Linux, as they have created some nice
wrapper scripts around keytool and jarsigner that you can install standalone:

sudo yum install keytool-maven-plugin.noarch
sudo yum install maven-jarsigner-plugin.noarch

Mac OS X and Windows users can download the Oracle JDK from Oracle’s Java Download page.

If your operating system provides the zipalign package, you can install it with:
sudo apt install zipalign

In case zipalign is not provided as installable package for your OS, you can download it from
source via the Android Software Development Kit. It is a large download, but once you have
downloaded it you can copy the zipalign binary to any computer and use it. Go to Android Software
Development Kit and click the "Download Android Studio" button.

Developers Design Distribute

Training APl Guides Reference Google Services Samples

Download
Installing the SDK A n d ro | d
Adding SDK Packages I_\‘ ‘ l J 'f_J '::

Android Studio
* Android Studio IDE
e Android SDK tools

Tools Help e Android 5.0 (Lollipop) Platform

Workflow

s Android 5.0 emulator system
image with Google APls

Build System

Testing Tools

Revisions
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Download the appropriate SDK Tools Only package for your operating system.

Other Download Options

SDK Tools Only

If you prefer to use a different IDE or run the tools from the command line or with build scripts
the stand-alone Android SDK Tools. These packages provide the basic SDK tools for app deve
see the SDK tools release notes.

Windows installer_r24.0.2-windows.exe 91428280 edacl4e]541e97d6
(Recommended) bytes

android-sdk_r24.0.2-windows.zip 139473113 51269c83361936fct
bytes

Mac OS X  android-sdk_r24.0.2-macosx.zip 87262823 Jab5elabldb5e7c4
bytes

Linux android-sdk_r24.0.2-linux.tgz 140097024 b6fd75e8b06b0028
bytes

Unpack it and change to the unpacked directory, which is android-sdk-linux on Linux systems,
android-sdk-macosx on Mac systems, and android-sdk-windows on Windows systems. There is one
more step, and that is to install additional tools. Run this command from the unpacked directory:

tools/android update sdk --no-ui

This will take some time, as it is a large download. When it’s finished you’ll find zipalign in the
build-tools directory. For convenience, you could copy zipalign to your home folder or other
location of your choice, and to any other computer without installing the whole Android SDK.

Digitally Signing Your App

After installing your signing tools, signing your app takes just a few steps. In these examples the
name of the app, as supplied by ownBuilder, is acmecloud_1.7.0-release-unsigned.apk.

To create your certificate copy the following command, replacing acme-release-key.keystore and
acme_key with your own keystore name and alias, which can be anything you want. The keystore
name and alias must both have a password, which can be same for both. Then enter your company
information as you are prompted:

keytool -genkey -v \
-keystore acme-release-key.keystore \
-alias acme_key \
-keyalg RSA -keysize 2048 \
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-validity 10000

Enter keystore password:

Re-enter new password:

What is your first and last name?
[Unknown]: Acme Boss

What is the name of your organizational unit?
[Unknown]: Acme Headquarters

What is the name of your organization?
[Unknown]: Acme, Inc.

What is the name of your City or Locality?
[Unknown]: Anytown

What is the name of your State or Province?
[Unknown]: CA

What is the two-letter country code for this unit?
[Unknown]: US

Is CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US correct?
[no]: vyes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA)
with a validity of 10,000 days
for: CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US
Enter key password for <acme_key>
(RETURN if same as keystore password):
[Storing acme-release-key.keystore]

Now use jarsigner to sign your app. Replace acme-release-key.keystore and acme_key with your own
keystore name and alias:

jarsigner -verbose \
-sigalg SHATwithRSA \
-digestalg SHA1 \
-keystore acme-release-key.keystore \
acmecloud_1.7.0-release-unsigned.apk acme_key

Enter Passphrase for keystore:

adding: META-INF/MANIFEST.MF

adding: META-INF/ACME_KEY.SF

adding: META-INF/ACME_KEY.RSA
signing: res/anim/disappear.xml
signing: res/anim/grow_from_bottom.xml
[...]

jar signed.
Warning:

No -tsa or -tsacert is provided and this jar is not timestamped.
Without a timestamp, users may not be able to validate this jar after the signer
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certificate's expiration date (2042-07-28) or after any future revocation date.

You can ignore the warning at the end; you should see a jar signed message when it is finished.

Now you can verify that your app is signed:

jarsigner -verify -verbose -certs acmecloud_1.7.0-release-unsigned.apk

sm 943 Thu Mar 12 12:47:56 PDT 2015
res/drawable-mdpi/abs__dialog_full_holo_light.9.png

X.509, CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US

This will spit out hundreds of lines of output. If it ends with the following it’s good:

= signature was verified

entry is listed in manifest

= at least one certificate was found in keystore

= at least one certificate was found in identity scope

- X~ 3 0n -
I .

jar verified.

The last step for preparing your .apk for release is to run zipalign on it. zipalign optimizes your file
to use less memory. You must specify both an input and an output file, so this is good time to give
your app a shorter name, and it should not say "unsigned". Our example file will be renamed to
acmecloud_1.7.0.apk:

zipalign -v 4 acmecloud_1.7.0-release-unsigned.apk acmecloud_1.7.0.apk

Verifying alignment of acmecloud_1.7.0.apk (4)...
50 META-INF/MANIFEST.MF (OK - compressed)
13277 META-INF/ACME_KEY.SF (OK - compressed)
27035 META-INF/ACME_KEY.RSA (OK - compressed)
28206 res/anim/disappear.xml (OK - compressed)
[..]

Verification succesful

Again, this emits a lot of output, and when you see Verification succesful at the end you know it
succeeded, and it is ready to distribute.

Distribution via Email

You can download your branded Android app from your account on customer.owncloud.com, and
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send it as an email attachment to your users. (This is not the optimal way to distribute it as it is over
2 megabytes in size.) When they open your email on their Android phone or tablet, they must first
click the the download arrow (bottom right of the screenshot) to download your app.

= [ 11:47

€ custom branded android app m 0O M .

Carla Schroder G & N ~

carla@tuxcomputing.com 11:44AM Thu, Mar 12

To: tuxcarla@gmail.com

myhbranded_android_1.7.0.apk
e ®

When the arrow changes to a green checkbox, it has been downloaded.

€ custom branded android app

Carla Schroder
carlatuxcomputing.com 11:444M Thu, Mar 12

To: tuxcarla@gmail.com

myhbrandad_android_1.7.0.apk
(= @

Now your user must click on the green checkbox, and this launches the app installer, and all they
have to do is follow the installation wizard to install your branded app.
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u mybranded android

Do you want to install this application? It will get access to:
PRIVACY
read phone status and identity

modify or delete the contents of your SD card

add or remove accounts
create accounts and set passwords
find accounts on the device

use accounts on the device

DEVICE ACCESS

full network access

Cancel

When the installation is complete, the ownCloud Android App Manual contains instructions for
using the app.

Publish On Your ownCloud Server

You can distribute your branded app from your ownCloud server. Simply upload it to your
ownCloud server and share it like any other file: you can create normal ownCloud shares with
ownCloud users and groups, and you may create a link share to share it with anyone. (See the
Sharing Files section of the ownCloud Web Manual to learn more about sharing files.)

Publish to the Google Play Store

You may elect to publish your app in the Google Play store, either as a free or paid app. There are
several steps to publishing a free app:

1. Create a Google Play Publisher account.

2. Sign your branded app with your own signing certificate.
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3. Upload your signed branded app to your Google Play Publisher account.

As part of creating your Google Play Publisher account you will have to create some screenshots of
your app in specific sizes, and create a store description.

Create a Google Play Publisher Account

Start at Google’s Get Started With Publishing page. Have a credit card ready, because it costs $25. If
you already have a Google account, it is usually better to create a separate new account just for
publishing apps to the Google Play Store.

Google’s process for uploading apps is fairly streamlined, and the most time-consuming task is
creating all the required graphics. After registering, you’ll see the welcome screen for the Google
Dev Console. Click Publish an Android app on Google Play.

L

3 Google play | Developer Console L psehroder-awrelzod  soohrodzoowi@gmallcom  Sgnoul G
W Al zanksaticrs
A Gamp pervioes
; Aepors
L g
Fublish an Androld App on Google Flay Use Google Flay game services
F
1F you nead Felp with 1ha detals, haee & bak at tha Seatng &dd ancial gaming faaturas to your gamras en srdeeid 05
IT'_ AT L <t e and b muls, | s e
Are gz werkng i e I grsas e prbarwnang 1o smule el g e in s e,
mita c-weraars 1o the Desalopsr Cansaa vaul mead to set up & manchant aceaunt.
LESLE UL SMUHDID HLEOURCLE. LESLE UL 100LE MLLLYFLLFY
Acelrcid Davalagma Cocscmy s Wimlsl M acszhianl Card s Hala cari a
Ardrcid Dasipn Googke Analptizs Frzwn lssuas
Arvdrokd.oom % Corlasi suzoort

This opens the Add New Application screen. Click the Prepare Store Listing button. (Note that as
you navigate the various screens, you can click the Save Draft button to preserve your changes.)

79


http://developer.android.com/distribute/googleplay/start.html

ADD NEW APPLICATION

Default language *

English (United States) - en-US j

Title *

Acme, Inc. Android App
22 of 30 characters

What would you like to start with?

Upload APK Prepare Store Listing Cancel

On the next screen, enter your product description.

Why oan't | publish?

m Acme, Inc. Android App
DRAFT Delelz app Save draft Fublish app

AP STORE LISTING

Stare Listing

PRODUCT DETAILS Fialds marked wilh * need 10 be lilled balore publshing.
Pricing & Dislribulion

In-ape Produsls English [United States)  =n Us Manage translations -

Sarvicas & APls

Title'

Aome, Ine, Ardroid App
English {United Stales) - an-UE

Crntimization Tizs 22 ol 30 characlars

Short description’

Erieh (e S e Custam swnGloud syrchranization app for Acma, Ing,
rngiasn nifed =l 25: = an =

51 of 80 charactars

Full dlescription”

Engli U e s Cuslarn wwnCloud syrchronization app lor Acme, Inc., wilh Scme, Iro. branding and cool
nglish {nited Statas) — en-L5

artwirk,

4 of 4000 characiars

Pleasa chack oul thase tips on how to create policy comelan app descriptions 1o avaid same
common reasans for age suspansian

Then you’ll have to upload a batch of graphics in various sizes for the Graphic Assets section, like

these images for a smartphone and seven-inch tablet. You are required to upload at least two
images.
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Screenshots *

Default — English (United States) — en-US

JPEG or 24-bit PNG (no alpha). Min length for any side: 320px. Max length for any side: 3840px.

At least 2 screenshots are required overall. Max 8 screenshots per type. Drag to reorder or to move
between types.

For your app to be showcased in the 'Designed for tablets' list in the Play Store, you need to upload at least
one 7-inch and one 10-inch screenshot. If you previously uploaded screenshots, make sure to move them
into the right area below.

Learn how tablet screenshots will be displayed in the store listing.

Phone

!
B Acme
1'!!" Claed

+
Add screenshot
- Drop image here.
[ s 0 o |
7-inch tablet
T T
LS
ﬁ.ﬂf:
Add screenshot
S Drop image here.
[ s 0 o |

You must also upload a 512x512-pixel logo, and a 1024x500 banner.

Hi-res icon * Feature Graphic *

Default — English (United States) — en-UUS  Default — English (United States) — en-US
512x 512 1024 w ¥ 500 h

32-bit PNG (with alpha) JPG or 24-bit PNG (no alpha)

{1 -
I i
|_I_II

r‘né [ | nuﬂ'

Now choose the store categories for your app.
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CATEGORIZATION

Application type Applications -
Category Productivity -
Learn more about content rating.

Then enter your contact information, which will be visible on your store listing.

CONTACT DETAILS

Website http://owncloud.com
Email carla@owncloud.com
Please provide an email address where yo
be publicly displayed with your app.
Phone

On the next line you may optionally link to your privacy policy. It is recommended to have a
privacy policy.

When you’re finished with the Store Listing page, go to the Pricing and Distribution page. You
may make this a paid or free app. You cannot convert a free app to paid. You may convert a paid
app to free, but then you can’t convert it back to paid. Yow’ll have numerous options for paid apps,
such as Android Wear, Android TV, and various Google marketing tie-ins, and many more.

For now let’s make this a free app, so click the Free button and select the countries you want to
distribute it in.
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2 Acme, Inc.
3 g ‘8 Android App
i’l'ﬁl-rflifran}

Why can't | publish?

DRAFT Save draft

PRICING & DISTRIBUTION

This application is Free

To publish paid applications, you need to set up a
merchant account. Set up a merchant account now
or Learn more

DISTRIBUTE IN THESE COUNTRIES

You have selected 2 countries

I SELECT ALL COUNTRI

| United Kingdom Show options =
| United States Show options
— Uruguay

_ Uzhekistan

Now you may upload your app.

Uploading to Google Play Store

Now you can upload your app to your Google Play Store page. Go to the APK page and click Upload
your first APK to Production. You don’t need a license key for a free app.
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Acme, Inc. Android App

Why can't | publish?

‘Aenik Clotwd

DRAFT Delste app Publish app
APK
PRODUCTION BETATESTING ALPHA TESTING
Publish your app on Set up Beta testing for Set up Alpha testing for
Google Play your app your app

License keys are nhow managed for each application individually.

,w If your application uses licensing services (e.qg. if your app is a paid app, or if it uses
in-app billing or APK expansion files), get your new license key on the Services & AFls

page.

Upload your first APK to Production

Do you need a license key for your application?

Getlicense key
Drag-and-drop, or browse to select your app.

UPLOAD NEW APK TO PRODUCTION

DCrop your APK file here, or select a file.

Browse files

Cancel

A successful upload looks like this:
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Acme, Inc. Android App

¢ Why can't | publish?
}I;}emt:fr{-n;d com.acme.android

DRAFT Delete app
APK SWITCH TO ADVANCED MODE
FRODUCTION BETA TESTING ALPHA TESTING
Version Set up Beta testing for Set up Alpha testing for

10700000 your app your app

PRODUCTION CONFIGURATION

CUREENT APK uploaded on Mar 13, 2015, 10:17:55 AM

Supported devices Excluded devices

8725 0

See list Manage excluded devices

¥ VERSION UPLOADED ON STATUS ACTIONS
10700000 (1.7.0) Mar 13, 2015 Draft in Prod

Your app is not yet published, but only uploaded to your account. There is one more step to take

before you can publish, and that is to go back to the Pricing & Distribution page and fill out the
Consent section.
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CONSENT

Marketing opt-out + Do not promote my application except in Google Play and in any
Google-owned online or mohile properties. | understand that any
changes to this preference may take sixty days to take effect.

Content guidelines ' | This application meets Android Content Guidelines,

Please check out these tips on how to create policy compliant app
descriptions to avoid some common reasons for app suspension.

US expor laws * @ | acknowledge that my software application may be subject to
United States export laws, regardless of my location or nationality.
| agree that | have complied with all such laws, including any
requirements for software with encryption functions. | hereby
certify that my application is authorized for export from the United
States under these laws. Learn more

Click the Save Draft button, and if you followed all the required steps you should now see a Publish
App button.

Acme, Inc. Android
App

com.acme.android
READY TO PUBLISH

\ i g g

Bk MR L]

i Wenik Craisd
i

Publish app

It will not be published immediately, but after review by Google, which usually takes just a few
hours.

Acme, Inc. Android App
updates pending
com.acme.android

PENDING PUBLICATION

\ i g -
. L e §
i Wenik Craisr
i

After it has been published, your store listing is updated as PUBLISHED, and it includes a link to
your Play Store listing.
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& Q, eschroder-owncloud (7]

[ ]] .
v Acme, Inc. Android App
& — com.acme.android View in Play store
PUBLISHED March 1! 5 neublish ap Submit update

-
=

STORE LISTING
o

PRODUCT DETAILS Fields marked with * need to be filled befoare publishing.
A
m English (United States) — en-Us Manage translations

?"T h (Uritad & Acme, Inc. Android App

nglish (United States) — -
22 of 30 characters

en-USs

Now all you need to do is distribute the URL to your users, and they can install it either from their
Web browsers, or from their Google Play Store apps. This is how it looks to your users.
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Categories v Home Top Charts Mew Releases

Acme, Inc. Android App

—m e =

cschroder-owneloud - March 13, 2015
Productivity

[*] Add to Wishlist

Z+1 Recommend this on Google

Acme
Cloud

Acme
Cloud

Comnact Comnact

M bo pemCloutT M bo o loud

Customize Download Link
You may configure the URLs to your own download repositories for your ownCloud desktop clients
and mobile apps in config/config.php. This example shows the default download locations:

<?php

"customclient_desktop" => "https://owncloud.com/desktop-app/",
"customclient_android" =>
"https://play.google.com/store/apps/details?id=com.owncloud.android",
"customclient_ijos" =
"https://itunes.apple.com/us/app/owncloud/i1d543672169?mt=8",

Simply replace the URLs with the links to your own preferred download repos.
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You may test alternate URLs without editing config/config.php by setting a test URL as an
environment variable:

export OCC_UPDATE_URL=https://test.example.com

When you’re finished testing you can disable the environment variable:

unset OCC_UPDATE_URL

Publishing a Paid App in Google Play

If you would rather not give your branded app away you can sell it on Google Play. You may convert
a paid app to free, but you may not convert a free app to paid.

You must establish a Google Wallet Merchant Account. On your Google Dev Console click the Learn
more link under the Free/Paid button for a nice thorough review of the process and tools. It
requires verifying your business information and bank account, and you should expect it to take 3-
4 days.

PRICING &DISTRIBUTION

This application is Free

To publish paid applications, you need to
set up a merchant account. Set up a
merchant account now or Learn more

When you’re ready to set it up, click the Set up a merchant account now link under the Free/Paid
button.

Resources

* Get Started With Publishing
* Signing Your App Manually

* Developer Console
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Branded Clients

* Building a Branded Desktop Sync Client
* Building Branded Android Apps
* Building Branded iOS Apps

Building a Branded Desktop Sync Client

Introduction

To build a branded Desktop sync client, you need to supply your own artwork and use the
ownBrander wizard in your account on customer.owncloud.com. The ownBrander wizard details
the required image specifications.

Build Process

In the ownBrander wizard at your account, start with the Common section at the top, and enter
information common to all clients that you can build with ownBrander. You may override any
settings inside the Common section of the Client sections.

Then go to the Desktop client section of ownBrander, which has two sections, Required and Optional.

L Th o

Common This is the tab for Desktop Client branding for Windows and MAC OS. In this
tab, you will enter all of the branding information for the Desktop Client. We

i0S have divided the tab into two sections: Required, and Suggested. There are
no Advanced options for the Desktop Client. Required items are those that

Optional must be uploaded for the Desktop Clients to build correctly. Recommended
items are those that ownCloud suggests as they improve the overall user

Advanced experience. Advanced items give you a greater degree of control over the
interface, but are too fine grained for most of our customers.

Android
Required
Optional All of the branding items In this section of the Desktop Client tab are
required. It will not be possible to generate your Desktop Clients until you
Advanced enter all of the requested items.
Application name
Desktop MName of your app
Optional

Work your way through the wizard, enter required elements and any optional elements you wish.
When you have completed the wizard, press the [ Generate Desktop Client] button. You will
either get messages warning of any items that need to be corrected, or a success message.
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It takes 24-48 hours to build your client. When finalized you will see it in your account on
customer.owncloud.com.

Updating Your Branded Desktop Clients

Introduction

The Client Updater Server provides a Web service that will tell an ownCloud Desktop sync client
whether or not an update is available. If an update is available, it will also provide metadata for the
update, such as the Download URL, signatures or a fallback URL that the client can resort to in case
the update goes wrong.

Clients for Mac OS X and Windows will update themselves automatically. Linux clients will not. You
have two options for your Linux users:

» Set up your own download repository so your Linux users can update your branded clients with
their package managers when they receive an update notification.
* Upload new versions of your branded client to your Web server. Your Linux users receive

update notifications, then download and install the client manually.

There are times when you may want to disable update notifications. See the examples below to
learn how to do this.

Prerequisites
1. Configure Update URL in the Desktop section of your ownBrander account (available for
advanced users only).

o Example:
https://mycloud.example.com/updates/
(note the forward slash at the end)

2. Generate branded clients.
3. Upload branded clients to your Web server.

o Windows example:
https://mycloud.example.com/install/mycloud-2.1.1.240-setup.exe

o Mac OS X examples:
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg.tbz
https://mycloud.example.com/install/mycloud-2.1.1.787.pkg.tbz.sig

> You should have a Web page with links to your branded clients, so your users can find and
download them. For example, https://mycloud.example.com/install/
with Options +Indexes in your ownCloud .htaccess file.

Install client-updater-server

1. Download client-updater-server-0.4.tar.xz from https://customer.owncloud.com/
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2. Extract client-updater-server-0.4.tar.xz to your Web server. The index.php must be accessible
at https://mycloud.example.com/updates/index.php.

3. Copy your ownCloud config/ownCloud.yml file, and name it according your Application short
name as configured in ownBrander.

Example: config/mycloud.yml

Configure client-updater-server

All configuration is done in your config/mycloud.yml:

throttle: 1 # 100% of the requests get served with the new version

platforms:
win32msi:
currentVersion: 2.5.0.10598
currentVersionString: ownCloud Client 2.5.0 (build 10598)
updateUrl: https://owncloud.com/desktop-app
downloadUrl: http://download.owncloud.com/desktop/stable/ownCloud-2.5.0.10598.ms1i

win32:
currentVersion: 2.4.3.10188
currentVersionString: ownCloud Client 2.4.3 (build 10188)
updateUrl: https://owncloud.com/desktop-app
downloadUrl: http://download.owncloud.com/desktop/stable/ownCloud-2.4.3.10188-
setup.exe

linux:
currentVersion: 1.8.0
currentVersionString: ownCloud Client 1.7.1
updateUrl: https://owncloud.com/desktop-app

macos:

currentVersion: 1.8.0.2139

currentVersionString: ownCloud Client 1.8.0 (build 2139)

downloadUrl: https://download.owncloud.com/desktop/stable/ownCloud-
1.8.0.2139.pkg.tbz

pubDate: 2015-03-26

signature: MCwCFFedScUKeRXYMS6VKVLw821B+/+1AhRbiCxHNzVVZFNXHSvBIGNHOUI5cw==

minimumSystemVersion: 10.7.0

In earlier versions this configuration was written in PHP, which is still supported but no longer the
default. The structure slightly changed and would look like this analoguely to the yml config
config/mycloud.php:

<7php

$updateInfo = [
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"throttle' => 0.7, // 70% of the requests get served with the new version
'platforms’ => [
'win32msi' => [
"currentVersion' => '2.5.0.10598",
"currentVersionString' => 'ownCloud Client 2.5.0 (build 10598)",
"updateUrl' => 'https://owncloud.com/desktop-app’,
"downloadUr1l' => 'http://download.owncloud.com/desktop/stable/ownCloud-
2.5.0.10598.msi ",
iy
'win32' => [
"currentVersion' => '2.4.3.10188",
"currentVersionString' => 'ownCloud Client 2.4.3 (build 10188)',
"updateUr1' => 'https://owncloud.com/desktop-app’,
"downloadUr1l' => 'http://download.owncloud.com/desktop/stable/ownCloud-
2.4.3.10188-setup.exe’,
15
"Tinux' => array(
"currentVersion' => '1.8.0",
"currentVersionString"' => 'ownCloud Client 1.7.1',
"updateUr1' => 'https://owncloud.com/desktop-app',
)y
'macos' => array(
"currentVersion' => '1.8.0.2139",
"currentVersionString' => 'ownCloud Client 1.8.0 (build 2139)',
"downloadUr1l' => "https://download.owncloud.com/desktop/stable/ownCloud-
1.8.0.2139.pkg.tbz",
"pubDate' => '2015-03-26",
"signature’ =>
"MCwCFFedScUKeRXYMS6VKVLw821B+/+1AhRbiCxHNzVVZFNXHSvBIGNHOUI5cw==",
'minimumSystemVersion' => '10.7.0",

)I
1;

(The former top-level config options were moved under a platforms key.)

Disabling Notifications

There may be times when you wish to disable update notifications. To do this, make the
‘currentVersion' and 'currentVersionString' older than the currently installed version. To re-
enable notifications, change these to release versions that are newer than the currently installed

clients.

Windows

* 'currentVersion'
Exact version of the new client, including the build number

* 'currentVersionString'
Name of the new client, same as "Application name" configured in ownBrander.
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e 'updatelr1’
Human-readable Web site with links to your new client files.

* 'downloadUrl'
Full URL to download the *.exe file. https needed.

Mac 0OS X

e currentVersion'
Exact version of the new client, including the build number.

* 'currentVersionString'
Name of the new client, same as Application name configured in ownBrander.

* 'downloadUrl'
Full URL to download the *pkg.tbz file. https needed.

e 'pubDate’
Currently not used.

* 'signature’
Content of mycloud-2.1.1.787.pkg.tbz.sig, adds some extra security to the Mac OS X updater.

e 'minimumSystemVersion'
Minimum required Mac OS X version according to https://owncloud.com/desktop-app/

Linux

e 'currentVersion'
Exact version of the new client, including the build number

* 'currentVersionString'
Name of the new client, same as Application name configured in ownBrander.

e 'updatelr1’
Human-readable Web site with links to your new client files to manually install new client
versions.

Debugging client-updater-server

Windows

This a example URL of a 2.5.0 client for Microsoft Windows:
https://mycloud.example.com/updates/?version=2.5.0.10598&platform=win32&msi=true&oem=mycloud

You should see something like the following in your Web server logs:

[19/Feb/2016:14:33:35 +0100] "GET
/updates/?version=2.5.0.10598&platform=win32&msi=true&oem=mycloud HTTP/1.1" 200 185 "-

"Mozilla/5.0 (Windows) mirall/2.5.0 (mycloud)" microsecs:530450

The output should look like this if you call the URL manually:
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<?xml version="1.0"7>
<owncloudclient>
<version>2.5.0.10598</version>
<versionstring>MyCloud Client 2.5.0 (build 10598)</versionstring>
<web>https://mycloud.example.com/install/</web>
<downloadurl>https://mycloud.example.com/install/
mycloud-2.5.0.10598.msi</downloadurl>
</owncloudclient>

Mac OS X
This a example URL of a 2.1.1 client for Mac OS X:
https://mycloud.example.com/updates/?version=2.1.1.687&platform=macos&oem=mycloud&sparkle=true

You should see something like the following in your Web server logs:

[19/Feb/2016:14:00:17 +0100] "GET
/updates/?version=2.1.1.687&platform=macos&oem=mycloud&sparkle=

true HTTP/1.1" 200 185 "-" "Mozilla/5.0 (Macintosh) mirall/2.1.1 (mycloud)"
microsecs: 1071 response_size:2070 bytes_received:306 bytes_sent:2402

The output should look like this if you call the URL manually:

<?xml version="1.0" encoding="utf-8"?>
<rss version="2.0"
xmlns:sparkle="http://www.andymatuschak.org/xml-namespaces/sparkle"
xmlns:dc="http://purl.org/dc/elements/1.1/">
<channel>
<title>Download Channel</title>
<description>Most recent changes with links to updates.</description>
<language>en</language><item>
<title>MyCloud Client 2.1.1 (build 787)</title>
<pubDate>Mon, 23 Feb 16 00:00:00 -0500</pubDate>
<enclosure url="https://mycloud.example.com/install/
mycloud-2.1.1.787.pkg.tbz" sparkle:version="2.1.1.787"
type="application/octet-stream"
sparkle:dsaSignature="MCwCFFedScUKeRXYMS6VKVLW821B+/+
1AhRb11CxHNzVVZFNXHSvBIGNHOUI5cw=="/>
<sparkle:minimumSystemVersion>10.7.0</sparkle:minimumSystemVersion>
</item>
</channel>
</rss>

Deploy And Update Branded Linux Desktop Clients
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Introduction

As an ownBrander user, you can enable the build of branded Linux in the “Desktop” section of your
account. You can download a *.tar file which contains everything to set up complete self-hosted
Linux repositories for the selected Linux distributions.

Setup

This is the content of mycloud-2.10.0.6752-1inux.tar:

mycloud-2.10.0.6752-11nux
—— Cent0S_7

—— Debian_10

—— Debian_11

—— Fedora_33

—— Fedora_34

| L—— o

—— Fedora_35

F—— Ubuntu_18.04

—— Ubuntu_20.04
| L ...

—— Ubuntu_21.04

—— Ubuntu_21.10

—— download
| F—— Cent0S.html

| —— Debian.html

| F——— Fedora.html

| F——— Ubuntu.html

| —— allplatforms.html
| —— assets

| | —— application.css

| | —— application.js

| | —— arch.png

| | —— centos.png

| | —— debian.png

| | —— download.html

| | —— favicon.png

| | —— fedora.png

| | —— global-navigation-data-en.js
| | —— globalnav-im.png

| | —— header-1ogo.png

| | —— opensuse.png
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—— repo.cfg
—— rhel.png
—— sl.png

—— sle.png

—— ubuntu.png
—— univention.png
—— unknown.png

L—— ymp-added-repos.txt

| L—— repo-admin.py

——— download.json

—— example.sh

F—— index.html

—— openSUSE . html

—— ymp
—— openSUSE_Leap_15.2
| L—— mycloud-client.ymp
—— openSUSE_Leap_15.3
| L—— mycloud-client.ymp
L—— openSUSE_ymp.html

—— openSUSE_Leap_15.2

L—— openSUSE_Leap_15.3

—— INSTALL.sh
——— PREINSTALL.sh

—— 1libmycloudsync-devel-2.10.0-6752.x86_64.rpm

—— 0cqt51210-1ibQt5Concurrent5-5.12.10-1p153.15.1.x86_64.rpm
—— o0cqt51210-1ibQt5Core5-5.12.10-1p153.15.1.x86_64.rpm

—— 0cqt51210-1ibQt5DBus5-5.12.10-1p153.15.1.x86_64.rpm

—— 0cqt51210-1ibQt56ui5-5.12.10-1p153.15.1.x86_64.rpm

—— o0cqt51210-1ibQt5Network5-5.12.10-1p153.15.1.x86_64.rpm
—— 0cqt51210-1ibQt5PrintSupport5-5.12.10-1p153.15.1.x86_64.rpm
—— 0cqt51210-1ibQt55q15-5.12.10-1p153.15.1.x86_64.rpm

—— o0cqt51210-1ibQt5Widgets5-5.12.10-1p153.15.1.x86_64.rpm
—— 0cqt51210-1ibQt5Xm15-5.12.10-1p153.15.1.x86_64.rpm

—— 0cqt51210-11ibqt5-qtsvg-5.12.10-1p153.2.1.x86_64.rpm

F—— o0cqt51210-1ibgt5-qttranslations-5.12.10-1p153.2.1.x86_64.rpm
—— 0cqt51210-1ibqt5-qtwayland-5.12.10-1p153.18.1.x86_64.rpm
—— o0cqt51210-qt5keychain1-0.12.0-1p153.3.1.x86_64.rpm

—— repodata

| —— 3087af5cd89a88977dc9d04e5a3724c573b5b1da3da26b39931¢35f30F00b04-

primary.xml.gz

| —— c0ee1520c439b5272490d193ceb9a31230b9cb7de16dd88565e1c8f6218f006b-

other.xml.gz

| —— da70c01f9d5686515792e19529fe3b5cdbd5dd94162fbd3e117577ead7a422cf-

filelists.xml.gz

| —— repomd. xml
| —— repomd.xml.asc
|

L—— repomd. xml.key
—— mycloud-client-2.10.0-6752.x86_64.rpm
—— mycloud-client-doc-2.10.0-6752.x86_64.rpm
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—— mycloud-client-dolphin-2.10.0-6752.x86_64.rpm

—— mycloud-client-nautilus-2.10.0-6752.x86_64.rpm
—— mycloud-client-nemo-2.10.0-6752.x86_64.rpm

—— mycloud-client-overlays-icons-2.10.0-6752.x86_64.rpm
—— mycloud-client.ymp

—— mycloud.repo
L—— src

—— mycloud-client-2.10.0-6752.src.rpm
L—— mycloud-client-overlays-2.10.0-6752.src.rpm

The download folder provides detailed instructions for your users at download/index.html about
how to install the branded Linux clients on the selected Linux distributions. All location
information in the HTML files is set to download.example.com. All metadata in the repo is set to
download.example.com too.

The download folder contains a shell script (/download/example.sh). This allows you to modify the
HTML and the repo itself according to your repo location on your webserver.

download/example.sh

#! /bin/bash
#
# This example demonstrates how to call repo-admin.py
# You will need to call repo-admin.py with your download url.
# Basic auth username and password is supported as shown below.
#
# You can customitze the main html file and re-run repo-admin.py later.
#
cd $(dirname $0)
set -x
python bin/repo-admin.py \
--url http://download.example.com/repo \
-d "download' \
-p '.*-client' \
-i 'index.html' \
-f ..

Replace http://download.example.com/repo in the above example with the base URL of your
repository and save the file with a new name. (download/mycloud.sh)

Then execute the script and check download/index.html on your webserver.

Building Your App With ownBrander

Introduction

Follow along and begin creating your ownBrander Android app. Within the ownBrander you will
find that most of the fields that require your input are self-explanatory. If you still have questions,
or perhaps suggestions, feel free contact us.
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Use your credentials to log in to customer.owncloud.com.

If you need credentials, do not hesitate to contact your account sales representative.

After successfully logging in to your account, navigate to the left side of your ownCloud instance
and click on the inverted arrow to open the menu. Then click the ownBrander icon to open it.

Begin on the Common Tab and navigate to the Required area. Next, enter your application name
and the URL of your ownCloud server in the corresponding fields.

‘éa‘,a - Carlos Damken Testing

Common
i0s
Welcome to the Common tab. This tab is where you will enter information that is common to all three ownCloud branded platforms: 105,
Optiona Android and Desktop. Information entered here will be transferred to the appropriate tabs, but do not worry - you may locally change this
information on each individual tab later.
Advanced
- Required
Anaroig
In this tab, all branding items are required. Please fill out these attributes and navigate to the next page.
Optiona
Achanced Application name
The desired name of your mobile app or desktop client. Once the app is released, this name cannot be modified because it is
Desktop used to identify the app - both by end-users and also internally.
damkencloud X
Optiona
Web (beta)
Server URL
Optiona
https://cloud.damken.com/owncloud X

These entries define your global defaults for all of the platforms in ownBrander. You can change
them when you create your apps.
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When you create production apps, you must then use your real app name, and the URL must point
to your real ownCloud server. (However, for testing purposes, these values can be anything.)

Configuring ownBrander Parameters

Next, click on the Android Tab. Here you will find another Required area to fill out. You will also
see two additional tabs: Optional, and Advanced. These are not mandatory for the processing of
your branding experience.

Common
ios
Welcome to the Common tab. This tab is where you will enter information that is common to all three ownCloud branded platforms: i0S, Android and Desktop. Information entered here will be
Optional transferred to the appropriate tabs, but do not worry - you may locally change this infermation on each individual tab later.
Advanced
Android ReqUIred
In this tab, all branding items are required. Please fill out these attributes and navigate to the next page.
Optional

Adva Application name

The desired name of your mobile app or desktap client. Once the app is released, this name cannot be madified because it is used to identify the app - both by end-users and
Desktop also internally.

damkencloud X
Optional
&
Web (beta)
Server URL
Optional

Set a static server URL. If this option Is not selected, users will have to enter a URL manually to connect to the ownCloud server.

Start in the Required section and type in your application name, your Android package name and
your account typ.

Carlos Damken Testing «

Comman Required
08 All of the branding items in this sections of the i0S Client are required. It will not be possible to generate the Android app .apk file
i
until you enter all of the requested itemns.
Optional . X
Application name
Advanced The desired name of your mobile app or desktop client. Once the app is released, this name cannot be modified
because it is used to identify the app - both by end-users and also internally. This app name should be pulled from the
Android -— Common tab in ownBrander, but it can be modified here for the Android app if you choose.
—» Damken Cloud X
Optional
Advanced
Android package name
Desktop The unigue package name for your app, equivalent to the iOS Bundle ID. It is usually the reverse domain of your
company, with an added ".android" at the end. Note: this package name cannot be modified once the app is released.
Optional The package name defines your application’s identity so if you change it, it is considered a different application by,
for example, the Google Play store.
‘Web (beta)
—» com.damken.cloud.android %
Optional
Account type
The account type is an identifier of the account. Its aim is to distinguish this account from other accounts in the
Android device when the app is installed. It is usually the app name plus the domain name. Once you filled in and click
on "generate app” button; it won "t be possible to modify it.
—» cloud.damken.com

Move on to styling your app.

Wizard for your Branding Images
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Building an Android app requires just a few images (preferably PNG format). The wizard also
provides you with the exact dimension requirements. Please make certain that your images fulfill
the specifications.

Now you can upload your images into the pre-defined boxes.

Main app icon

Icon for the app that is shown on the device Home screen.
While many icon resolutions are needed for the different
Android devices, you only need to upload one size.
ownBrander will automatically create the others. (width:
96px height: 96px) 1

Delete image || Upload

_|Logo T R
i iy
‘3JH~~“ This logo will be used on the login screen (see login
screenshot). (width: 300px height: 149px) 1 @5,
nillow
B - rradrd
Delete image || Upload

Notification
This logo will be used for the notifications. (width: 48px

height: 48px) 1

.4

Delete image || Upload

Proceed to the section regarding the signing of your Android client and click on the checkbox if you
want this option. Provide the required information for the three fields (Key Store Password, Key
Alias and Key Alias Password.) You will need these credentials in the Google Play Store Console.

Generating Your App

After a first-time ownCloud branding or after performing any modifications (updating your app),
click the Generate Android App button.

This butten is used to start the creation of your app. Once you dlick this button, the settings and images will be used to autematically generate your app, after which the Android .apk will be uploaded to your customer.owncloud.com account. While this process
can take up to 24 hours, the exact time it will take to create your app will vary based on system load. Note: dlicking “Generate Android App” multiple times will only cause the process to start again, not speed the process. Also note, if you do find a mistake, you

may click “Generate Android App” again, and your latest settings will be used.

Generate Android App

The version that it will be generated is: oc-android-2.18.1_oem
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The following information will pop up - click ok.

@ customer.owncloud.com

Your branded items have been uploaded to the server successfully
and your app is in the build queue. It will be generated automatically

within the next 48 hours.

Download Your Branded App
After the above mentioned time frame, open your account at: customer.owncloud.com

The ownBrander produces three files required to build your app. These are automatically uploaded
into your personal folder.

Choose the folder with your name to find the folders for your various branded clients.

W Allfiles #* You don't have permission to upload or create files here

W Favorites Name size Modified
Shared with

< ared with you E‘ Android app [ = Admin 288.1 MB amonth ago

[ External storage
—l carlos_damken «§ ownbrander 21GB 4 hours ago

Choose the Mobile App for Android folder. This folder should contain the three files seen in the
image below. The .aab file is of relevance for your app in the Google Play Console.

I Allfiles % carlos_damken ¥ou don't have permission to upload or create files here
% Favorites Name Size Modified
Shared with you [——
< v Mobile App for Android « ownbrander 2458 MB 4 hours ago
[ External storage
Desktop Client «% ownbrander 15GB  amonthago
Mobile App for 05 «% ownbrander 3273MB 4 yearapo

M Allfiles | carlos_damken Mohbile App for Android You don't have permission to upload or create files here
% Favorites Name Size Modified
Shared with you
< ¥ . damkencloud_2.18.1_834-release «§ ownbrander 12.5MB 4 hours ago
[® External storage
ﬁ damkencloud_2.18.1.834-debug « ownbrander 17.1 MB 4 hours ago
ﬁ damkencloud_2.18.1.834-release « ownbrander 14.2 MB 4 hours ago

Now you must sign your app in the Google Play Store in order to distribute it to your users.
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Distributing Your Branded Android App

Introduction

Now that you have created your branded Android app with ownCloud’s ownBuilder service
(building_branded_android_client) how do you distribute it to your users? There are multiple ways:
email, publish_server, or publish_google_play. However you distribute it, the first step is to digitally
sign your new app. Signing your app verifies authorship and authenticity.

When you create your branded Android app we supply you with two .apk files: one for debugging
and testing, and one for deployment, like these examples:

acmecloud_2.0.0-debug.apk
acmecloud_2.0.0-release-unsigned.apk

The second .apk file, acmecloud_2.0.0-release-unsigned.apk, is the one you will sign and distribute.

Digitally Signing Android Apps

Signing your app is required. You can do this in the ownBrander wizard <sign_android_app>, or
after it is built and delivered to you. The most time-consuming part of signing the built app is
installing the commands you need to sign it. You need three commands to sign your app: keytool,
jarsigner, and zipalign. Follow these steps:

1. Install the signing commands

2. Create a self-signed certificate with keytool

3. Use jarsigner to sign the app, and to verify signing

4. Use zipalign to optimize your app

You only need to create a certificate once, and then use it to sign all of your branded ownCloud
apps. If you publish your apps on Google Play they must all be signed with the same certificate.

Installing the App Signing Tools

keytool and jarsigner are in Java runtimes. Linux users can get these in Open]DK. For example, on
current versions of Debian, Mint, and Ubuntu Linux you need to install two packages. The first one
supplies keytool and the second one supplies jarsigner:

sudo apt-get install openjdk-8-jre-headless
sudo apt-get install openjdk-8-jdk

Plus some additional 32-bit packages:

sudo apt-get install 1ibc6-i386 1ib32stdc++6 \
1ib32gcc1 1ib32ncurses5-dev z1ib1g:1386
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On SUSE systems, install this package:
sudo zypper install java-1_7_0-openjdk-devel

It is simpler to get these on CentOS and Red Hat Enterprise Linux, as they have created some nice
wrapper scripts around keytool and jarsigner that you can install standalone:

sudo yum install keytool-maven-plugin.noarch
sudo yum install maven-jarsigner-plugin.noarch

Mac OS X and Windows users can download the Oracle JDK from Oracle’s Java Download page.

If your operating system provides the zipalign package, you can install it with:
sudo apt install zipalign

In case zipalign is not provided as installable package for your OS, you can download it from
source via the Android Software Development Kit. It is a large download, but once you have
downloaded it you can copy the zipalign binary to any computer and use it. Go to Android Software
Development Kit and click the "Download Android Studio" button.

Developers Design Distribute

Training APl Guides Reference Google Services Samples

Download
Installing the SDK A n d ro | d
Adding SDK Packages I_\‘ ‘ l J 'f_J '::

Android Studio
* Android Studio IDE
e Android SDK tools

Tools Help e Android 5.0 (Lollipop) Platform

Workflow

s Android 5.0 emulator system
image with Google APls

Build System

Testing Tools

Revisions
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Download the appropriate SDK Tools Only package for your operating system.

Other Download Options

SDK Tools Only

If you prefer to use a different IDE or run the tools from the command line or with build scripts
the stand-alone Android SDK Tools. These packages provide the basic SDK tools for app deve
see the SDK tools release notes.

Windows installer_r24.0.2-windows.exe 91428280 edacl4e]541e97d6
(Recommended) bytes

android-sdk_r24.0.2-windows.zip 139473113 51269c83361936fct
bytes

Mac OS X  android-sdk_r24.0.2-macosx.zip 87262823 Jab5elabldb5e7c4
bytes

Linux android-sdk_r24.0.2-linux.tgz 140097024 b6fd75e8b06b0028
bytes

Unpack it and change to the unpacked directory, which is android-sdk-linux on Linux systems,
android-sdk-macosx on Mac systems, and android-sdk-windows on Windows systems. There is one
more step, and that is to install additional tools. Run this command from the unpacked directory:

tools/android update sdk --no-ui

This will take some time, as it is a large download. When it’s finished you’ll find zipalign in the
build-tools directory. For convenience, you could copy zipalign to your home folder or other
location of your choice, and to any other computer without installing the whole Android SDK.

Digitally Signing Your App

After installing your signing tools, signing your app takes just a few steps. In these examples the
name of the app, as supplied by ownBuilder, is acmecloud_1.7.0-release-unsigned.apk.

To create your certificate copy the following command, replacing acme-release-key.keystore and
acme_key with your own keystore name and alias, which can be anything you want. The keystore
name and alias must both have a password, which can be same for both. Then enter your company
information as you are prompted:

keytool -genkey -v \
-keystore acme-release-key.keystore \
-alias acme_key \
-keyalg RSA -keysize 2048 \
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-validity 10000

Enter keystore password:

Re-enter new password:

What is your first and last name?
[Unknown]: Acme Boss

What is the name of your organizational unit?
[Unknown]: Acme Headquarters

What is the name of your organization?
[Unknown]: Acme, Inc.

What is the name of your City or Locality?
[Unknown]: Anytown

What is the name of your State or Province?
[Unknown]: CA

What is the two-letter country code for this unit?
[Unknown]: US

Is CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US correct?
[no]: vyes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA)
with a validity of 10,000 days
for: CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US
Enter key password for <acme_key>
(RETURN if same as keystore password):
[Storing acme-release-key.keystore]

Now use jarsigner to sign your app. Replace acme-release-key.keystore and acme_key with your own
keystore name and alias:

jarsigner -verbose \
-sigalg SHATwithRSA \
-digestalg SHA1 \
-keystore acme-release-key.keystore \
acmecloud_1.7.0-release-unsigned.apk acme_key

Enter Passphrase for keystore:

adding: META-INF/MANIFEST.MF

adding: META-INF/ACME_KEY.SF

adding: META-INF/ACME_KEY.RSA
signing: res/anim/disappear.xml
signing: res/anim/grow_from_bottom.xml
[...]

jar signed.
Warning:

No -tsa or -tsacert is provided and this jar is not timestamped.
Without a timestamp, users may not be able to validate this jar after the signer
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certificate's expiration date (2042-07-28) or after any future revocation date.

You can ignore the warning at the end; you should see a jar signed message when it is finished.

Now you can verify that your app is signed:

jarsigner -verify -verbose -certs acmecloud_1.7.0-release-unsigned.apk

sm 943 Thu Mar 12 12:47:56 PDT 2015
res/drawable-mdpi/abs__dialog_full_holo_light.9.png

X.509, CN=Acme Boss, OU=Acme Headquarters, 0="Acme, Inc.", L=Anytown, ST=CA, C=US

This will spit out hundreds of lines of output. If it ends with the following it’s good:

= signature was verified

entry is listed in manifest

= at least one certificate was found in keystore

= at least one certificate was found in identity scope

- X~ 3 0n -
I .

jar verified.

The last step for preparing your .apk for release is to run zipalign on it. zipalign optimizes your file
to use less memory. You must specify both an input and an output file, so this is good time to give
your app a shorter name, and it should not say "unsigned". Our example file will be renamed to
acmecloud_1.7.0.apk:

zipalign -v 4 acmecloud_1.7.0-release-unsigned.apk acmecloud_1.7.0.apk

Verifying alignment of acmecloud_1.7.0.apk (4)...
50 META-INF/MANIFEST.MF (OK - compressed)
13277 META-INF/ACME_KEY.SF (OK - compressed)
27035 META-INF/ACME_KEY.RSA (OK - compressed)
28206 res/anim/disappear.xml (OK - compressed)
[..]

Verification succesful

Again, this emits a lot of output, and when you see Verification succesful at the end you know it
succeeded, and it is ready to distribute.

Distribution via Email

You can download your branded Android app from your account on customer.owncloud.com, and
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send it as an email attachment to your users. (This is not the optimal way to distribute it as it is over
2 megabytes in size.) When they open your email on their Android phone or tablet, they must first
click the the download arrow (bottom right of the screenshot) to download your app.

= [ 11:47

€ custom branded android app m 0O M .

Carla Schroder G & N ~

carla@tuxcomputing.com 11:44AM Thu, Mar 12

To: tuxcarla@gmail.com

myhbranded_android_1.7.0.apk
e ®

When the arrow changes to a green checkbox, it has been downloaded.

€ custom branded android app

Carla Schroder
carlatuxcomputing.com 11:444M Thu, Mar 12

To: tuxcarla@gmail.com

myhbrandad_android_1.7.0.apk
(= @

Now your user must click on the green checkbox, and this launches the app installer, and all they
have to do is follow the installation wizard to install your branded app.
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u mybranded android

Do you want to install this application? It will get access to:
PRIVACY
read phone status and identity

modify or delete the contents of your SD card

add or remove accounts
create accounts and set passwords
find accounts on the device

use accounts on the device

DEVICE ACCESS

full network access

Cancel

When the installation is complete, the ownCloud Android App Manual contains instructions for
using the app.

Publish On Your ownCloud Server

You can distribute your branded app from your ownCloud server. Simply upload it to your
ownCloud server and share it like any other file: you can create normal ownCloud shares with
ownCloud users and groups, and you may create a link share to share it with anyone. (See the
Sharing Files section of the ownCloud Web Manual to learn more about sharing files.)

Publish to the Google Play Store

You may elect to publish your app in the Google Play store, either as a free or paid app. There are
several steps to publishing a free app:

1. Create a Google Play Publisher account.

2. Sign your branded app with your own signing certificate.
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3. Upload your signed branded app to your Google Play Publisher account.

As part of creating your Google Play Publisher account you will have to create some screenshots of
your app in specific sizes, and create a store description.

Create a Google Play Publisher Account

Start at Google’s Get Started With Publishing page. Have a credit card ready, because it costs $25. If
you already have a Google account, it is usually better to create a separate new account just for
publishing apps to the Google Play Store.

Google’s process for uploading apps is fairly streamlined, and the most time-consuming task is
creating all the required graphics. After registering, you’ll see the welcome screen for the Google
Dev Console. Click Publish an Android app on Google Play.

L

3 Google play | Developer Console L psehroder-awrelzod  soohrodzoowi@gmallcom  Sgnoul G
W Al zanksaticrs
A Gamp pervioes
; Aepors
L g
Fublish an Androld App on Google Flay Use Google Flay game services
F
1F you nead Felp with 1ha detals, haee & bak at tha Seatng &dd ancial gaming faaturas to your gamras en srdeeid 05
IT'_ AT L <t e and b muls, | s e
Are gz werkng i e I grsas e prbarwnang 1o smule el g e in s e,
mita c-weraars 1o the Desalopsr Cansaa vaul mead to set up & manchant aceaunt.
LESLE UL SMUHDID HLEOURCLE. LESLE UL 100LE MLLLYFLLFY
Acelrcid Davalagma Cocscmy s Wimlsl M acszhianl Card s Hala cari a
Ardrcid Dasipn Googke Analptizs Frzwn lssuas
Arvdrokd.oom % Corlasi suzoort

This opens the Add New Application screen. Click the Prepare Store Listing button. (Note that as
you navigate the various screens, you can click the Save Draft button to preserve your changes.)
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ADD NEW APPLICATION

Default language *

English (United States) - en-US j

Title *

Acme, Inc. Android App
22 of 30 characters

What would you like to start with?

Upload APK Prepare Store Listing Cancel

On the next screen, enter your product description.

Why oan't | publish?

m Acme, Inc. Android App
DRAFT Delelz app Save draft Fublish app

AP STORE LISTING

Stare Listing

PRODUCT DETAILS Fialds marked wilh * need 10 be lilled balore publshing.
Pricing & Dislribulion

In-ape Produsls English [United States)  =n Us Manage translations -

Sarvicas & APls

Title'

Aome, Ine, Ardroid App
English {United Stales) - an-UE

Crntimization Tizs 22 ol 30 characlars

Short description’

Erieh (e S e Custam swnGloud syrchranization app for Acma, Ing,
rngiasn nifed =l 25: = an =

51 of 80 charactars

Full dlescription”

Engli U e s Cuslarn wwnCloud syrchronization app lor Acme, Inc., wilh Scme, Iro. branding and cool
nglish {nited Statas) — en-L5

artwirk,

4 of 4000 characiars

Pleasa chack oul thase tips on how to create policy comelan app descriptions 1o avaid same
common reasans for age suspansian

Then you’ll have to upload a batch of graphics in various sizes for the Graphic Assets section, like

these images for a smartphone and seven-inch tablet. You are required to upload at least two
images.
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Screenshots *

Default — English (United States) — en-US

JPEG or 24-bit PNG (no alpha). Min length for any side: 320px. Max length for any side: 3840px.

At least 2 screenshots are required overall. Max 8 screenshots per type. Drag to reorder or to move
between types.

For your app to be showcased in the 'Designed for tablets' list in the Play Store, you need to upload at least
one 7-inch and one 10-inch screenshot. If you previously uploaded screenshots, make sure to move them
into the right area below.

Learn how tablet screenshots will be displayed in the store listing.

Phone

!
B Acme
1'!!" Claed

+
Add screenshot
- Drop image here.
[ s 0 o |
7-inch tablet
T T
LS
ﬁ.ﬂf:
Add screenshot
S Drop image here.
[ s 0 o |

You must also upload a 512x512-pixel logo, and a 1024x500 banner.

Hi-res icon * Feature Graphic *

Default — English (United States) — en-UUS  Default — English (United States) — en-US
512x 512 1024 w ¥ 500 h

32-bit PNG (with alpha) JPG or 24-bit PNG (no alpha)

{1 -
I i
|_I_II

r‘né [ | nuﬂ'

Now choose the store categories for your app.
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CATEGORIZATION

Application type Applications -
Category Productivity -
Learn more about content rating.

Then enter your contact information, which will be visible on your store listing.

CONTACT DETAILS

Website http://owncloud.com
Email carla@owncloud.com
Please provide an email address where yo
be publicly displayed with your app.
Phone

On the next line you may optionally link to your privacy policy. It is recommended to have a
privacy policy.

When you’re finished with the Store Listing page, go to the Pricing and Distribution page. You
may make this a paid or free app. You cannot convert a free app to paid. You may convert a paid
app to free, but then you can’t convert it back to paid. Yow’ll have numerous options for paid apps,
such as Android Wear, Android TV, and various Google marketing tie-ins, and many more.

For now let’s make this a free app, so click the Free button and select the countries you want to
distribute it in.
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2 Acme, Inc.
3 g ‘8 Android App
i’l'ﬁl-rflifran}

Why can't | publish?

DRAFT Save draft

PRICING & DISTRIBUTION

This application is Free

To publish paid applications, you need to set up a
merchant account. Set up a merchant account now
or Learn more

DISTRIBUTE IN THESE COUNTRIES

You have selected 2 countries

I SELECT ALL COUNTRI

| United Kingdom Show options =
| United States Show options
— Uruguay

_ Uzhekistan

Now you may upload your app.

Uploading to Google Play Store

Now you can upload your app to your Google Play Store page. Go to the APK page and click Upload
your first APK to Production. You don’t need a license key for a free app.
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Acme, Inc. Android App

Why can't | publish?

‘Aenik Clotwd

DRAFT Delste app Publish app
APK
PRODUCTION BETATESTING ALPHA TESTING
Publish your app on Set up Beta testing for Set up Alpha testing for
Google Play your app your app

License keys are nhow managed for each application individually.

,w If your application uses licensing services (e.qg. if your app is a paid app, or if it uses
in-app billing or APK expansion files), get your new license key on the Services & AFls

page.

Upload your first APK to Production

Do you need a license key for your application?

Getlicense key
Drag-and-drop, or browse to select your app.

UPLOAD NEW APK TO PRODUCTION

DCrop your APK file here, or select a file.

Browse files

Cancel

A successful upload looks like this:
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Acme, Inc. Android App

¢ Why can't | publish?
}I;}emt:fr{-n;d com.acme.android

DRAFT Delete app
APK SWITCH TO ADVANCED MODE
FRODUCTION BETA TESTING ALPHA TESTING
Version Set up Beta testing for Set up Alpha testing for

10700000 your app your app

PRODUCTION CONFIGURATION

CUREENT APK uploaded on Mar 13, 2015, 10:17:55 AM

Supported devices Excluded devices

8725 0

See list Manage excluded devices

¥ VERSION UPLOADED ON STATUS ACTIONS
10700000 (1.7.0) Mar 13, 2015 Draft in Prod

Your app is not yet published, but only uploaded to your account. There is one more step to take

before you can publish, and that is to go back to the Pricing & Distribution page and fill out the
Consent section.
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CONSENT

Marketing opt-out + Do not promote my application except in Google Play and in any
Google-owned online or mohile properties. | understand that any
changes to this preference may take sixty days to take effect.

Content guidelines ' | This application meets Android Content Guidelines,

Please check out these tips on how to create policy compliant app
descriptions to avoid some common reasons for app suspension.

US expor laws * @ | acknowledge that my software application may be subject to
United States export laws, regardless of my location or nationality.
| agree that | have complied with all such laws, including any
requirements for software with encryption functions. | hereby
certify that my application is authorized for export from the United
States under these laws. Learn more

Click the Save Draft button, and if you followed all the required steps you should now see a Publish
App button.

Acme, Inc. Android
App

com.acme.android
READY TO PUBLISH

\ i g g

Bk MR L]

i Wenik Craisd
i

Publish app

It will not be published immediately, but after review by Google, which usually takes just a few
hours.

Acme, Inc. Android App
updates pending
com.acme.android

PENDING PUBLICATION

\ i g -
. L e §
i Wenik Craisr
i

After it has been published, your store listing is updated as PUBLISHED, and it includes a link to
your Play Store listing.
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& Q, eschroder-owncloud (7]

[ ]] .
v Acme, Inc. Android App
& — com.acme.android View in Play store
PUBLISHED March 1! 5 neublish ap Submit update

-
=

STORE LISTING
o

PRODUCT DETAILS Fields marked with * need to be filled befoare publishing.
A
m English (United States) — en-Us Manage translations

?"T h (Uritad & Acme, Inc. Android App

nglish (United States) — -
22 of 30 characters

en-USs

Now all you need to do is distribute the URL to your users, and they can install it either from their
Web browsers, or from their Google Play Store apps. This is how it looks to your users.
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Categories v Home Top Charts Mew Releases

Acme, Inc. Android App

—m e =

cschroder-owneloud - March 13, 2015
Productivity

[*] Add to Wishlist

Z+1 Recommend this on Google

Acme
Cloud

Acme
Cloud

Comnact Comnact

M bo pemCloutT M bo o loud

Customize Download Link
You may configure the URLs to your own download repositories for your ownCloud desktop clients
and mobile apps in config/config.php. This example shows the default download locations:

<?php

"customclient_desktop" => "https://owncloud.com/desktop-app/",
"customclient_android" =>
"https://play.google.com/store/apps/details?id=com.owncloud.android",
"customclient_ijos" =
"https://itunes.apple.com/us/app/owncloud/i1d543672169?mt=8",

Simply replace the URLs with the links to your own preferred download repos.
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You may test alternate URLs without editing config/config.php by setting a test URL as an
environment variable:

export OCC_UPDATE_URL=https://test.example.com
When you’re finished testing you can disable the environment variable:

unset OCC_UPDATE_URL

Publishing a Paid App in Google Play

If you would rather not give your branded app away you can sell it on Google Play. You may convert
a paid app to free, but you may not convert a free app to paid.

You must establish a Google Wallet Merchant Account. On your Google Dev Console click the Learn
more link under the Free/Paid button for a nice thorough review of the process and tools. It
requires verifying your business information and bank account, and you should expect it to take 3-
4 days.

PRICING &DISTRIBUTION

This application is Free

To publish paid applications, you need to
set up a merchant account. Set up a
merchant account now or Learn more

When you’re ready to set it up, click the Set up a merchant account now link under the Free/Paid
button.

Resources

* Get Started With Publishing
* Signing Your App Manually

* Developer Console

Update to Android App Bundle (after August 2021)

Introduction

Since August 2021, Google Play requires the Android App Bundle (.aab) for publishing new apps. ™.
With this change, the APK has been replaced as the standard publishing format. The ownBrander
now generates 3 artifacts with every build:
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» *-release.aab: Android App Bundle for Play Store distribution after August 2021

* *-release.apk: Needs signing. Use for distribution methods other than Play Store

* *-debug.apk: Install directly to your device for debugging purposes

For the Android App Bundles, Play App Signing is required "“. Play App Signing is a safety feature
provided by Google. Every new release will automatically be signed by Google. (With this, apps no
longer need to be signed locally.)

Navigate to the Google Play Console Page and click on the Play Console Button.

https://play.google.com/console/about/

You will then land on the developer account sign-on page. https://play.google.com/console/
developers. After successful log-on, choose the appropriate developers account.

c

QO & https://play.google.com/console/developers

p Google Play Console

) |
Entwicklerkonto auswahlen
Damken Apps t——

m Neues Entwicklerkonto erstellen

The page should appear like this. Choose the designated app, which is to be signed and/or updated.

‘

Ewm ©@0O K«

m

i @ 0 88

p Google Play Console

Alle Apps.
Posteingang 10
Richtlinienstatus

Nutzer und
Berechtigungen

Bestellverwaltung
Berichte herunterladen
Kontodetails
Entwicklerseite

Verkniipfte
Entwicklerkonten

Aktivitatsprotokoll
Einrichten
E-Mail-Listen
Preisvorlagen
spielprojekte

Lizenztest

—_ |€f?*‘ Damken Cloud App

Q Inder Play Console suchen

Alle Apps

Hier findest du alle Apps und Spiele, auf die du in deinem Entwicklerkonto zugreifen kannst

Angepinnte Apps @

Hier kannst du Apps anpinnen, um schnell auf sie zuzugreifen und die wichtigsten Messwerte zu sehen

3 Apps

App Zielgruppe mit installlerter App  App-Status

com damken.cloud.android 20 Produktion

it

Status aktualisieren

® @
App erstellen
3
Q Nach App- oder Paketname suchen
Zuletzt aktualisiert
18. Aug. 2021 a App ansehen -

Zeilen anzeigen: 10~ 1bis3von3
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Create New Release and Activate App Integrity

Navigate to Production, click and continue by clicking the "create new release" button.

p Google Play Console

:.l. Posteingang 7

il Statistiken

" Verdffentlichung - 4]
Ubersicht
Release

OO  Release-Ubersicht

,ﬂ, Produktion

&

= p Google Play Console Q, Inder Play Console suchen [ @ "h_ﬁ' Damken Cloud App
S8 Dashboard

L Posteingang 5 Produktion —
. Statistiken Du kannst Produktions-Releases erstellen und verwalten, um deine App fir alle Nutzer in den von dir ausgewdhiten Landern verfiigbar zu machen.

Weitere Informationen

Google Play Console will guide you through this. Follow the steps to validate your app-Integrity.
Click the "activate" button.

= p Goagle Play Console Q. Inder Play Console suchen [ @ *‘»1 Damken Cloud App

Uf Dashboard
Produktionsrelease erstellen

D. Posteingang B
I, Statistiken o Vaorbereiten o Uberprifen und verdffentlichen Releate vacwarfen
T Verdtfentlichung - W o
Ubersicht App-Integritat
@ Releases nicht von Google Play signiert
Release
Dein App-Signaturschlissel wird nicht von Google geschitzt. Melde dich fir die App-Signatur von Google Play an, um Andreid App Bundles
B8 Release-Ubersicht bl

& Produktion Aktl@mn Weitere Informationen

Since this is a new release version candidate, and the key comes from the Java KeyStore, choose this
option. Otherwise, choose according to your existing key scheme.
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= F Google Play Console Q, In der Play Console suchen o @ .-"'_.5,:. Damken Cloud App
U Dashboard

Play App Signing
L] Posteingang 5

.
- -

il Statistiken

Google Play schitzt den App-Signaturschidssel fir deine App und signiert
%) Veraffentlichung - W jeden Release. So wird Android- Geraten signalisiert, dass Updates

Obersicht tatsachlich von dir stammen, Das ist auBerdem eine Voraussetzung, um mit

dermn Android App Bundile zu veroffentlichen,

Release

Weitere Informationen Ausblenden
Eg Release-(bersicht
£h  Produktion
- ::b> Test
Offene Tests Play App Signing aktivieren

Geschlossener Test
O Einen Schiiissel aus Android Studio exportieren und hochladen

Interne Tests

Vorregistrierung O Einen Schlilssel aus dem Java KeyStore exportieren und hochladen .

»  Pre-Launch-Bericht
O Einen Schliissel exportieren und hochladen (nicht aus dem Java KeyStore)

b |0 Reichweite und Gerate

(=) App Bundle Explorer

Follow the instructions pertaining to the chosen key scheme. (Here: JavaKeyStore) Download the
PEPK-Tool as instructed.

Play App Signing aktivieren

o Einen Schliissel aus Android Studio expartieren und hochladen

@ Einen Schliissel aus dem Java KeyStore exportieren und hochladen

1. & PEPK-Tool herumterladen

Lade das Play Encrypt Private Key-Tool {PEPK-Tool) herunter. Quellcode herunterladen

Verwende den unten stehenden *!fehl zur Ausfihrung des Tools, umn deinen privaten Schliissel zu exportieren und zu verachliizsaln,

k2

Erzsetze die Argumente und gib deine Passwirter fiir Schiisselspeicher und Schlissel ein, wenn du dezu aufgefordert wirst,

Gather your keystore parameters:

» KeyStore Alias
» Key Store Password

* Key Alias Password

These are the parameters you previously used to sign your app. Perhaps you kept them stored in
the ownBrander.

Input the command below into an open terminal window. As seen in the screen after the command,
you can click on the copy to clipboard icon (Step 2) to copy the entire command block, but you must
modify the "foo" parts of the command as follows:

» foo.keystore must be replaced by the keystore name (here: damken)

* Alias is the app name (here: damkencloud) aka the Key Alias.

java -jar pepk.jar --keystore=foo.keystore --alias=foo --output
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=encrypted_private_key_path

Play App Signing

(® Einen Schiissel aus dem Java KeyStore exportieren und hochladen

1 & PEPK-Tool herunterladen

Lade das Play Encrypt Private Key-Tool (PEPK-Tool) herunter. Quelicode herunterladen

2. Verwende den unten stehenden Befehl zur Ausfihrung des Tools, um deinen privaten Schiiissel zu exportieren und zu verschliisseln.
Ersetze die Argumente und gib deine Passwiérter flir Schilsselspeicher und Schiissel ein, wenn du dazu aufgefordert wirst,

% java -jar pepk.jar --keystore=foo.keystore --alias=foo --cutput=emcrypted private key path - lg

3. & Privaten Schlussel hochladen

4, Generiere einen neuen Uploadschliissel, um die Sicherheit zu erhfhen (optional),  Anleitungen anzeigen

After executing the above command, you will be prompted to enter both "your keystore password"
and then "your key alias password". Keep in mind that these passwords remain invisible while you
type them. (Multiple entries or typos lead to errors.)

You can also check your signing parameters in ownBrander, if you have uploaded them for
previous versions.

Hey Store Password

your keystore password x

Key Alias

your key alias X

Key Alias Password

your key alias password X

In case you download the PEPK tool on macOS, yowll need additional permissions in the macOS
"Security & Privacy" settings:
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Security & Privacy

General FileVault Firewall Privacy

Change Passwaord...

5 minutes % after sleep or screen saver begins

Allow Bpps naded from:

yre and identified developers

Proceed by clicking on the button to upload your private key.

3. X Privaten Schiussel hochladen
Double-click the file to upload it. After a successful upload, click on the "save" button (bottom right
of the page).
The following is a depiction of the upload file.
You will be redirected to the "Terms of Use" page. Click "Accept" after reading them.

Navigate back to "Production”. The certificate is now displayed.

Release = p T

Zertifikat des Uploadschlussels
ng Release-Ubersicht Dies ist das &ffentliche Zertifikat fir deinen privaten Uploadschllssel. Mi
o damit Google erkennt, dass die Updates tatsdchlich von dir stammen. Mil
& Prodiuktion k bei APl-Anbietern registrieren

In the "Production" bar move to the release review button.
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p Google Play Console Q,  Inder Play Console suchen o @ ".r\"" Damken Cloud App

8 Dashboard
.
EI. Pasteingang 5 PrOd UKtlon Release t-g;arbeiten
I, Statistiken Du kannst Produktions-Releases erstellen und verwalten, um deine App fur alle Nutzer in den von dir ausgewihiten Landern verfligbar zu machen. =
s Weitere Informationen
-=o Veréffentlichung - W
Ubersicht
S Track - Zusammenfassung
Aktiv - Versionsentwurf - 176 Lander/Regionen - 23 Installationen
Release

Dg Release-Ubersicht Release-Dashboard Releases Lander/Regionen
oi t

£y Produktion Release-Dashboard

Notice the check-mark by the "App Integrity" field.

T Verdifentlichung - [
Ubersicht .
App-Integritat
Reloen (2 ven Geagle Play signierte Releases

Dg Ral (ba ht Google verwendet deinen ausgewihlten App-Signaturschliissel, um deine Releases zu unterzeichnen
o alease- rsicht

Upload Android App Bundle

Proceed by clicking on "upload" in order to upload the *-release.aab file you previously
downloaded from your shared account (personal folder) on customer.owncloud.com.

B damkencloud_2.18.1_834-release aab

£ Produktion App Bundles
bl ‘}) Test
Otffene Tests
Geschlossener Tast

App Bundles zum Hochladen hier ablegen
Interne Tests

1. Hochladen Aus der Bibliothek hinzufiigen
Vorregistrierung

You should see Google’s colors changing during the upload process, then a preview of the app
release candidate.

£ Produktion App Bundles
o 1}) Test
Offene Tests

Geschlossener Test damkencloud_2.18.1_834-release.aab wird hochgeladen

Interne Tests Abbrechen

Verregistrierung

The new version is available and should be thoroughly examined before releasing it to the
production environment.

Release Dateityp Verslon APl-Level Ziel-SDK Blldschirm-Layouts ABls Funkticnen

App bundle 21801001 (2.18.7) 21 oder hisher 29 4 Alle 1 -

L3

3%  Release-Ubersicht

Optionally, you may choose to provide your users with information regarding the change log so
they know which changes have been implemented.
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Android app

Changelog of the ownCloud Android app

Changel&g Android app >

A

If available from a previous release, just copy it.

Versionshinweise Aus einem vorherigen Release kopleren

<en-US=
https:fowncloud comfcha ngelugfan{lmid-app,«1
</enUs=

Verslonshinwelse flr 1 Sprache vorhanden

Informier deine Mutzer darliver, was sie in diesem Release erwartet. Dazu gibst du die Versionshinwelse fiir
jede Sprache innerhalb der jeweiligen Tags ein

After saving any modifications, proceed by clicking the "check release" button.

@ Anderungen gespeichert. Du kannst jetzt deinen Release prifen, bevor er eingefiihrt wird, Re Easeﬁberprufiﬂ
You may see some warning signs. (If of importance, check to see in what regards they are.) Scroll
down.

Produktionsrelease erstellen

Fehler, Warnungen und Meldungen

1 1 Warnung

Mehr anzeigen

Anderungen an deinen unterstiitzten Geraten

Im Gerdtekatalog ausgeschlossene Gerdte sind nicht aufgefihrt

Gerdtetyp Zuvor unterstiitzie Gerbite Gerlte nicht mehr unterstitzt Heu unterstutzte Gerdle
] Telefon 12.000 842 0 -»
! Tablet 4211 * 389 0 o
v 11 0 0
Amn Korper tragbar 58 0 0
At A n n

Du kannst deinen Release priifen, bevor er eingefihrt wird Release bearbeiten Produktion-Einfihrung beginnen
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If you opt for a complete roll-out in all of the chosen distribution countries, just click the "Begin
Production Release" button.

Produktionsrelease erstellen

Installationen auf aktiven Geriiten 23
Prozentsatz fir Roll-out * 1000 %
Landerverfiigbarkeit (® Inallen Zielldndern verfiigbar

(O Lander/Regionen auswahlen

Installationen, auf die die Einfihrung 23
ausgerichtet ist
k

i@ 2021 Google  Mobile App - Nutzungsbedingungen = Datenschutz -~ Vertriebsvereinbarung fiir Entwickler

Du kannst deinen Release priifen, bevor er eingefihrt wird Release bearbeiten Produktion-Einfuhrung beginnen

Review the chosen distibution and hit the "Release" button. Thereafter, you will receive a release
status notification.

Im Produktions-Track einfihren? »

Dieser Release wird fir alle Google Play-Mutzer in den
ausgewdhiten Landern verfigbar sein.

Releases

21801001 (2.18.1)

(O Wird Uberpriift = 1 Versionscode

Zusammenfassung maximieren

2343 "

Bei Google Play verfugbar - 1 Versionscode - Zuletzt aktualisiert: 26. Juni 11:29

Notice, that Play App Signing has been successfully implemented.
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Play App Signing r

&) Aktiviert - Google verwaltet deinen App-Signaturschliissel. Mehr anzeigen

Afterwards, you can find the status of your release/update release candidate in the tab "Release-
Overview" or "Release Dashboard?"

[IVTETIeTTY

Neueste Releases @
Release
Release Aktuelle Version Track Release-Status Zuletzt aktualisiert Lénder/Regionen

0% Release-Ubersicht ) .
21801001 21801001 Produktion Bei Google Play verfiigbar 18. Aug. 2021 175

ﬂ, Produktion (218.7) Vollstandiger Roll-out 12:39 von 176

Building and Distributing Your Branded iOS App

Introduction

Building and distributing your branded iOS ownCloud app involves a large number of
interdependent steps. The process is detailed in this chapter over several pages. Follow these
instructions exactly and in order, and you will have a nice branded i0OS app that you can distribute
to your users.

Prerequisites

* A Mac OS X computer with Xcode (free download) and Keychain Access (included in Utilities).
This computer is essential to the entire process and will be linked to to your iOS Developer
account. You will use it create and store distribution certificates, and to upload your app to
iTunes Connect.

* An iOS developer account on developer.apple.com/ios, which costs $99 per year. Or an
Enterprise account for $299/yr. The developer account limits you to testing on 100 devices of
each type (Apple TV, Apple Watch, iPad, iPhone, iPod Touch) which must be registered in your
account. The Enterprise account allows testing on unlimited, unregistered devices.

* An ownCloud Enterprise Subscription, with the ownBrander app enabled on
customer.owncloud.com

* Some iPhones or iPads for testing your app. Again, if you have the $99 developer account each
device must have its UDID registered in your account on developer.apple.com.

Procedure

You need the Apple tools to build eight provisioning profiles (4 Ad Hoc and 4 App Store) and a P12
certificate. You will email the four Ad Hoc profiles and P12 certificate to support@owncloud.com
after building your app with the ownBrander app on customer.owncloud.com. You must create the
provisioning profiles and P12 certificate first, before building your app, because you must supply a
unique bundle ID and an app group to build your app. These are created in your account on
developer.apple.com, and with Keychain Access on your Mac computer.
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We use the 4 Ad Hoc provisioning profiles and P12 certificate to complete building your app, and
then in 24-48 hours your new branded app is loaded into your account on customer.owncloud.com.

The next step is to test your app. When it passes testing, the final step is to upload it to your iTunes
Connect account for distribution.

You will need a lot of graphics for building your app, and for your iTunes store listing, in specific
sizes and file formats. The ownBrander app and iTunes detail all the image specifications you will
need.

Create Certificate Signing Request

Start by creating a .certSigningRequest (CSR) file on your Mac, using Keychain Access. Open Finder,
and then open Keychain Access from the Utilities folder.

® Finder Fiie Edit “iew @Go Window Halp

| NN ] B8 Ulilikiss
¢ z =) = % O Q. Saarct
— 5 QuickBooks 2018 B Acthity Monizor
S @& QuickTime Flayer B Adobe Flash..tall Manage:
My Filles 9 RAD Pascrar XE4 ® & mirPan Laiiny
% iCloud Driva BN RAD PAm=rver HES * M sudio MIDI Setap
[ RAD PAgarver XE5 und2  » Buetooth Fie Excrange
AirDing e
] P [ RAD PASaner XEG F oS magr Camp Asstant
% Applications E I:;g P’ﬂe:::ﬁg uad1 : % ColorEyno Litlity
.| P B Corsoe
E Dasktop W RAD PRsoror XET 5a01 g Dighal Godor Maber
) Downloads el Rerinders § Dk Uttty
& sarar Ll
Dewicos M Sencha srhitect S .
o _ & Oraphe
2 Remole Diesc [ Server =1 Koychan Aooess
. Lo} ﬁ?m.mﬂm 2 Munagsd Soitwans Update
B spatity & wigrstion Asaistant
& Rad B SpeibeBal dar o Eoript Editor
# Cranga I stencyt-run ® & Sysbem Infammation
Shckies B Tarminal
Wallew B Sublimes Tex 2 i voloethor Liilsy
B sysiem Fraferancas 1 %+ i
& Green ' ':ldbdlt Al xn Keychain Access
¥ Blua A TextWirangler Application - 158 ME
Tire Mack et aieg .
® Purpie i e Masnre , Created Os18, 2074, 2:11 AM
® Gy - l..: :"'""" Lot ] Modifed Mar 26, 2015, 829 AM
- = ity - Lozt opened Today, 10:50 AM
oA TagE.. 5] Lhiirias 5 Version 8.0
@ xamarn Studia Add Tags...

Next, open Keychain Access > Certificate Assistant > Request a Certificate From a Certificate

Authority.
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4 File Edit View Window Help

- About Kevchain Acoass | —_—
a2 Heychain Access |
Preferances. .. =,
(2 o
= Heychain First Aid EA |
Certificate Assistant * Open...
| Ticket Viewer TEK Create a Gertificate...

Create 3 Cartificate Autharity...
Create a Certificate For Someonsa Else as a Certificate Authosity..

Services *

Hide Keychain Accese  %H Requast & Certificata From a Cartificata Authority. ..

Hide Crhars Wl Sat the default Certificate Authority... fpires [
Evaluate a Gertificate... | logl
| prevaE Ry - lexggi
Quit Keychain Access By slent State Encryption application pemewond  Apr 1, 2075 #1800 AM - lagi
Cabegory reggemenead e Storage application passeord  Apr 1, 2005, 3:00:00 AM == logi
;ﬁ Al lems -i’-. ids: |demiy-rsa-kay- palr-signatune-vi opplicotion passeced  Apr 1, 2095, 9:15:35 &AM - lagi
s Pa pr 4 o ickeenity-ma-privata-kay npplization passeced  Ape 1, 2015, D105 AM - lagi
= Secura N -ill.. ke dernity-rea-public-hey applization pesgased  Ape 1, 2005, D035 &M - lexggi
L] &, e unmyg ge-proinstion-key apE: pamsenrd  Today, 11:17 AM -- lagi
EI My Certificates % peessage Ercrption Key FuBiIG Koy - - Iagl
'%' Kews '? dessage Ercryption Koy private ey = = lagl
El Cenificates § Measnge Signing Koy pubdic kiy . lagi
ff’ Mdemnngn Signing Ky privals kay - - lexggi

] 8 1 B GCooy 12 Rams

Enter the email address that you use in your Apple developer account, and enter a common name.
The common name can be anything you want, for example a helpful descriptive name like "ios-
mybiz". Check [Saved to disk] and [Let me specify key pair information], then click
[ Continue ].

Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: carla@bratgrrl.com

Common Mame: | ios-mybiz

CA Email | |

Request is: [ | Emailed to the CA
o Saved to disk

Let me specify key pair information

Continue

Give your CSR a helpful descriptive name, such as iosapp.certSigningRequest, and choose the
location to save it on your hard drive, then click [ Save ].
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Certificate Assistant

Save As: | iosapp.certSigningRequest | ~
Tags:
Where: [ Documents

Cancel Save

In the next window, set the Key Size value to 2048 bits and Algorithm to RSA, and click
[ Continue ]. This will create and save your certSigningRequest file (CSR) to your hard drive.

Key Pair Information

Specify the key size and algorithm used to create your key
pair.

The key pair is made up of your private and public keys. The
private key is the secret part of the key pair and should be
kept secret. The public key is made publicly available as part
of the digital certificate.

Key Size: | 2048 bits
Algorithm: | RSA
Learn More...

Continue

In the next screen your certificate creation is verified. Click a button to view it, or click [ Done] to
g0 to the next step.
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Conclusion

Your certificate request has been created on disk.

Show In Finder...

Done

You also get a corresponding public and private key pair, which you can see in the Login > Keys
section of Keychain.

Keychains k
ﬂ“ login o) =key=
d.u Kind public key, RSA, 2048-bit
- Local ftems f Usage Encrypt, Derive, Verify
= System
) System Roots
Marme ~  Kind
Category @ <key= public key
r‘f’ All ltems @ <key> private key
::; B d @ iMessage Encryption Key public key
dasswords
- @ iMessage Encryption Kay private key
Secure Notes @ iMessage Signing Key public key
El My Certificates IMessaga.Slaning Key privete key

ios-mybiz public key

[Z] certificates ioz-mybiz private key

Double-click on your new private key to open the Access Control dialog. Check [Allow all
applications to access this item ].
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‘@0 @ ios-mybiz
{ Attributes RG]l

u Allow all applications to access this item Access to this item is not restricted.

[ Confirm before allowing access

| Ask for Keychain password

Always allow access by these applications:

Mame

Now login to the Member Center on https://developer.apple.com/. Click [ Certificates, Identifiers
& Profiles].

& Developer Member Center

Programs & Sudd-prs Faur Accoung

Hi, Lara Schroder | Sig- nu

SDKs Forums
Dvanlaad the S0Ks and the latest beta softwarns, Find ansaers and discuss with athar developers and Apphs

BRgineers,

Certificates, dentifiers & Profiles
Manage your certificates, identifers, devices, and profiles
for your apps

Bug Repaorting
Subsnit bugs ar request enhancerents o AFS and

developer ool

Tunes Connect

Marage your apps pualished an the App S1ore and Mac Technical Support

Apo Stare. Reguest technical support with the development of yaur
app.

Then click i0S Apps > Certificates.
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@ Developer Techr

Certificates, Identifiers & Profiles

ii iOS Apps

ﬁ Provisioning Profiles

Learn More
D App Distribution Guide

Next, click the [ add ] button (the little plus sign) in the top right corner of the iOS Certificate page.

" DEVEIDPEf Technologas Rasourcas Programs Suppart Membar Cartar o

Cerfificates, Identifiers & Profiles Carla Schroder =

05 Apps - 0% Cenificates @

1 gartificatas
Al
Pending
Crawalopmant

Producion

B identid]
e Getting Started with i0S Ceriificates

A 1M

Under "What type of certificate do you need?" check [ App Store and Ad Hoc], then click the
[ Continue ] button at the bottom of the page.
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Add iOS Certificate q,
Select Type Reguest r;;- Generate :} Dewnload

What type of certificate do you need?

ol

Development

105 App Development
Sign develooment wersions of your i0S app

. Apple Push Neotification service S5L (Sandbox)

Establish connectivity betwesn your notification server and the Apple Push Motification service sandbox
arviranment. A separate certificata (s requirad far sach app you develop.

Praduction

=) App Store and Ad Hoc

Slgn your 125 app for submission to the App Stora ar for Ad Hoc distribution.

The next screen, About Creating a Certificate Signing Request (CSR) has information about
creating a CSR in Keychain Access. You already did this, so go to the next screen. "Add iOS
Certificate", to upload the CSR you already created, then click the [ Generate ] button.

?
Mﬁ": Generate your certificate.

When your CSR file is created, a public and private key pair is automatically generated. Your
private key is stored on your computer. On a Mac, it is stored in the login Keychain by default
and can be viewed in the Keychain Access app under the "Keys" category. Your requested
certificate is the public half of your key pair.

Upload CSR file.
Select .certSigningRequest file saved on your Mac.

Choose File.. J iosapp.certSigningReguest

Your new certificate is named ios_distribution.cer. Download it to your Mac; then find it and
double-click on it to install it properly in Keychain.
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| Your certificate is ready.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

Mame: 108 Distribution: Carla Schroder
Type: 105 Distribution
Expires: Jun 24, 2016

After installing it, you should see it stored with its corresponding private key in Keychain.

Mame ~  Kind

Category @ <key> public key

A Al Items I R
% iMessage Encryption Key public key

"ﬂ' PeasmE ? iMessage Encryption Key private key
Secure Notes @ iMessage Signing Kay public key

El My Certificates ®  iMessage-SigrimIKey private key
® Keys = Tas-mybiz public key

] Certificates ios-mybiz private key

iPhone Distribution: Carla Schroder DOYDXTDCSUW certificate

Remember to make backups of your keys and certificates and keep them in a safe place.

Create Bundle IDs

Create Bundle IDs

The next step is to create four Bundle IDs. These are unique identifiers for your branded iOS app.
You must also create an App Group and place your three Bundle IDs in your App Group. You will
need your base Bundle ID and App Group when you build your app with the ownBrander app on
customer.owncloud.com.

Create App ID

Now you must create your App ID. Go to Identifiers > App IDs and click the [ plus button] (top
right) to open the "Register i0S App ID" screen. Fill in your App ID Description, which is anything
you want, so make it helpful and descriptive. The App ID Prefix is your Apple Developer Team ID,
and is automatically entered for you.
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Register iOS App ID (a]

ﬂ Registering an App ID

The App ID string contains two parts separated by a period {.)—an App |D Prefix that is defined
as your Team ID by default and an App ID Suffix that is defined as a Bundle ID search string.
Each part of an App ID has different and important uses for your app. Learn More

App |D Description

Mame: | MyBiz 105 App|
You cannot use special characters suchas @, &, =, ', "

App ID Prefix

Value: XYDX7DCSUW (Team ID)

Scroll down to the App ID Suffix section and create your Bundle ID. Your Bundle ID is the unique
identifier for your app. Make a note of it because you will need it as you continue through this
process. The format for your Bundle ID is reverse-domain, e.g. com.MyCompany.MyProductName.

App ID Suffix

© Explicit App ID
If you plan to incorporate app services such as Game Center, In-App Purchase, Data

Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unigue string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.mybiziosapp |

We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname), It cannot contain an asterisk (*).

The next section, App Services, is where you select the services you want enabled in your app. You
can edit this anytime after you finish creating your App ID. Check App Groups, make your other
selections and then click the [ Continue ] button at the bottom. Now you can confirm all of your
information. If everything is correct click [ Submit ]; if you need to make changes use the [ Back]
button.
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App ID Description:
Identifier:

App Groups:
Associated Domains:
Data Protection:
Came Center:
HealthKit:

HomekKit:

Wireless Accessory Configuration:
iCloud:

In-App Purchase:
Inter-App Audio:
Apple Pay:
Passbook:

Push Notifications:

VPN Configuration & Control:

Cancel

When you are finished you will see a confirmation. Click the [ Done ] button at the bottom.

MyBiz i0S App
XYDX7DCSUW.com.mybiz.iosapp
© Configurable
@ Disabled

@ Disabled

® Enabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled

@ Enabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled

@ Disabled
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ﬂ Registration complete.

This App ID is now registered to your account and can be used in your provisioning profiles.

App D Description: MyBiz 105 App
Identifier: XYDX7DCSUW.com.mybiz.iosapp
App Groups: @ Configurable

Associated Domains: @ Disabled
Data Protection: @ Disabled

Came Center: @ Enabled

Create App Group

The next step is to create an App Group and put your App ID in it. Go to Identifiers > App Groups
and click the [ plus button ] (top right).

App Groups

Getting Started with App Groups
App Groups allow access to group containers that are shared among multiple

related apps, and allows certain additional interprocess communication
between apps.

Register App Groups
Team agents and admins can manually register App Groups. Continue

Create a description for your app group, and a unique identifier in the format
group.com.MyCompany.MyAppGroup. Then click [ Continue ]
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ﬂ Registering an App Group

Registering your App Group allows access to group containers that are shared among multiple
related apps, and allows certain additional interprocess communication between the apps.

App Groups Description
Description: | MyBiz 03 Apps

You cannot use special characters such as @, &, ®, ', "

Identifier
Enter a unique identifier for your App Group, starting with the string 'group’.

ID: | group.com.mybiziosapps
We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname).

== .. |

Review the confirmation screen, and if everything looks correct click the [ Register ] button.

g Confirm your App Group.

Ensure your App Group information is correct.

Name: MyBiz iOS Apps

Identifier:  group.com.mybiz.iosapps

Youw’ll see a final confirmation screen; click [ Done ].
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g Registration complete.

Name: MyBiz iOS Apps

Identifier: group.com.mybiz.iosapps

When you click on [ App Groups ] you will see your new app group.

Certificates, Identifiers & Profiles

i0S Apps - App Groups

¥ Certificates 1 App Groups Total

All Hame =~| ID

Pending MyBiz iO% Apps

Development

group.com. mybiz.iosapps

Production

e \dentifiers
App IDs
Pass Type IDs
Wehsite Push IDs
ICloud Containers
App Groups

Merchant IDs

Now go back to Identifiers > App IDs and click on your [ App ID]. This opens a screen that
displays all your app information. Click the [ Edit ] button at the bottom.
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1 App IDs Total

Name

MyBiz iOS App com.mybiz.iosapp

Name: MyBiz iO5 App

1D,

Prefix: XYDX7DCSUW

1D com.mybiz.iosapp

Application Services:
Service

App Group

Associated Domains

Data Protection
Game Center
HealthKit

Homekit

Wireless Accessory
Configuration

iCloud

In-App Purchase
Inter-App Audio
Apple Pay
Passbook

Push Motifications

FY

(¥

Development

@ Configurable

) Disabled

) Disabled

@ Enabled

© Disabled

) Disabled

= Disabled

) Disabled
@ Enabled
2 Disabled
) Disabled
o Disabled

) Disabled

VPN Configuration & Contrael © Disabled

Edit

Click the [ Edit ] button next to [ App Groups ].

Setup and configure services for this App 1D,

iOS App ID Settings

Distribution

@ Caonfigurable

@

@

@

@

@

@

Disabled
Disabled
Enabled

Disabled
Disabled

Disabled

Disabled
Enabled

Disabled
Disabled
Disabled
Disabled

Disabled

L+

D

Mame: MyBiz 105 Apo

com.mybiz.iosapp

Enable Service

8 G2

App Groups

@ Configurable. App Group 103 (0)

Edit
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Check your app and click the [ Continue ] button.

g App Group Assignment.

Select the App Groups you wish to assign to the bundle.

Select All 1 of 1 iternis) selected

MyBiz iO5 Apps group.com.mybiz.iosapps

The next screen asks you to "Review and confirm the App Groups you have selected". Click the
[ Assign ] button to confirm. The next screen announces "You have successfully updated the App
Groups associations with your App ID", and you must click yet another button, the [ Done ] button
at the bottom.

Create a DocumentProvider Bundle ID

Now you must return to Identifiers > App IDs and click the [plus button] to create a
DocumentProvider Bundle ID. Follow the same naming conventions as for your App ID, then click
[ Continue ].
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ID Registering an App ID

The App 1D string contains two parts separated by a period (. )—an App 1D Prefix that is defiredas your
Team D by cefaultandanApp [D Suffic that is defined as a Bundie |0 search string. Each partofan App D

has different and important uses for your app. Learn More

App |ID Description

Mame: | MyBiz i05 App DocumentProvider
You cannot use specialcharacters suchas @, &, °, "'

App ID Prefix

Malue: XYDXTDCSUW (Team D)

App ID Suffix

o Explicit App ID
o
Ifyou plantoincorporate app services suchas Game Center, I-App Purchase, Data Protection, and
iCloud, or wanta provisioning profie unique toa single app, you must registeranexplicit App 1D for

yourapp.

Tocreate anexplicit App D, enter a unique string inthe Bundie ID fiekd. This string should match the
Bundie 1D of your app.

Bunde ID: | com.mybiz.iosapp.DocumentProvider

We recommend using a reverse-domain name styk string (ie.,
com.comainrame . apprame). [t cannot contain an asterisk (*).

Confirm your new App ID and click [ Submit ].

| ID Confirm your App ID.

Tocompletetheregistration ofthis App ID, make sure your App D informationiscorrect, andclickthe
submitbution.

App |D Description: MyBiz I0S App DocumentProvider

Identifier: XYDX7DCSUW.com.mybiz.losapp.DecumentProvi...

App Groups: Disabled
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You will see one more confirmation: "Registration complete. This App ID is now registered to your
account and can be used in your provisioning profiles.” Click [ Done ].

Now you need to add it to your App Group. Go to Identifiers > App IDs and click on your new

[ DocumentProvider Bundle ID] to open its configuration window, and then click the [Edit]
button at the bottom.

i0S App IDs
2 App IDs Total
Mame < 1D
MyBiz iOS App com.mybiz.iosapp

MyBiz iOS App DucumentP@ com.mybiz.iosapp.DocumentProvider

Select [ App Groups ] and click the [ Edit button ].

lD Name: [ MyBiz iOS App DocumentProvider ]

ID: com.mybiz.iosapp.DocumentProvider

Enable Senvice

App Groups
] BE] @ Configurable. App Group 1Ds (0 Edit

Select your group and click [ Continue ].

ID App Group Assignment.

Selectthe App Groupsyou wishto assigniothe bundle,

& salect All 1011 itermn(s) selected

L Lt
Lf_l MyBiz IOS Apps group.com.myblziosapps :

Once again you will asked if you really mean it. On the confirmation screen click [ Assign ], and

you’ll see the message "You have successfully updated the App Groups associations with your App
ID."
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Create a DocumentProviderFileProvider Bundle ID

One more time, go to Identifiers > App IDs and click the [plus button] to create a
DocumentProviderFileProvider Bundle ID. Follow the same naming conventions as for your App ID,

then click [ Continue ].

ID‘ Registering an App ID

The App 1D string contains two parts separated by a period (.)—an App ID Prefix thatisdefined asyour
Team|D bydefault and an App 1D Sullixthatisdelined as aBundle |D search string. Each pariof an App 1D

hasdifferentandimporantuses foryour app. Learn More

App ID Description

Mame: | MyBiz 05 App DocumentProviderFileProvider
You cannot use special characters such as@, &, *,°,"

App ID Prefix

Value: ¥XYDXETDCSUW (TeamID)

App ID Suffix

»  Explicit App ID
lfyou planto incorporate app services such as Game Center, In-App Purchase, Data Protection, and
iCloud, or wanta provisioning profile unique fo a single app, you must register an explicit App 1D for

yourapp,

Tocreate an explicit App 1D, enter aunigue string in the Bundle 1D field, This string should match the
Bundie|D of your app.

Bundle D! com.mybiz.iosapp.DocumentProviderFileProvider

We recommend using a reverse-domain name style string (i.e,
comdomainname.appname), It cannot contain an asterisk (*).

Confirm your new App ID and click [ Submit ].
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. ID Confirm your App ID.

Tocompletethe registration of this App 1D, make sure your App 1D informationis correct, and clickthe
submit bution.

App |D Descripion:  MyBiz iI0S App DocumentProviderFileProvider

[dentiier,  XYDX7DCSUW.com.mybiz.losapp.DocumentProvi..

You will see one more confirmation; review it and click [ Done ]. Now you need to add it to your
App Group. Go to Identifiers > App IDs and click on your new [ DocumentProviderFileProvider
Bundle ID ] to open its configuration window, and then click the [ Edit ] button.

i0S App IDs + Q
3 App |Ds Total
Mame - 3]
MyBiz i0S App com.umybiziosapp
MyBiz i0S App DocumentProvider com.mybiziosapp DocumeantProvider

comumybiziosapp DocumentProviderFileProvider

MyBiz i0S App DocumentProviderFileProvider

Select [ App Groups ] and click the [ Edit ] button.

ID Name: [Myﬁiz 105 App DocumentProviderFileProvider ]
__d ID: commybiziosapp.DocumentProviderFileProvider

Enable  Semvice

App Groups
d @E] @ Configurable. App Group |Ds (0 Edit

Select your group and click [ Continue ].
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E App Group Assignment.

Selectthe App Groups you wish to assign to the bundle.

Select All 1 of 1 item(s) selected
v MyBiz iCS Apps group.com.mybiz.iosapps :

s’

On the confirmation screen click [ Assign], and you’ll see the message "You have successfully
updated the App Groups associations with your App ID."

Create a ShareExtApp Bundle ID
This supports Apple’s ShareIN extension.

Yet again, go to Identifiers > App IDs and click the [ plus button ] to create a ShareExtApp Bundle
ID. Follow the same naming conventions as for your App ID, then click [ Continue ].

App ID Description

Name: MyBix iOS App ShareExtApp

You cannot use special characters suchas @, &, *, ' "

App ID Prefix

Valueg: XYDXTDCSUW (Team ID)

App ID Suffix

s Explicit App ID
[f you plan to incorporate app services such as Game Center, In-App Purchase, Data Protection,
and iCloud, or want a provisioning profile unigue to a single app, you must register an explicit App
D foryour app.

Tocreate an explicit App 1D, enter a unigue string in the Bundle |D field. This string should match
the Bundle 1D of your app.

Bundle ID: | com.mybiz.iosapp.ShareExtApp |

We recommend using a reverse-domain name style string {i.e.,

com.domainname.appname). It cannot contain an asterisk (7).
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Confirm your new App ID and click [ Submit ].

IP‘I Confirm your App ID.

To complete the registration of this App 1D, make sure your App |D information is correct, and click the
submit button.

App ID Description: MyBix iOS App ShareExtApp
Identifier: XYDX7DCSUW.com.mybiz.iosapp.ShareExtApp

App Groups: © Configurable

You will see one more confirmation; review it and click [ Done ]. Now you need to add it to your
App Group. Go to Identifiers > App IDs and click on your new [ ShareExtApp Bundle ID ] to open
its configuration window, and then click the [ Edit ] button.

iOS App IDs +][a
4 App |Ds Total
Name « | 1D
MyBiz I0S App com.myhiz.iosapp
MyBiz 105 App DocumentProvider com.mybiz.iosapp.DocumentProvider
MyBiz 105 App DocumentProviderFileP... com.mybiz.iosapp.Docum entP rovide rFila Pravider

yEiz i0S5 App ShareExtApp com.mybiz.iosapp.ShareExtApp

Select [ App Groups ] and click the [ Edit ] button.
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iI0S App ID Settings + [Q

Setup and configure services for this App ID.

ID Name: 'Myﬂiz 05 App ShareExtApp
_.‘ D: com.mybiz.iosapp. ShareExtApp

Enable Service

@6 App Groups

Select your group and click [ Continue ].

|D App Group Assignment.

@ Configurable. App Group IDs

Edit

Select the App Groups you wish to assign to the bundle.

| Salect All

¥ MyEiz QS5 Apps

1 of 1item(s) selected

P

group.com.mybiz.iosapps A
b

On the confirmation screen click [ Assign], and you’ll see the message "You have successfully
updated the App Groups associations with your App ID."

Four Completed App IDs

Now you should have four new App IDs, and all of them should belong to your App Group.

iOS App IDs +|q
4 App IDs Total
Mame ~ 1D
MyBiz i0S App com.mybiz.iosapp

MyBiz i0S App DocumentProvider
MyBiz i0S App DocumentProviderFileProvider

MyEBiz i0S App ShareExtApp

com.mybiz.iosapp.DocumentProvider
com.mybiz.iosapp.DocumentProviderFileProvider

com.mybiz.iosapp.ShareExtApp

151



Setting up Testing Devices

The $99 Apple Developer account allows you to test your iOS apps on a maximum of 100 devices of
each type:

Apple TV 100
Apple Watch 100
iPad 100
iPhone 100
iPod Touch 100

And you must register the UDID of each device in your Apple developer account. If you have the
$299 Enterprise account then you can install your app on any device without registering it.

The easiest way to find UDIDs is to connect to your iTunes account. Then connect your iOS device to
your Mac computer. Your device will appear on the left sidebar in iTunes. Click on this to display
your device information. Then click on the serial number, and you will see your UDID.

mi| (0 Search Stome )

WEELE]

Music

LIERARY [ summary DR Movies  T¥Shows — Podcasts  Tunes U Photos
S5 wusic
B wovics iPhone
[0 1% Shoes.
(& Amms
STORE Mame; Layla's iPhone
B unes store Capacity: 1463
‘_':' iE] Software Wersiom 4.2.1
=[! Puirehaeid Identifier (UMDY Foe’ 5205061 FEES2061 206601 737420636172

DEVICES
# [ Cavdws Phore

=) e

Return to your account on Developer.apple.com, go to I0S Apps > Devices > All, and click the plus
button on the top right to register a new device. You can make the name anything you want, and

the UDID must be the UDID copied from iTunes.
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Add iOS Devices Ea - <

-I Registering a New Device or Multiple Devices

Pre-Release Software Reminder

Yaou may only share Apple pre-release softwarewith employees, contraciors, and members of your
organizetion who are regisiered as Apple developers and have a demenstrable need (o know or uses
Apple softwareto develop and test applications an your babalf.

Unauthorized distribution of Apple canhidential infermation (including pre-relsase sofiware) is prohibited

and may rasult in the teemination of your Apple Davelcoer Program. [t may alse subject yau to vl and
criminal liability.

. Register Device
Mame your device and enter its Unique Device |dentifier (LIDID),

MNama! | ayla's iPFhone

UDID:  795f7520686176652061206661737420636172

If you have a large number of devices to register, you may enter them in a text file in this format,
and then upload the file:

Device ID Device Name
A123456789012345678901234567890123456789  NAMET
B123456789012345678901234567890123456789  NAME2

Click Download sample files to see examples of plain text and markup files.

Register Multiple Devices

Lpload a file containing the devices you wish o register. Please nate that a maximum of 100 devices
can be included in your file and it may take a few minutes to process.

Cownload szample files

Cancel | ontinue
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When you are finished entering your device IDs click the Continue button. Verify, and then click
Done.

Create Provisioning Profiles

Next Step

The next phase of this glorious journey is to create eight provisioning profiles: 4 Ad Hoc and 4 App
Store <app_store_profiles_label>. You will email the four Ad Hoc profiles, and your P12 certificate
<publishing_ios_app_6> (which you will create after your provisioning profiles), to
support@owncloud.com after building your branded app with the ownBrander app on
customer.owncloud.com. Do not send us the App Store profiles. All eight of these profiles must be
stored on your Mac PC.

First Ad Hoc Provisioning Profile

Go to Provisioning Profiles > All, then click the [ plus button] (top right) to open the Add iOS
Provisioning Profile screen. Select [ Ad Hoc ] and click [ Continue ].

Add iOS Provisioning Profile 7
Configure Generate Download

tg What type of provisioning profile do you need?

ROV

Development

_ 105 App Development
Create a provisioning profileto install development appson fest devices,

Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

*_ Ad Hoc
Create adistributist provisioning profileioinstall yourappon a limited number of regisiersd devices.

On the Select App ID screen select the first of the three App IDs that you created and click
[ Continue ]. (The first one has the shortest name, if you followed the naming conventions in this
manual.)
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ﬁ Select App ID.

FRON

[fyou plan to use services such as Game Cenler, In-App Purchase, and Push Notifications, orwanta
Bundle D unigueto asingle app, use an explicit App 1D, f youwantto create one provisioning profile
for multiple appsordontneed a specific Bundle 1D, select awildcard App 1D, Wildcard App IDs use an
asterisk (") asthelastdigit inthe Bundie D field. Please note thatiOs App IDsand Mac App IDscannot
beused interchangeably.

App 1D payBiz i0S App (XYDX7DCSUW.com.mybiz.iosapp) v

Select the certificate that you created at the beginning of this process and click [ Continue ].

Select cerificates.
PROV

Selectthecerificates you wish to include inthis provisioning profile. To usanls profileto Install an app, the
cerificatethe app was signed with mustbe included,

® Cara Schroder (i0S Distribution)

Jun 25, 2016

Select the devices that you want to install and test your app on, then click [ Continue ].

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Name your provisioning profile with a descriptive Profile Name and click [ Generate ].
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—
@_ Name this profile and generate.

PROV

The name you provide will be used to identify the profile in the portal.

Profile Name: | MyBiz iOS Profile

Type: 10S Distribution

App ID: MyBiz I0S App(XYDX7DCSUW.com.mybiz.iosapp)

Certificates: 1 Included

Devices: 1 Included

When it has generated, download your new profile to your Mac computer.
! I

@- Your provisioning profile is ready.

PROW

Download and Install

Download and douhble click the following file to install your Provisioning Profile.

B | Name: MyBiz iOS Profile

{g‘ Type: iOS Distribution
App ID: XYDX7DCSUW.com.mybiz.iosapp
PROV Expires:Jun 25, 2016

Find it on your Mac (usually the Download folder) and double-click to install it in Xcode.
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o0 ® Downloads
< 2B m o = o8
Favorites Namea =

B Al My Files | los_distribution.cer

¢ iCloud Dri & MyBiz_iOS_Profile. mobileprovision
iCloud Drive

@ AirDrop

¥ Applications

[ Desktop
o Downloads

Second Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].

Add iOS Provisioning Profile T4
Configure . Generate Download

@- What type of provisioning profile do you need?

PROV

Development
_ 105 App Development
Create a provisioning profileto install development appson f2st devices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adisributict provisioning profiletoinstall yourappon a limited number of regisiersd deavices.,

This time select the .DocumentProvider app ID and click [ Continue ].
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App ID v MyBiz i0S App XYDX7DCSUW.com.mybiz.iosapp)

MyBiz i0S App DocumentProvider O0rDXT DCSUW.com.mybiz.iosapp.DocumentProvider)
MyBiz i0OS App DocumentProviderFileProvider DOYDXTDCSUW.com.mybiz.iosapp.Documen

e[ e

Select the certificate that you created at the beginning of this process and click [ Continue ].

Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et ] [

Select the devices that you want to install and test your app on, then click [ Continue ]. These must
be the same devices you selected for the first provisioning profile.
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i

@ Select devices.
PROV

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Give this provisioning profile the same name as your first profile, plus .DocumentProvider and
click [ Generate ].

Name this profile and generate.

The name you provide will be used to identify the profile in the portal.

Profile Name: MyBiz i0S Profile.DocumentProvider
Type: i0S Distribution

App ID: MyBiz iOS App DocumentProvider
(XYDX7DCSUW.com.mybiz.iosapp.DocumentProvid...

Certificates: 1 Included

Devices: 1 Included

Just like the first provisioning profile, download it to your Mac computer, and then double-click to
install it in Xcode.
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Third Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].

Add i0OS Provisioning Profile 7

Select Type Configure !/- Generate ;- Download

@- What type of provisioning profile do you need?
_PROV

Development

_ 105 App Development
Create a provisioning profileto install development appson testdevices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adistribulis provisioning profileta install yourappon a limited numberof registerad devices.

This time select the .DocumentProviderFileProvider app ID and click Continue.

App 1Dt | MyBiz iOS App DocumentProviderFileProvider (XYDX7DCSUW.com.mybiv |

Select the certificate that you created at the beginning of this process and click [ Continue ].
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Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et | [

Select the devices that you want to install and test your app on, then click [[ Continue ]. These must
be the same devices you selected for the first provisioning profile.

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All 1 of 1 item{s) selected

Layla's IPhone

Give this provisioning profile the same name as vyour first profile plus
.DocumentProviderFileProvider and click [ Generate]. There is a 50-character limit, but don’t
worry about counting characters because it will be automatically truncated if you go over.
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Name this profile and generate.

The name you provide will be used to identify the profile in the portal.

Profile Name: = myBiz i0S Profile.DocumentProviderRleProvider
Type: i0S Distribution

App ID: MyBiz iOS App DocumentProviderFileProvider
(XYDX7DCSUW.com.mybiz.iosapp.DocumentProvid...

Certificates: 1 Included

Devices: 1 Included

Download it to your Mac computer, and then double-click to install it in Xcode.

Fourth Ad Hoc Provisioning Profile

Return to the "Your provision profile is ready" screen, scroll to the bottom and click [Add
Another ]. On the following screen select [ Ad Hoc ] and click [ Continue ].
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Add i10S Provisioning Profile = |
Configure . Generate » Download

| s
@\ What type of provisioning profile do you need?
_PROV_

Development

. 105 App Development
Create a provisioning profileto install development appson testdevices,
Distribution

. App Store
Creale adistribution provisioning profileto submityour app to the App Store.

Create adistributist provisioning profiletoinstall yourappon a limited number of regisiered devices.

This time select the .ShareExtApp app ID and click [ Continue ].

App ID: | MyBiz i0S App ShareExtipp (X¥DXTDCSUW.com.mybiz.icsapp. ShareExtApp) E

MyBiz i0S App (XYDX7DCSUW.com.mybiz.iosapp)

MyBiz 0S5 App DocumentProvider [XYDXTDCSUW. com.mybiz. icsapp. Decumeant Providar)

MyBiz 05 App DocumentProviderFileProvider (XY DX7DCSUW.com.mybiz. iosapp. Docurment ProviderFileProvider)
MyBiz 05 App ShareBxtApp (YDXTDESUW.com.mybiz_iosapp.ShareExtApp)

Select the certificate that you created at the beginning of this process and click [ Continue ].
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Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© Carla Schroder (i0S Distribution)
Jun 25, 2016

et | [

Select the devices that you want to install and test your app on, then click [ Continue ]. These must
be the same devices you selected for the first provisioning profile.

Select devices.

Select the devices you wish to include in this provisioning profile. To install an app signed with
this profile on a device, the device must be included.

Select All

1 of 1 itermi{s) selected

Layla's IPhone

Give this provisioning profile the same name as your first profile plus .ShareExtApp and click
[ Generate ]. There is a 50-character limit, but don’t worry about counting characters because it
will be automatically truncated if you go over.
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A
@ Name this profile and generate.
|_FROV |

The name you provide will be used to identify the profile in the portal.

Profile Name: | MyBiz i0S Profile.ShareExtApp]

Type: 105 Distribution

App ID: MyBiz iOS App ShareExtApp
(XYDX7DCSUW.com.mybiz.iosapp.ShareExtApp)

Certificates: 1 Included

Devices: 1 Included

Download it to your Mac computer, and then double-click to install it in Xcode. You should now see
all of your Ad Hoc provisioning profiles listed in your "iOS Provisioning Profiles".

iIOS Provisioning Profiles + ||| Q
7 profiles total.
Mame Type *  Skaktus
MyBiz iOS Profile i0S Distribution @ Active
MyEiz iOS Protile.DocumentProvider i0OS Distribution @ Active
MyBiz iOS Profile.DocumentProviderFileProvider i0S Distribution @ Active
MyBiz iOS Profile.ShareExtApp iOS Distribution @ Active

Create Four App Store Profiles

Creating your four App Store profiles is the same as creating your Ad Hoc profiles, except that when
you start you check the App Store checkbox, and you won’t select testing devices.
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I
@- What type of provisioning profile do you need?

PROV

Development

_ 10s App Development

Create a provisioning profile to install development apps on test devices.

Distribution

(s) App Store

Create a distribution provisiogitg profile to submit your app to the App Store.

. Ad Hoc

Create a distribution provisioning profile to install your app on a limited number of registered devices.

When you’re finished, you’ll have eight new provisioning profiles. Remember, when you build your
app on ownBuilder you only send in the four Ad Hoc profiles, plus your P12 certificate.

IOS Provisioning Profiles += || 5| | Q
11 profiles 1atal,

Mame ~ Type Stakus

MyBiz i0OS App-Store 05 Distribution @ Active
MyBiz i0OS App-Store.DocumentProvider i0S Distribution @ Active
MyBiz i0S App-Store.DocumentProviderFileProvider 05 Distribution @ Active
MyBiz iOS App-Store.ShareExtApp i0S Distribution @ Active
MyBiz i0S Profile i05 Distribution ® Active
MyEBiz i05 Protile. DocumentProvider 105 Distripution @ Active
MyEBiz i0S Profile.DocumentProviderFileProvider 05 Distribution @ Active
MyEiz iOS Protile.ShareEXtApp i0S Distribution @ Active

Go to the next page to learn how to create your P12 certificate <publishing_ios_app_6>.
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Creating a P12 Certificate

In addition to emailing your four Ad Hoc provisioning profiles to support@owncloud.com, you
must also include your P12 certificate. To create this, return to Keychain Access on your Mac
computer and find your private key that you created at the beginning (see Create Certificate Signing

Request).

Keychain Access

~
E ' Click to lock the login keychain.

Keychains
ﬂ“ login
J" Local Items
5 System
] System Roots

Category

A Al ltems

.. Passwords
Secure Motes

O <key=
Kind public key, RSA, 2048-bit
'.:- Usage Encrypt, Derive, Verify
Mame ~  Kind
@ <key> public key
@ wkey> private key
@ iMessage Encryption Key public key
@ iMessage Encryption Key private key
@ iMessage Signing Key public key
@ iMessage Signing Key private key

(5= 0n public key

private key

ios-mybiz
E iPhone Distribution: Cafla Schroder (XYDX7FDCSUW) certificate

El My Certificates

? Keys

El Certificates

Right-click on your private key and left-click Export [your key name].

? iMessage Signing Key private key -
® ios-mybiz public key =
| v SE ios-myb¥ o

El Phor

Copy “ios-mybiz"

Delete “ios-mybiz”

Get Info

Create a Certificate With “ios-mybiz"...

Request a Certificate From a Certificate Authority With “ios-mybiz"...
Create a Certificate Authority With “ios-mybiz"...

Enter any name you want, the location you want to save it to, and click [ Save ].
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Save As: | MyBiz-i0S-12| v

Tags: | |
Where: | [ Documents

File Format: = Personal Information Exchange (.p12)

Cancel Save

In the next screen you have the option to enter a password. If you put a password on your P12
certificate you will have to include it when you send your certificate and provisioning profiles to

support@owncloud.com. Click [ OK].

Enter a password which will be used to protect
- the exported items:

|

Password: |---v--v- | Izl

Verify: ll--l--ll

- )
Password Weak

|| Show password

7 Cancel r

On the next screen you must enter your login keychain password, which is your Mac login
password, and click [ Allow ].

/"\I Keychain Access wants to export key “ios-
acme” from your keychain.

w To allow this, enter the “login” keychain password.

Password:

( 3

Always Allow Deny Allow

Now your new P12 certificate should be in the directory you saved it in.
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[ Documents
s Bm o = .
Name -~ Date Modified

igningRequest Jun 26, 2015, 11:58 AM
MyBiz-105-12.p12 Today, 8:53 AM

You have now completed all the necessary steps for signing your branded iOS app. The next step is
to build your app with the ownBrander app on https://customer.owncloud.com.

Building Your 10S App With ownBrander

Build Your Branded iOS App

At long last you have arrived at the point where you can actually build your branded iOS app. Log
into your account on customer.owncloud.com/owncloud and open the ownBrander app.

N . Enterprise
owntloud EE

ownBrand..

If you don’t see the ownBrander app, open a support request with the [ Open Case ] button.

Your first ownBrander task is to review the i0OS page on ownBrander for your image requirements.
You will need a lot of them, in specific sizes and formats, and they’re all listed on the ownBrander

page.

There are three sections: Required, Suggested, and Advanced. The Required sections contains all of
the required elements that you must configure. Suggested and Advanced allow additional
customizations.

When you have completed and submitted your app, email your three provisioning profiles and P12
certificate to support@owncloud.com.

Required Section

Enter your application name. This can be anything; in this example it is the same name used in our
signing certificate examples.
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-‘-f.l. :-Jllll;l-htjlnl]d _ -

Common
Required
i05 All of the branding items in this section of the iOS tab are required. It will not
be possible to generate the 105 app .ipa file until you enter all of the requested
Suggested iterns and alsoc you provide to us (branding@owncloud.com) the needed
certificates.
e lle Application name
The desired name of your mobile app or desktop client. Once the app
Android is released, this name cannot be modified because it is used to
identify the app - both by end-users, devices, and also internally. This
Suggested app name should be pulled by default from the Common tab in
ownBrander, but it can be modified here for the i0S app if you choose.
Advanced

MyBiz iO5 App X

Next, enter your ownCloud server URL. This hard-codes it into your app. If you leave this blank
then your users will have to enter it every time they use the app.

Server URL

+ Set a static server URL that cannot be changed by the user. If this
option is not selected, users will have to enter a server URL manually
to connect to the ownCloud server. This option and the URL should be
pulled from the Common tab in ownBrander, but it can be modified
here for the i0S app if you choose.

ownCloud server URL and path to which users connect. This URL
should be pulled from the Common tab in ownBrander, but it can be
modified here for the i05 app if you choose.

www.mybiz.com/owncloud X

Check Server URL Visible to make your ownCloud server URL the default, and to allow your users
to enter a different URL.

Server URL visible
@ Set the URL to be visible and editable by the end user. If selected, the URL

you entered above will be displayed, but users will be able to edit it manually.

And now, the all-important Bundle ID. Make sure that this is exactly the same as the Bundle ID you
created on developer.apple.com (see Bundle ID).
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Bundle ID

The bundle ID is a unique identifier for your app. Typically this is the

reverse domain notation of your app and your company name, such

as com.examplecompany.iOs . The bundle ID needs to be unique to

your app alone, so it is important to set the company identifier to a

unigue string. The bundle ID needs to match the bundle ID you enter in iTunes Connect
before you can submit your app to the store. Further information about i05 bundle IDs
is available at developer.apple.com

com.mybiz.iosapp X

You must also enter the App Group you created.

APP Group
In order to take advantage of some of the i0OS8 extensions we need
you to create an app group and enable it on the Bundle ID. The App

Group format is typically: group.BundlelD (Bundle ID is the one set
above)

group.com.mybiz.iosapps X

Check Show multi-account or disconnect if you plan to allow your users to have more than one
ownCloud account.

Show multi-account or disconnect

|:| Multi-account enables users to connect to more than one ownCloud
instance with their mobile app. If this option is not selected, the i0S app will
show users a disconnect option instead of the add account option. Most

customers choose to show users the disconnect button.

Check Enable SAML authentication if that is what you use on your ownCloud server. Otherwise
leave it blank.

Enable SAML

| Enable SAML authentication for end users. By default, the ownCloud app
authenticates via a username and password. Check this box if SAML
authentication will be used instead.

Number of uploads shown controls the length of the most recent uploads list on the app. The
default is 30.
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Number of uploads shown

The number of uploads shown on the uploads view. In the app, when you
upload a file to the server a list is created and stored in the uploads view.
Thile the latest uploads are listed, this option allows you to specify the

maximum number of files that you want to be shown in this view. The default
is 30.

30 X

The next section is for uploading your custom artwork to be built into the app. The ownBuilder app
tells you exactly which images you need, and their required size. You only need one Splash Screen
image, and ownBrander will automatically resize and crop it for different-sized screens. You must
also select a background color, which ensures that the splash screen image is always at the correct
size ratio. (Click the example images on the right to enlarge them.)

W kg - e g 1 e -

Application icon @ -
v Icon for the app that is shown on the device Home |_| '
Jo screen. While many icon resolutions are needed
.‘ . for the different i0OS devices, you only need to

upload one size. ownBrander will automatically
create the others. Note: it is important to not have a transparent
background. (width: 1024px height: 1024px) 1

Delete image Upload

Splash screen image

This is the app splash screen image. ownBrander will
rescale the image automatically to match specific i05
device resolutions screen image (width: 2048px
height: 2048px) 1

Upload

Splash screen background

This is the app splash screen background color. On some i0S
devices, rescaling the splash screen image may lead to blank space
which will be filled in with this background color

4

You may enter a custom User agent, which is useful for traffic analysis and whitelisting your app.
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User agent

myhiz-iosapp * 5

Check Recommend to open a Twitter, Facebook, and Email recommendation configurator.

Recommend

Options show after clicking on the recommend button in the settings page:
Facebook, Twitter and Mail. The messages generated by ownCloud when
one of the recommend options is selected by a user can be the standard
ownCloud messages, which are translated into several languages. or you
may choose to enter a custom message. If you choose to enter a custom
message, this will not be translated beyond the message you enter here.

[:] Show recommend in app

If you have online help, enter the URL here.

Help URL
Select this option to show a help URL in your app.
v Show help url?

Help URL. Enter the URL where users may go to find help for your app. Please,
include the http:// prefix

https://mybiz.com/help

Activate the option feedback creates an option for your users to either enable or not enable the
feedback option on their devices. If you enable this, enter your Feedback email address.
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Activate the option feedback
|£| Select this option if you want the feedback option to be available on the App

settings. When end-user selects this option, they will be able to send to you their
feedback through email.

Feedback email
An email address where you can receive feedback from users

feedback@mybiz.com X

Enter your Imprint URL (your "about" page)

Imprint URL

Activate use of imprint so users may learn more about your company.
[v| Show imprint in app

URL where users may found more information about the company.

https://mybiz.com/about

Check Show a "new account" link in app to allow new users to request a new account.

Show a "new account” link in app
D Select if you want to include a link for new users on the login view
to request a new account (see login screenshot).

Upload an icon that will be displayed by default when there is no file preview to display.

__.|Generic icon for iPad

‘ SOK S This image will be shown on the iPad when
there is no file previewed (width: 1024px
height: 558px) 1

Delete image | Upload

By default, both internal sharing and sharing by link are enabled. You have the options to disable
one or both of these.
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[ Check this option if you don't want the internal sharing option
to be shown in the app. Otherwise your users will be able to share
any data with other users. By default, internal sharing option is
shown

[ Check this option if you don't want the share by link option
to be shown in the app. Otherwise your users will be able to
share any data by link. By default, share by link option is shown

You may disable background transfers if you are using mobile device management (MDM), such as
Mobile Iron, that does not support background jobs, or if you simply do not want to allow the app to
work in the background. By default, the ownCloud iOS app supports background file transfers by
taking advantage of Background Execution.

Disable background transfers

| Check this option if you intend to wrap this app in an MDM that does not
support background jobs, such as Mobile Iron, or if you don't want the app to
work in the background. iOS allows a transfer - either an upload or a download
- to operate in the background to 3 minutes after the app is closed.

The default version number of your branded app is the same as the official ownCloud app. You
have the option to customize your version number. Once you do this, you will have to update it
manually for new releases. This must be the same as the version number that you enter in iTunes.
Your version number is visible to your users.

Version number

[ Doyou want to modify the release version number? The version

number 15 a two-period-separated list of positive Integers (as In

4.5.2). The version number is shown in the store and that version

needs to match the version number you enter in iTunes Connect.

Update the version number when you create a new app version in [Tunes Connect,
MOTE: once you modify the version number with this option, it will no longer be
modified automatically for your branded app. You will have to increase the version
number manually every time a new version Is released.

You may also customize the build number, which defaults to 1.0.0. This must also be manually
updated when you customize it. Your build number is used by iTunes to uniquely identify your app.
When the build number changes, iTunes automatically syncs the updates for your users. The build
number is not visible to your users.
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Build number

_| Do you want to modify the bulld number? The bulld number Is

used by Apple to uniguely Identify the app, and If you want to

upload a new build of your app to ITunes Connect you must Use a

new build number. For 105 apps. Munes will recognize that the

build string changed and properly sync the new app bulld to 105 devices. This Is
different than the version number above which is a useful but cosmetic feature,
whereas the build number is technically required. NOTE: once you modify this
parameter, it will no lenger be autematically modified on your branded app. You will
have to Increase It every time a new version Is released. By default 1.0 Is used. This
number is not automatically updated

That completes the required elements of your branded iOS app.

Suggested Section

The Suggested section allows you to customize additional elements such as text and background
colors, and icons. The Suggested items are all optional.

Advanced Section

The Advanced section allows you to optionally customize the color of messages such as connection
status, error messages, letter separators, buttons, and additional icons.

Generate iOS App

When you have uploaded all of your images and completed your customizations, click the
Generate iOS App button and take a well-deserved break. Remember to email your four Ad Hoc
provisioning profiles and P12 certificate to support@owncloud.com.

Generate iOS App
You may go back and make changes, and when you click the Generate iOS App button the build
system will use your latest changes.
Check your account on customer.owncloud.com in 48 hours to see your new branded ownCloud

app.

Testing Your New Branded 10S App

Distribute the File

You’ll distribute the file with the .ipa extension, like our example MyBiz iOS App-3.4.211.ipa, from
your https://customer.owncloud.com/owncloud account to your beta testers. To do this you’ll need a
Mac computer, an iPhone or iPad registered in your Apple developer account, and the iTunes
account associated with your Apple developer account.

1. Connect your registered iPhone or iPad to a Mac running iTunes.
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2. Double-click your iOS .ipa file.
3. You should see your device in the upper left corner of your iTunes windows. Click on it.

4. Click the [ Apps] button. Now you should see your app in the iTune apps list, with an Install
button. Click it.

5. The Install button changes to Will Install.
6. Click the [ sync] button in the lower-right corner to sync your device. This installs your app on

your device.

Your other testers can now install and test your app on their registered iPhones and iPads just like
any other app from iTunes.

If you have the Enterprise Apple developer account, there is no limit on the number of testing
devices, and they do not have to be registered.

Getting Crash Reports From Testers

i0S automatically records crash logs when apps crash. Your testers can retrieve and send these logs
to you. They must follow these steps:

1. Connect the testing device to a Mac computer running iTunes.

2. The crash logs are automatically downloaded to ~/Library/Logs/CrashReporter/MobileDevice

3. Attach the relevant log files to email and send them to you.

Publishing Your New Branded i0OS App

Publish for General Distribution on iTunes

At last, after following all the previous steps and passing beta testing, your branded iOS app is
ready to publish for general distribution on iTunes. You need a Mac computer with Xcode installed
(Xcode is a free download), and you need the eight provisioning profiles (4 Ad Hoc and 4 Apple
Store) and p12 file that you created copied to the same computer that you are using to upload your
app to iTunes. You will also need a number of screenshots of your app in specific sizes and
resolutions, which are detailed in your iTunes Connect setup screen.

O Apple must review and approve your app, and the approval process can take
- several days to several weeks.

Download the xcarchive.zip file from your account. Your friendly macOS computer will
automatically unpack it and change the name to something like ownCloud i0S Client 02-07-15
10.30.xcarchive. Double-click on this file to automatically install it into Xcode. Go to Xcode and you

will see it in the Archives listing under Window » Organizer.
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ece

Mame Creation Date | Version

0S8 Apps
. MyBiz iOS App

= ownCloud

E Owncloud iOs Client Jul 2, 2015, 1:30 AM 3.4.1 (1.0}

Next, go back to the Apple Developer Member Center to log into iTunes Connect to set up your app
storefront.

@ Developer

Frograms & Add-ons Your Account

SDKs

Download the SDKs and the latest beta software.

Certificates, ldentifiers & Profiles
Manage your certificates, identifiers, devices, and prafiles for your apps.

iTunes Connect
=published on the App Store and Mac App Store.

After logging in click the blue [ My Apps ] button. This takes you to the main screen for managing
your apps on iTunes.

a

My Apps

Click the plus button on the top left to setup your new branded iOS app.
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iTunes Connect My Apps ~

oo

Mew iOS App

Mew Mac App

This opens a screen where you will enter your app information. Make sure you get it right the first
time, because it is difficult to delete apps, and Apple will not let you re-use your app name or SKU.

* Enter any name you want for your app. This is the name that will appear in your App Store
listing.

* Choose your primary language.

* Select the bundle ID from the drop-down selector.

* Enter your app version number, which should match the version number as it appears in your
Xcode organizer.

The SKU is a unique ID for your app, and is anything you want.

Then click the [ Create ] button.

MNew i0OS App
Mame 7 ersion 7
MyBiz 105 App 1.0
Primary Language SKU 7
English v | iosapp1|
Bundle ID 7
WyBiz I05 App - com.mybiz.iosapp -

Register 8 new bundle 1D on the Developer Portal.

I Cancel H Create .

Now go back to your Xcode organizer to upload your app; click the blue [ Submit to App Store ]
button.
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Archive Information
Owncloud i0Os Client
i  ul 2, 2015, 1:30 AM

Submit to App Store...

Validate... Export...

Details

Wersion 3.4.1 (1.0}
Identifier com.mybiz.iczsapp
Type 0S5 App Archive

This takes a few minutes as it verifies your bundle ID and certificates, and then you will see an
upload status.

Submitting archive to the i0S App Store:

Uploading Archive
A

Uploading package to the iTunes Store...

Cancel

At long last, after working through this long complex process, you are almost ready to publish your
app on iTunes.

Setting up Your iTunes Storefront

There are just a few steps remaining. Now that you have uploaded your branded iOS app, you need
to upload some screenshots, an optional demo video, and fill in some information for your app
listing on your iTunes storefront. You should see something like this on your main screen (figure 8).
You should click the [ Save ] button at the top right periodically to preserve your changes.
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F fhs - Carla Zchrocer
iTunes Connect My Apps - Carla Scheader

aae 2} Search ALl Statusas w =

MyBiz 0% App

1.0 Prepare for Submissior

This screen displays all of your apps and their submission status. Click [ Prepare for Submission ]
to get started on the submission process. The first screen is for entering screenshots of your app for

various devices, and optionally a demonstration video. Click the little question marks to learn the
required image specifications.

Version Information

App Video Preview and Screenshots 2

4.7-Inch  5.5-Inch 3.5-Inch iPad

: T T R T s e
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Apple simplified the screenshot submission process. Please check this Video (in Safari) for details.

For the ownCloud client, we also don’t use real screenshots, we use frames in different sizes
instead. You can find templates to generate those assets. Here are examples for the Sketch app:

* https://github.com/LaunchKit/SketchToAppStore

* https://github.com/MengTo/AppStoreSketch

Then you must enter:

* Your app name
* A description
* Some keywords for iTunes searches; and

* Some optional URLs

Mame 7
MyBiz 10S App

Description 7 Keywords 7
Branded ownCloudiOS apps for MyBiz, LLC. mybiz owncloudios

Support URL 7
https:/fmybiz.com/support

Marketing URL 7
https:/fmybiz.com/about

Privacy Policy URL -
https:)//mybiz.com/privacy

The next section is for Apple Watch. If you don’t support Apple Watch you can skip this.

The General App Information section requires a:

1024 x 1024 logo
* Version

* Rating

* Category

e License

Copyright, and

Contact information
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General App Information

App lcon 7 Copyright 7
2015 MyBiz, LLC

Trade Representative Contact Information 7
Display Trade Representative Contact Information onthe

Korean App Stare.
Carla Schroder
First name Last name
Apple D 7
1016672646 PO
Apt., suite, bldg. (optional )
Version 7
Mytown California
1.0
12345 United States -
Cat ?
ey 123-456-7890 contact@mybiz.com
Productivity v
i i i
Business . Routing App Coverage File 7
Rating Edit Choose File
Ages 4+
Additional Ratings

License Agreement  Edit

Apple's Standard License Agreement

In the Build section, click the plus button and select your app.

Add Build

Build Upload Date

341(1.0) July 06, 2015 4:10 PM i

| Cancel H Done ‘

The App Review Information requires contact information, and some information about your app
to guide reviewers. Remember, everyone on iTunes can review your app, so it’s in your best
interest to be helpful. You may optionally provide a login for a demo account.

App Review Information

Contact Information 7 Notes 7
Carla Schroder Features include instant upload, sync, share, customizable
) sync, and image previews.
Phone number contact@mybiz.com
Demo Account 7

demo@mybiz.com quest
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The Version Release section allows you to choose between automatic release, which means your
app will be published upon approval, or manual release, where you must release your app after it
is approved.

Pricing

Next, you must go to the Pricing page to set your price, and to select the territories you want your
app to be available in.

MyBiz |0S App - Rights and Pricing

Select the availability date and price tier for your app.

Availability Date 07/jul ~ |8 ~| 2015 v

Price Tier free v

Price Tier Effective Date pow ~ [Now ~ Now

Price Tier End Date MNone + | | None v | None L

Price Tier Schedule

Price Tier Price Effective Date Price End Date

Free Existing MNone

Discount for Educational Institutions

AN

Select the App Store Volume Purchase Programs in which you want to make your app Select All' | Deselect Al
available. MNote that if you deselect all territories, your app will be removed from all
App Store territories worldwide,

Submit For Review

When you have filled in all the required forms and provided the required screenshots, click Save
and then Submit for Review. If anything needs to be corrected you will see messages telling you
exactly what must be fixed.

The next screen is legalese; click the appropriate Yes or No boxes, and then click the Submit button.

You are now finished. No really, you are. When you return to your My Apps page you’ll see that the
status of your app has changed to "Waiting for review". In a few days, or perhaps many days, your
app will either be approved or rejected. If it is rejected Apple will tell you what you need to do to
get it approved.

FAQ

Here are the most common answers to questions from the iOS App Review Team.
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iTunes Connect My Apps v

—|— oo

MyBiz 10S App

1.0 Waiting For Review

When, at last, it is published on iTunes you may distribute the URL so that your users may install
and use your app.

Additional Server Configuration

Add Support for Apple Universal Links

What is Universal Links?

When you support universal links, i0S users can tap a link to your website and be

o seamlessly redirected to your installed app, without going through Safari. If your
app isn’t installed, tapping a link to your website opens your website in Safari. For
more details, see Support Universal Links.

There’s some special changes that need to be made. Quoting from Apple’s official documentation on
Universal Link Support:

Adding support for universal links is easy. There are three steps you need to
take:

1. Create an apple-app-site-association file that contains JSON data about
the URLs that your app can handle.

2. Upload the apple-app-site-association file to your HTTPS web server. You
can place the file at the root of your server or in the .well-known
subdirectory.

3. Prepare your app to handle universal links.
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The apple-app-site-association data is generated by ownBrander and must be served statically
over HTTPS.

7 You can safely place it in the root folder of your ownCloud installation (e.g.,
- /var /www/owncloud).

What is apple-app-site-association?

The apple-app-site-association directory is either a subdirectory of your ownCloud URL or of the
/.well-known/ directory, and must be served over HTTPS. Data generated by ownBrander is
accessed via this subdirectory.

o The name "apple-app-site-association" is mandatory.

The file which gets accessed when using this subdirectory is also named apple-app-site-association
without any extension. When this subdirectory is accessed, the web server must set the content
type to application/json. The physical path used when accessing this directory must be defined in
your web server config. In the examples below, the path for the file is /var/www/owncloud/.

When using a physical path to the file inside your ownCloud directory, this file
o must be present when you upgrade ownCloud, or you chose a different path
outside the ownCloud root.

Apache Configuration

To achieve the second requirement, some changes will also need to be made to your Apache
configuration. If you configured your installation with the official Admin Manual, your Apache
owncloud.conf file must include the following:

# Create an alias for the file (for compatibility reasons):
AliasMatch "A/(\.well-known/)?apple-app-site-association$" "/var/www/owncloud/apple-
app-site-association”

<Directory /var/www/owncloud/>
Options +FollowSymlinks
AllowOverride All

# Set the right mime-type for the file:
<Files apple-app-site-association>

Header set Content-type "application/json"
</Files>

[...]

</Directory>

@ See the AliasMatch documentation for more details
-
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Also, a new RewriteCond directive, included in the code block below, needs to be included in your
.htaccess (or VirtualHost configuration), so that no other redirections will apply to any of these two
paths.

RewriteCond %\{REQUEST_URI} !~/(.well-known/)?apple-app-site-association$

NGINX Configuration

For NGINX, the directives to be added are:

location ~* A/(\.well-known/)?apple-app-site-association {
# uncomment and update the root configuration line below,
# in case the path to your ownCloud installation is in a different location.
# root '/var/www/owncloud';
default_type 'application/json';

o If you’re behind a firewall, additional access rules will be required to whitelist the
URLs.

FAQ iOS App Review Team

Information from Apple: https://developer.apple.com/support/app-review/

The product contains cryptography, and whether it classifies for export
exemptions.

No, the product does not contain cryptography. Although the app is ready to connect via SSL, this
does not imply that the app includes any cryptography

How does the app utilize Document Picker and File Provider extensions?

The ownCloud app takes advantage of the Document Provider extensions so that those apps that act
as Document Picker may access to the ownCloud data, edit it and then changes are automatically
uploaded back to the ownCloud server.

Background Audio
Questions:
* What is the purpose of declaring Audio background mode? Please explain the need for this
background mode and where the usage can be found in your binary.

* Your app declares support for audio in the UIBackgroundModes key in your Info.plist but did
not include features that require persistent audio. The audio key is intended for use by
applications that provide audible content to the user while in the background, such as music
player or streaming audio applications. Please revise your app to provide audible content to the
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user while the app is in the background or remove the "audio" setting from the
UIBackgroundModes key.

Answer:

Sometimes, usually, the first time the ownCloud app is submitted, it is rejected because it is
included the background mode, Apple rejected it because in the past some apps used this trick to
avoid the app to be fully closed. Howerver, the ownCloud app used it only when music is played.
This may be checked by Apple reviewers, what we suggest is to be proactive, instead of waiting for
the app to be rejected because of that, adding an explanation line, something such as: You may
notice that the app is ready to play music not only in foreground but also in background, for you to
test it we have uploaded to the test account the file XXX

Content Rights - Does your app contain, display, or access third-party
content?

If the branded app has the help option enable, the answer is yes. Within the help, we are having
access to an external web Otherwise, no

Does this app use the Advertising Identifier (IDFA)?

No, no ads at all

IPv6 Connectivity
Question:
We discovered one or more bugs in your app when reviewed on the iPad

and the iPhone running iOS 10.2 on Wi-Fi connected to an IPv6 network -
Specifically, the app does not connect to the server.

Information from Apple: https://developer.apple.com/library/content/documentation/
NetworkingInternetWeb/Conceptual/NetworkingOverview/
UnderstandingandPreparingfortheIPv6Transition/
UnderstandingandPreparingfortheIPv6Transition.html

Here you can check your server for IPv6 connectivity: http://ipv6-test.com/validate.php

Business questions from Apple

* Does your app access any paid content or services?

What are the paid content or services, and what are the costs?

» Who pays for the content or services?

* Where do they pay, and what’s the payment method?

* If users create an account to use your app, are there fees involved?

 How do users obtain an account?
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This is a standard question Apple has to avoid iTunes circumvention as for some stuff they want the
30% revenue share. (see In-App Purchase: https://developer.apple.com/in-app-purchase/)

[1] https://developer.android.com/guide/app-bundle
[2] https://android-developers.googleblog.com/2021/06/the-future-of-android-app-bundles-is.html
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